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Aim: This systematic review explores the factors that could influence consumer’s
decision of purchasing prescription medicines using the Internet.

Methods: Relevant databases were searched to retrieve studies published from
2012 to 2021. The studies selected for inclusion were those focused on the
consumer’s perspective and the purchase of prescription medicines. A narrative
synthesis was employed. The Capability Opportunity Motivation-Behaviour
(COM-B) and the Theoretical Domains Framework (TDF) were employed as
conceptual lenses that guided the analysis.

Results: Seventeen studies were included. These studies have adopted various
methodologies: qualitative method (n = 4), quantitative method (n = 12), and
mixed methods (n = 1). The studies were based in Europe (n = 8), North America
(n = 3), Middle East (n = 4), and 2 studies were conducted in several countries
(multinational). The analysis of these studies revealed 7 themes that represent the
reasons that lead people to buy prescription medicines via the Internet. These
themes were the consumers’ beliefs about the outcomes of the purchase
(perceived benefits and risks of the purchase), consumer’s emotions that could
influence the purchasing decision, the factors that increase or decrease
consumer’s level of behavioural control over the purchase (facilitators and
barriers of the purchase), consumers knowledge about the purchase, the
trusting beliefs that lead consumers to trust the online sellers of medicines, the
social influencing factors, and the external environmental factors that could
encourage the purchase.

Discussion: This study provides a comprehensive review of the breadth of reasons
that drive people to buy prescription medicines via the Internet. Identifying those
reasons could provide the basis for regulators to design evidence-based
awareness campaigns to minimise the purchase of prescription medicines via
the Internet. Furthermore, future research directions have been provided in this
review to build upon the existing knowledge and address the research gaps in
this area.
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1 Introduction

Online sales of medicines have shown tremendous growth in
recent years (Fittler et al., 2018a). Evidently, studies conducted in
various countries (including the United States, Europe, and the
Middle East) have found that the number of people purchasing
medicines on the Internet has increased in recent years (Bowman
et al., 2020; Alwhaibi et al., 2021; Jairoun et al., 2021; Moureaud
et al., 2021; Fittler et al., 2022). One of these studies, conducted in
Hungary, revealed a surprising tenfold increase in online medicine
purchases from 2018 to 2020 (Fittler et al., 2022). People can
purchase a wide range of medicines from the internet ranging
from over-the-counter medicines (not needing a prescription) to
medicines that are prescribed by an authorised prescriber
(i.e., prescription medicines). Some consumers turn to the
internet today to self-medicating and buy prescription medicines
without having a valid prescription and without any input from
healthcare providers. This is possible if consumers decided to
purchase medicines from the illegal sellers of medicines operating
on the internet.

The internet provides a platform that hosts both legal and illegal
sellers of medicines. Legal online sellers of medicines are those who
comply with safe pharmacy practices, and the laws and regulations
of the country where the online seller operates (Mackey and Nayyar,
2016). Conversely, illegal online sellers of medicines are those who
violate pharmacy regulations and laws.

A common practice of illegal sellers of medicines is offering the
purchase of prescription medicines without any input from a
healthcare provider, which includes not having a valid
prescription (Mackey and Nayyar, 2016). Several studies have
provided evidence of the availability of different types of
prescription medicines on the internet and the easy accessibility
to those medicines without the need for prescriptions (Boyd et al.,
2017; Hockenhull et al., 2020; Whitfield et al., 2021). For example,
researchers from Europe have explored the online availability of
several active ingredients (including controlled medicines). They
found that controlled medicines (such as tramadol) are widely
available on the Internet and easily accessible to people without the
need for a prescription (Fittler et al., 2013a). Likewise, a recent
study conducted in the United States explored the online
availability and accessibility of imatinib (anticancer medication)
and found that those medicines are widely available online and
could be obtained without any involvement of healthcare providers
(Sun et al., 2021).

Laws regulating the sales of medicines over the Internet vary
from one country to another. For example, in the United Kingdom,
any legal sellers of medicines should be registered with the General
Pharmaceutical Council (GPhC) and the Medicines and Healthcare
products Regulatory Agency (MHRA) (GPC, 2022), while in the
European Union (EU), licensed online pharmacies must be
registered with the national competent authorities in the EU
Member States (European Medicines Agency, 2019).
Internationally, there are shortages of effective global regulations
and laws that control and regulate online pharmacies (Fittler.,

2013b; Gabay, 2015). Moreover, around two-thirds (66%) of
countries worldwide do not have regulations that regulate the
online trading of medicine (Hock et al., 2019). Thus, prescription
medicines can be sold on the Internet by anyone in those countries
(Hock et al., 2019). These shortages in international laws as well as
the rapid development of technology have facilitated the expansion
of illegal online pharmacies (Mackey and Nayyar, 2016). According
to the Alliance for Safe Online Pharmacy (ASOP), over 95% of the
35,000 active online pharmacies worldwide operate illegally (ASOP,
2022). This uncontrolled proliferation of illegal online pharmacies
may bring a lot of risks to people (e.g., risks of misusing the
medicines as the healthcare provider is not involved in the
purchase, or the risks of fake medicines which are widely
available on the internet, and some of which may contain drugs
of abuse or new psychoactive substances (NPS), which poses serious
health risks to the consumers) and to the whole country (e.g.,
economic loss to the healthcare system due to utilizing ineffective
treatments) (Fittler et al., 2013b).

The supply chain of prescription medicines over the Internet is
complex and hard to track, which makes it impossible to keep the
Internet free of illegal websites selling medicines (Fittler et al.,
2013a; Lee et al., 2017). From another angle, one possible solution
could come from focusing on the potential consumers themselves
(Fittler et al., 2013a; Lee et al., 2017), as the consumers play a
crucial role in the buying process of medicines from the Internet
because they are the ones who ultimately make the decision to
purchase medicines.

Illegal online sellers of medicines are exploiting rising
consumers’ demand for convenience, lower cost, all day everyday
accessibility, and the availability of different types of medications to
sell various types of prescription medicines and fake medicines
which are very profitable to online sellers, but potentially risky and
life-threatening to people (Mackey and Nayyar, 2016; ASOP, 2022).
Several public awareness campaigns have warned people about the
danger of purchasing prescription medicines from the internet and
about how to safely purchase medicines online (e.g., Fight the Fake,
#FakeMeds), however, many people are still buying prescription
medicines online without any input from a professional healthcare
provider. According to a recent study, out of a sample size of
1,321 individuals, 136 (10.3%) have purchased prescription
medicines online through online platforms without involving
their doctors (Almomani et al., 2023a). Furthermore, according
to an estimate by the United Kingdom government, 1 in 10 people
bought fake medical products online in 2020 (MHRA, 2022). The
reasons behind this behaviour are not well understood and need
further investigation.

Previous systematic review studies in this field have explored the
characteristics of the websites that sell medicines, the quality of
pharmaceutical products purchased online, and the number of
consumers who are purchasing medicines on the internet and
their characteristics (Orizio et al., 2011; Long et al., 2022).
However, none of these systematic reviews investigated the
available evidence on the reasons that drive people to purchase
prescription medicines via the Internet.
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In light of the above, this systematic review aims to explore the
prevalence of people purchasing prescription medicines from the
Internet and to provide an overarching understanding of the reasons
that could drive people to make this purchase. Additionally, this
review provides directions for future research. To achieve the
research objective, a narrative synthesis approach was
undertaken. The Capability, Opportunity, Motivation- Behaviour
model and the Theoretical Domains Framework were used to
develop the coding of themes. To date, this is the first theory-
based systematic review that focuses on the factors that could
influence consumers’ decision of purchasing prescription
medicines over the Internet.

2 Materials and methods

This systematic review is reported according to the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) statement (Page et al., 2021).

2.1 Approach

The main aim of this study was to determine the breadth of
reasons why people buy prescription medicines on the Internet. A
narrative synthesis was employed because of the heterogenicity of
methodologies between the included studies (Harden et al., 2004), as
we included quantitative, qualitative, and mixed-methods studies. A

narrative synthesis is an approach in which different types of studies
(quantitative, qualitative, and mix-methods) were arranged into
more homogenous groups (Barnett-Page and Thomas, 2009). In
this type of synthesis, structured summaries are developed by
comparing the similarities and differences between studies’
characteristics, context, quality, and findings (Harden et al., 2004;
Barnett-Page and Thomas, 2009).

The current study employed the Capability, Opportunity,
Motivation- Behaviour (COM-B) model and the Theoretical
Domains Framework (TDF) as a conceptual lens through which
the analysis was conducted.

The COM-Bmodel is one of the behavioural theories introduced
by Michie et al. (2011). This model helps researchers to understand
why people behave in a specific way. According to the COM-B
model (Figure 1), a particular behaviour will occur only when an
individual concerned has the capability (psychological or physical
capability) and the opportunity (physical and social environment) to
engage in the behaviour and is more motivated (reflective and
automatic mechanisms) to enact that behaviour than any other
behaviours (Michie et al., 2011). Capability is an attribute of the
consumer that together with the opportunity facilitates the
behaviour. It could be physical capability which represents the
consumer’s body and physiques, or psychological capability
which represent the consumer’s mental functioning (e.g.,
knowledge). Motivation is a sum of mental processes that
energised consumers to make a specific behaviour. It could be
reflective which represents the conscious thought processes (e.g.,
evaluations of the consequences), or automotive motivation which

FIGURE 1
The COM-B model.

Frontiers in Pharmacology frontiersin.org03

Almomani et al. 10.3389/fphar.2023.1239507

https://www.frontiersin.org/journals/pharmacology
https://www.frontiersin.org
https://doi.org/10.3389/fphar.2023.1239507


represents the affective processes (desires and emotions). Finally, the
opportunity is an external environmental and social factor that
together with capability facilitates the behaviour. It could be a
physical opportunity which represents the external environmental
circumstances, and the social opportunity which represents other
people’s influence (social norms) (West and Michie, 2020).

The TDF is a theoretical framework synthesised from
33 behavioural theories and grouping the 128 constructs from
these theories into domains (Michie et al., 2005; Cane et al.,
2012). The TDF provided a comprehensive and theory-informed
approach to identifying the predictors of behaviour (Atkins et al.,
2017). Moreover, the TDF provides a theoretical lens through which
to view the cognitive, affective (emotional), environmental and
social influences on behaviour (Atkins et al., 2017). Appendix
1 illustrates the TDF domains and their definitions.

The TDF constructs, in previous studies, were mapped against
the COM-B model as shown in Figure 2 in order to unpack the
COM-B model and to give a more detailed insight into the target
behaviour (Zou et al., 2017; Alhusein et al., 2021; Timlin et al., 2021).
Our study adopted the model shown in Figure 2 as a conceptual lens
to analyse the previous studies’ findings to find the factors that could
influence consumers’ decision to purchase prescription medicines
from the Internet.

2.2 Review team

This study was conducted by four researchers (HM, PD, NP,
AR). HM and AR are PhD researchers in the field of Pharmacy. Both
PD and NP are experienced research-active academics.

FIGURE 2
The TDF constructs mapped against the COM-B model.
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2.3 Search strategy

The search was carried out using multiple relevant databases
(i.e., Scopus, Web of Science, PubMed, and PsycINFO) to identify
qualitative and quantitative published studies on the topic of ‘using
the internet to purchase medicines requiring a prescription’.
Database selection and the search strategy were conducted by
HM and verified by PD and NP, in collaboration with the
academic department’s librarian at the University.

The search was carried out using search terms related to the
research topic (i.e., buying prescription medicines online). Search
terms were developed by HA, PD, and NP.

2.4 Inclusion and exclusion criteria

The search was limited to articles published from the beginning
of January 2012 to the end of December 2021. Studies were included
if they were primary research articles (qualitative, quantitative, and
mixed methods studies), published in the English language, focused
on the consumer perspective, and focused on prescription
medicines. Studies that focused on illegal drugs (e.g., marijuana,
heroin, or cocaine) were excluded.

2.5 Study selection process

The selection process was conducted using the PRISMA Flow
Diagram (Page et al., 2021). First, HM imported all records into the
EndNote referencing management software to exclude any duplicates.
Then, HM screened the titles to double-check and exclude any
duplicates that EndNote may have missed. HM and AR then
independently screened titles and abstracts before full-text screening
to exclude any irrelevant studies using the inclusion/exclusion criteria.
Additionally, the references and citations of the included articles were
screened in order to retrieve articles that might have been missed in the
database searches. Any inter-rater disagreement in the screening
process was resolved through discussion. Each step in the selection
process was verified by PD and NP.

2.6 Quality assessment

As the included articles used qualitative, quantitative, or mixed
methods approaches, three methodological quality assessment tools
were employed. The qualitative studies were assessed using the
Critical Appraisal Skills Programme (CASP) qualitative studies
checklist (CASP, 2018). The CASP qualitative checklist aims to
assess various elements of qualitative research studies, including
research aims, appropriate methodology, research design and
strategy, methods of data collection and communication between
researchers and participants, ethical considerations, the rigor of data
analysis, and the clarity and value of study findings. The tool consists
of a 10-point checklist that requires a yes, no, or do not know. The
following guidelines were adopted: each item scored as one if the
item received a rating of ‘yes’, zero if the item received a rating of ‘no’
or ‘do not know’ (Hafsteinsdóttir et al., 2017). Scores indicating high
quality (≥8), medium quality (5–7), and low quality (≤4).

The quantitative studies were assessed using the Appraisal tool for
Cross-Sectional Studies (AXIS) (Downes et al., 2016). TheAXIS tool has
been designed to assess the quality of observational cross-sectional
studies. The components of the AXIS tool are based on a combination
of evidence (systematic review of previous literature related to critical
appraisal tools) and researchers’ opinions from a Delphi process. The
tool consists of a 20-point checklist that requires a yes, no, or do not
know (Yes = 1, No and Don’t know = 0). The following guidelines were
adopted: Scores indicating high quality = 15–20, medium
quality = 8–14, and low quality = 1–7 (Moor and Anderson, 2019).

The mixed methods studies were assessed using the Mixed
Methods Appraisal Tool (MMAT) (Hong et al., 2018). The
MMAT allows the appraisal of the methodological quality of
empirical studies including mixed methods studies. Seventeen
points were assessed that require a yes, no, or do not know
(Yes = 1, No, and Cannot tell = 0). The following guidelines
were adopted: Scores indicating high quality (90%–100%),
medium quality (60%–89%), moderate-to-low quality (40%–59%);
scores (≤39%) indicated a low quality (Dobersek et al., 2021).

Quality assessment checklists selection was done by HM, PD,
and NP, in collaboration with the academic department’s librarian at
the University. The quality assessment process was carried out by
the HM, NP, and AR. HM assessed all the articles (qualitative,
quantitative, and mixed methods studies) whilst NP independently
assessed the qualitative and mixed methods studies, and AR
independently assessed the quantitative studies. Any inter-rater
disagreement was resolved through discussion.

2.7 Data extraction and narrative synthesis

Each study was given a unique code number for identification as
follows: the qualitative studies (1QL, 2QL, 3QL. . .), the quantitative
studies (1QN, 2QN, 3QN . . . ), and the mixed methods study (1MX,
2MX, 3MX . . . ). Relevant data were extracted from the selected
studies which included: general information (i.e., authors, date,
country of origin), study design, data collection method, number
of participants, sex, and age.

The synthesis was carried out by HM and reviewed step by step
by PD and NP. For the qualitative studies and the qualitative part of
the mixed methods studies, the thematic meta-synthesis proposed
by Thomas and Harden (2008) was employed. The process started
by reading and rereading the included studies’ results section in
detail. Then all participant quotes provided within the original
studies were analysed and coded. For each article, the codes were
organised and categorised to form initial themes (i.e., descriptive
themes). Then the summaries of the descriptive themes of all articles
were analysed iteratively and categorised to develop higher-level
themes (i.e., the analytical themes). The TDF was acting as a
framework to develop the coding of themes.

For the quantitative studies and the quantitative part of the
mixed methods studies, meta-analysis was not undertaken as the
included studies were not sufficiently homogeneous in terms of the
participants involved and the outcomes (Haidich, 2010). Instead,
findings relevant to the current study aims have been extracted and
summarised.

To integrate the findings from the analysis of all the studies
(qualitative and quantitative findings), all the findings have been
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combined in an overarching conceptual model which has been
developed using the frameworks of the COM-B model and the
TDF. This model represents the reasons that could drive people to
buy prescription medicines online.

3 Results

3.1 Search results

The initial search yielded 753 articles, of which 175 were
identified as duplicates. The titles and abstracts of the remaining
578 papers were reviewed, of which 536 were excluded because they

did not meet the inclusion criteria. The full texts of the remaining
42 articles were reviewed, from which 29 articles were excluded.
Hand-searching the citations and references of the remaining
13 articles yielded 4 more articles that met the current study
inclusion criteria. In total, a sum of 17 articles was included in
this study for the narrative synthesis (Figure 3).

3.2 Methodological quality assessment

The quality assessment showed that the qualitative studies
and the mixed method study were all high quality. Of the
12 quantitative studies, 4 were scored as high quality, while

FIGURE 3
Flow diagram of the selection process.
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TABLE 1 Studies characteristics.

Qualitative articles

Code Citation Location (population) Design and data collection Participants’
number and
characteristics

1QL Demant et al. (2020) Sweden (internet users) Online ethnography + interviews N = 25 (5 buyers,
20 sellers)

Sex (M = 16, F = 4,
Unknown = 5)

Age (18–37)

2QL Little et al. (2020) Multinational (pregnant women) Online focus groups N = 23

Sex (M = 0, F = 23)

Age (25–45)

3QL Lundin and Liu (2020) Sweden (internet users) Qualitative survey (Pilot study) N = 155

Sex (Not provided)

Age (Not provided)

4QL Aiken et al. (2018) United States (pregnant women) Interviews N = 32

Sex (M = 2,
F = 30)

Age (18–44)

Quantitative articles

1QN Alwhaibi et al. (2021) Saudi Arabia (internet users) Web-based survey N = 643

Sex (M = 51, F = 596)

Age (≥18)

2QN Jairoun et al. (2021) United Arab Emirates (internet users) Web-based survey N = 420

Sex (M = 225,
F = 195)

Age (≥18)

3QN Moureaud et al. (2021) United States (internet users) Web-based survey N = 730

Sex (M = 465,
F = 265)

Age (≥18)

4QN Ashames et al. (2019) United Arab Emirates (internet users) Survey N = 528

Sex (M = 397,
F = 131)

Age (18–25)

5QN Fittler et al. (2018a) Hungarian (citizens using outpatient health
services)

Survey N = 1,055

Sex (M = 516,
F = 539)

Age (≥16)

6QN Koenraadt and Van de Ven
(2018)

Netherlands (internet users) 2 surveys: prevalence survey [S-1] and In-depth
survey [S-2]

S-1

N = 50,848

Sex (M = 23,899, F =
26,949)

Age (≥18)

(Continued on following page)
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8 scored as medium quality. One-third of the quantitative studies
only used descriptive statistics (4QN, 7QN, 8QN, 10QN) by
summarising and describing the data obtained from a sample
of respondents. However, none of these 4 studies have used
inferential statistics to determine statistical significance and/or
precision estimates. Appendices 2, 3, and 4 illustrate the detailed
quality appraisal process. None of the articles were excluded
based on the quality assessment stage.

3.3 Study characteristics

Table 1 illustrates the characteristics of the included studies.
These studies have adopted various methodologies: qualitative
method (n = 4), quantitative method (n = 12), and mixed
methods (n = 1). The studies were based in Europe (n = 8),
North America (n = 3), Middle East (n = 4), and two studies
were conducted in several countries (multi-national).

TABLE 1 (Continued) Studies characteristics.

Qualitative articles

Code Citation Location (population) Design and data collection Participants’
number and
characteristics

S-2: 447

N = 50,848

Sex (Not provided)

Age (Not provided)

7QN Abanmy (2017) Saudi Arabia (internet users) Cross-sectional study (Web-based survey) N = 633

Sex (M = 196,
F = 437)

Age (≥18)

8QN Assi et al. (2016) Multinational (community pharmacy patients) Cross-sectional study (Web-based survey) N = 320

Sex (M = 227, F = 91,
unknown = 2)

Age (≥18)

9QN Pál et al. (2015) Romania (patients and customers of community
pharmacies)

Survey N = 253

Sex (M = 75, F = 178)

Age (≥14)

10QN Fittler et al. (2013b) Hungarian (hospital patients) Survey N = 422

Sex (M = 170,
F = 252)

Age (≥18)

11QN Cicero and Ellis (2012) United States (tramadol users) Web-based survey N = 445

Sex (M = 156,
F = 289)

Age (≥18)

12QN Svorc (2012) Czech Republic (internet users Web-based survey N = 82

Sex (M = 43, F = 39)

Age (≥20)

Mixed Methods articles

1MX Bowman et al. (2020) Malta (internet users) Survey + interviews N = 444

Sex (M = 172,
F = 264)

Age (≥18)
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3.4 Synthesis of qualitative findings

The thematic analysis of the qualitative studies and the
qualitative part of the mixed methods study revealed seven
high-construct analytical themes (Figure 4). These themes
cover consumers beliefs about the consequences of the
purchase (perceived benefits and perceived risks), consumer’s
emotions, factors that could increase or decrease consumer’s
behavioural regulation and level of behavioural control
(facilitators and barriers), consumer’s knowledge about the
purchase, the antecedents that lead the consumer to trust the
online sellers of medicines (trusting beliefs), social influencing
factors, and the environmental factors. The TDF were used as
conceptual lenses that guided the formation of the analytical
themes. By applying this framework, we systematically
identified and linked the factors to specific analytical themes,
enabling a deeper understanding of the complex interplay between

individual, social, and environmental factors driving consumers to
purchase medicines on the internet.

3.4.1 Benefits enticing consumer to purchase
medicines on the internet

One of the analytical themes was the perceived benefits that
consumers might expect if they select to purchase prescription
medicines online. For example, a US-based, 38-year-old woman
with three children discussed how the purchase was convenient and
comfortable:

“I wanted to stay at home with my children, and I read online
there were pills now available that you can take at home if you’re
quite early on. It would have been a much easier process, doing it
at home, in the comfort of my own home. If they could have
mailed me those pills, I could have done the abortion safely at
home.” (4QL)

FIGURE 4
Thematic map of the qualitative findings.
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Some participants discussed how people could save time when
they select sourcing medicines from the internet by avoiding long
waiting times to obtain appointments to see a doctor, as exemplified
in the following quote:

“There is no need to make an appointment with your GP. Well, it
takes a couple of weeks to get an appointment in our
surgery” (2QL)

For one participant who has purchased abortion medicines, the
privacy of the online purchase was mentioned as a factor influencing
their decision:

“I just wanted something private, convenient, and personal. For
sure, it would definitely be the way to go if it was an
option.” (4QL)

Finally, low prices of medicines available online were seen as a
big advantage as illustrated in the following quote:

“I think it’s cheaper and convenience that and u can just easily go
online if u know what u want and have it delivered to your door
the next day” (2QL)

3.4.2 Perceived risks of purchase prescription
medicines on the internet

Regarding the risks of purchasing medicines online, participants
pointed out several safety concerns. Some participants mentioned
the possibility of purchasing and consuming fake medicines. For
example,:

Most participants expressed concerns that online pharmacy sites
were scams that would take their money and send either fake pills
or an unsafe product that might cause harm [. . .] “What if they’re
not really the drugs you need? What if it’s a scam” (4QL)

Another health-related risk perceived by the participants was the
risks associated with the absence of healthcare professional
oversight. One of the participants discussed how pregnant
women could struggle with selecting a suitable and safe medicine
if they decided to buy medicines online without involving the
healthcare professional:

“If women bypass the doctor and pharmacy it may lead to them
taking medications that are unsafe in pregnancy” (2QL)

Another risk perceived by some participants was the risk of
financial scams and fraud when purchasing medicines using the
Internet, as illustrated in the following quote:

“I had to really look for the good ones. They all want to make a
profit, too. What if they’re not really the drugs you need? What if
it’s a scam, and they just take your money?” (4QL)

Additionally, there was a view that medicines available online
could be of inferior quality. This quote illustrates this risk:

“. . .I would need to make sure it was from a source I was happy
with; I would worry the quality might not be as good or it might
not be what it actually says it is.” (2QL)

3.4.3 Emotions influence
Emotions also could play a role in influencing a consumer’s

decision to buy prescription medicines online. People who are
desperately struggling with the treatment of their illness could
attempt to obtain prescription medicines online, as exemplified
in the following quote:

“. . . it’s such an easy market to do that in because I’m just so
desperate.” (4QL)

The fear could also play a role. Participants in one of the
included studies have expressed their fear of purchasing
medicines from the internet without involving their doctors, as
illustrated in the following quote:

“I would be very cautious about buying meds online, especially
when pregnant. When pregnant, I am generally a little more
cautious anyway. I think I would rather present my bump to a
pharmacist just to reinforce that I am pregnant and to make sure
the meds are suitable” (2QL)

3.4.4 Facilitators of the purchase
The next analytical theme revealed was the facilitators of the

purchasing of prescription medicines from the Internet. For example,
the ease of use of the website (Websites usability) where consumers could
purchase prescription medicines with just a few steps and would
remember passwords and payment card details for the next purchases:

“. . .I can buy in three clicks. If there is difficult signing in,
remembering passwords, looking for payment cards etc. I can
be put off’ (2QL)

Another facilitator that was offered by the online sellers was
online access to prescription medicines. The following example
illustrates this point from the perspective of a pregnant woman
based in the United States who has chosen to purchase abortion pills
(prescription medicine that requires a prescription and medical
supervision) from the internet because of the accessibility to these
medicines without a prescription:

“You can buy anything online, so my second thought was
basically to order an abortion kit online” (4QL)

Social media platforms were discussed by participants in some of
the studies as a factor that could facilitate the online purchase of
prescription medicines. For example, Instagram was found to
facilitate communication and connection between buyers and
sellers as shown in this example:

“Instagram was perfect to establish contacts. One of the people that I
came into contact with at that time is now a very good friend of mine
and I make the majority of my purchases with him” (1QL)
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Furthermore, social media platforms hosted different support
groups which could provide advice on what medication was helpful:

“Mostly, the posts are “does anybody sell [. . .] amphetamine, etc.”
]In some of these groups, there have also been posts like, “Where
in [a location] in the city can one buy this and that drug?” and
like, asking about where it’s safest to sell, and people ask for advice
and stuff like that.” (1QL)

3.4.5 Barriers to purchasing prescription medicines
on the internet

The barriers to purchasingmedicines online have been classified into
barriers that either prevent people from buyingmedicines from a specific
website (Website-specific barrier) or barriers from the internet in general
regardless of which website they could select (General barrier)
(Almomani et al., 2023a). Website-specific barriers include the
payment method suitability and security. Absent of a suitable
payment option could delay the purchase, as exemplified here:

“There was a handful of websites, and a couple I tried to order
from, but they had overseas banks, and my bank would not work
to give them money. So, I just started thinking they were sketchy
as hell.” (4QL)

Another website-specific barrier was website security. For
example, the absence of a secure payment method was
highlighted as a factor that could hinder the online purchase:

“. . .if PayPal is an option, I tend to trust the website. I know there
is a backup if something goes wrong and also its PayPal which has
my information and not the actual website.” (2QL)

General barriers included the financial capability of the
consumer, as shown in the following example:

“The costs (around $250–300 for a mifepristone-misoprostol
combination pack) out of reach.” (4QL)

3.4.6 Knowledge about the purchase
This superordinate theme represents consumers’ knowledge

about the procedure of purchasing prescription medicines online
as a factor that could influence a consumer’s decision to make the
purchase. One of the studies found that more internet-confident
consumers who had the knowledge and experience (computer and
internet literacy) were more likely to purchase prescription
medication online:

“. . .the younger population would be more accepting . . . mostly
because they are more likely to have done online purchasing
before but with other products.” (2QL)

Some participants discussed the difficulties in recognising legal
online sellers from illegal ones. The following example illustrates this
point from the perspective of one participant who express scepticism
against the logo used to distinguish legal sellers from illegal ones:

“It feels too easy to plagiarize and misuse logos on the
Internet.” (3QL)

3.4.7 Trusting beliefs
This superordinate theme includes the factors that influence

consumers’ trust in online sellers of medicines. For example, some
consumers trust websites they are already familiar with. Therefore,
consumer’s past experience could play a role in the decision to
purchase prescription medicines online, as shown in the following
example:

“. . .I would probably only use a company that I am already
familiar with.” (2QL)

Other customer’s feedback and evaluation (whether negative or
positive) of medicines they have purchased and used or had
experience with (i.e., customer review) were highlighted as a
factor that could lead people to trust the online seller of medicines:

“would not look twice unless there were quite a number of
reviews and obviously the majority positive. I would be swayed
by any negative reviews to avoid purchasing.” (2QL)

The availability of secure payment options such as PayPal at
online seller’s websites could also influence trust, as this kind of
payment system offers protection for consumers against fraud by
offering a refund in case a scam happened. The following example
illustrates this point:

“. . .if PayPal is an option, I tend to trust the website. I know
there is a backup if something goes wrong” (2QL)

3.4.8 Social influencing factors
Social factors were found to play a role in influencing a

consumer’s decision to purchase medicines online. These factors
were family and friends, peers with similar experiences, and
healthcare providers (doctors or pharmacists). The following
quotes illustrate these factors:

“. . .Family and friends probably would advise against if the
purchase would be made without doctor’s approval or
consent” (2QL)

“Some of the women in the group felt they would be judged by
their peers for purchasing medication online during pregnancy
[. . .] ‘. . .I do not think I would ask others as part of me thinks it
sounds stupid so therefore it’s wrong others would then think I
was being foolish and judge me. But as others have said, if it was
more common practice among people I know, then I would not be
so wary of it.” (2QL)

“This in turn gives the basis for building a relationship with the
care providers and subsequently trusting them with knowledge
about medicines. This trust is important in determining the
source of purchase of medicines making online purchase from
unknown sources less likely. Participants expressed the trust they
have in their doctor or pharmacist “No I ask a lot but do not forget
I (.) have a health background and I have an enormous respect
towards the pharmacists I understand that their course is as long
as that of a doctor and is more focused on medicines and so I take
their opinion. . .” (1MX)
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In one of the studies, people at support groups available on social
media were also pointed out as a factor that plays a role in
influencing consumer’s decision to buy prescription medicines
online:

“Most pregnant and new moms are in social media groups where
they have access to multiple opinions and suggestions regarding
symptoms of pregnancy and new-borns. in a situation of
discomfort they may be induced to buy online without doctor
/ pharmacist opinion.” (2QL)

3.4.9 Environmental factors
This theme includes any environmental condition that

discourages or encourages the behaviour of purchasing
prescription medicines via the Internet.

One of the environmental conditions that could trigger people to
buy medicines online is the difficulty to access the clinics which
could be financial or logistical difficulties. The following quote is the
perspective of a 35-year-old woman who turned to obtain abortion
pills online because she could not afford the abortion clinic fees.

“After I’d made my decision to end the pregnancy, I did not know
where the money could come from. It was going to have to come
out of my rent money. So, for me, it was a matter of having to
decide: Pay my rent or pay for the abortion. . .. So, I just typed in
‘abortion pills’ online, and then I looked on social media” (4QL)

Another condition that could encourage people to buy
prescription medicines online is the restricted options available in
local market sectors where few alternatives are available. For
example, the public healthcare system in Malta procures
medicines on the ‘cheapest compliant with specifications’
principle (Bowman et al., 2020), and consequently, only a few
options could be available for the patient:

“I needed Oxis but they do not bring Oxis. They bring a lesser
quality” (1MX)

One more encouraging condition was the marketing used by the
online sellers of medicines. Online sellers of medicines were trying to
persuade consumers to make the purchase by providing an
environment and services that make the purchase easier for
consumers such as advertising or influencer marketing as
exemplified here:

“Recommendations and advertising play a big role. Pregnancy is a
time when I feel women will do anything to ensure the health of
her baby, so if adverts or other mothers say a product is the best
then the woman will want to purchase it” (2QL)

3.5 Synthesis of quantitative findings

The findings of the quantitative studies that are relevant to the
current study aim were extracted and summarised in Appendix 5.
Twelve cross-sectional survey studies in addition to the quantitative
part of the mixed-method study were explored. These studies
included data from a total of 6,422 participants living in different

countries. These studies included views from people who have
purchased medicines online in the past (including prescription
medicines) and/or people who did not purchase medicines online
previously but have views and opinions about this kind of purchase.
Several types of prescription medicines were purchased (e.g.,
antibiotics, controlled medicines, and COVID-19 vaccines).

In Appendix 5, we summarised the types of medicines
purchased and the factors that could influence a consumer’s
decision of purchasing prescription medicines via the Internet.

3.6 Integration of the findings

To integrate the findings from the qualitative and quantitative
studies, the findings have been categorised against the COM-B
model. Relying on this theory, our study proposes an overarching
conceptual framework that represents the factors that could
influence consumer’s decision to purchase prescription medicines
using the Internet (Figure 5).

Using Figure 2, six of the analytical themes (knowledge,
emotions, behavioural regulations, beliefs about consequences,
social factors, and environmental factors) were mapped directly
against the COM-B model. The last analytical theme (i.e., trusting
beliefs) holds a unique position as it inherently intersects with both
domains, the belief about consequences and the behavioural
regulation domains. Trust has been placed as ‘a belief about
consequences’ as it enables consumers’ positive expectation that
no negative consequences will happen to them, thus creating a
favourable perception of the outcomes (Pavlou and Fygenson, 2006;
Almomani et al., 2023a). Concurrently, trust has been also proposed
as a behavioural regulation factor, as it builds consumers’ confidence
to depend on the online sellers of medicines, which helps consumers
overcome psychological barriers to engaging in the behaviour
(Pavlou, 2002; Almomani et al., 2023a). Thus, increasing
consumers control over the behaviour. This dual placement
offering a comprehensive understanding of how trust influences
cognitive appraisal and self-regulation, thus shaping the behaviour."

Figure 5 highlights the superordinate themes revealed from the
analysis, however, within these themes, a breadth of specific details
has also been produced. Table 2 illustrates these superordinate
themes and their compositions, as well as the source in which
each of these themes was cited.

4 Discussion

4.1 Principal findings

4.1.1 Prevalence of people purchasing medicines
online

Despite the abundance of public awareness campaigns that warn
consumers about purchasing prescription medicines on the Internet
(ASOP, 2020), the evidence explored in the current study found that
people are buying medicines from the Internet and put themselves at
risks associated with this purchase.

According to the quantitative studies’ findings which are shown
in Table 3, the percentage of people purchasing medicines using the
Internet varies as explored data differs, due to the type of product
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purchased and study location. Of the 12 quantitative studies
explored, 11 studies provided the number of consumers who
purchased medicines using the Internet. Of the 5,896 participants
explored in these 11 studies, 1,123 (19%) have purchased medicines
(either over-the-counter medicines or prescription medicines) from
the Internet.

4.1.2 Antecedents of purchasing prescription
medicines on the internet

This systematic review provides a comprehensive overview of
the factors that could influence people’s decisions to purchase
prescription medicines from the Internet. These factors include
the perceived benefits that entice consumers to make the
purchase, perceived risks associated with the purchase,
consumer’s emotions, facilitators that can make it easier for the
consumer to regulate and control their behaviour, barriers that can
decrease consumer’s level of control over their behaviour, trusting
beliefs that help make the consumers trust the online sellers of
medicines, social influencing factors, external environmental factors
that could trigger consumers to involve in the purchase, and
consumers knowledge of the purchase.

4.1.2.1 Evaluating the benefits and risks of the purchase
The current review study summarised what consumers

perceived about the benefits and the risks associated with
purchasing prescription medicines from the Internet. Consumers
might be enticed by several benefits of the purchase (e.g., lower
prices, privacy, saving time and effort, and bypassing gatekeepers).

However, many risks were also associated with the purchase (e.g.,
health-related risks and financial risks) which could affect the
purchasing decision and discourage consumers from making the
purchase.

Before making the purchase, consumers try to evaluate what
they perceive about the consequences of the purchase. This
evaluation process is a complex cognitive process in which
consumers take into consideration what they perceive about the
positive and negative outcomes of the purchase, so if the positive
outcomes (benefits) outweigh the negative ones (risks), then there
might be a preference to make the purchase. Additionally, the
probability of making the purchase could be increased when
consumers have inadequate knowledge about the risks associated
with the purchase.

4.1.2.2 Emotions influence
The cognitive process discussed above (i.e., evaluating the

risks and benefits of the purchase) focuses on the rational part of
the decision-making by assuming that consumers are rational in
thinking. However, consumers’ emotional status could play a role
and bias consumers’ judgments and choices (Ajzen, 2020), which
could make them behave irrationally even in the case they
perceive that the risks of the purchase outweigh the benefits.
The evidence explored in this review found that desperation
could drive consumers to behave without conscious thought,
meaning that when desperate buyers, who are struggling with
obtaining prescription medicines for a serious medical condition,
find the medicines available online, then the purchase could be

FIGURE 5
Factors that could influence consumer’s decision of buying prescription medicines online mapped against the COM-B model and the TDF.
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TABLE 2 The overarching table which includes the themes identified from the synthesis and their compositions.

Reasons why people purchase prescription medicines on the internet. (sources)

• Perceived benefits: Positive consequences and outcomes that consumers expect to receive from purchasing prescription medicines on the Internet.

⁃ Convenience purchase: Save effort, avoid long waiting times, helpful when the patient is in a bed rest period, fast deliveries, and 24/7 accessibility. (2QL, 3QL, 4QL, 1QN, 5QN, 6QN, 7QN,

8QN, 1MX)

⁃ Privacy. (2QL, 4QL, 1QN, 7QN, 11QN)

⁃ Lower cost. (2QL, 3QL, 4QL, 1QN, 3QN, 4QN, 5QN, 6QN, 8QN, 9QN, 10QN, 11QN, 12MX)

⁃ Bypassing gatekeepers: Bypass doctors who refuse to prescribe prescription medicines. (11QN)

⁃ Medicines availability

- Availability of extra quantities. (3QN)

- Availability of medicines that are not available locally. (1QN, 4QN, 5QN, 6QN, 8QN, 1MX)

- Being able to purchase unlicensed medicines. (3QN, 8QN)

- Wide products choices. (1QN, 4QN, 8QN)

- Brand medicines availability. (3QN, 1MX)

⁃ Better product quality. (1QN, 4QN, 5QN, 6QN, 8QN, 9QN)

⁃ Avoid withdrawal symptoms for patients using controlled medicines. (11QN)

• Perceived risks: Negative outcomes associated with purchasing prescription medicines using the Internet.

⁃ Health risks

- Possibility of purchasing fake medicines. (4QL, 5QN, 1MX)

- Absence of medical oversight complications, for example, the possibility of misusing medicines. (2QL, 3QN, 5QN, 9QN)

⁃ Financial risks. (4QL)

⁃ Inferior product quality. (2QL, 4QN, 5QN, 7QN, 9QN, 1MX)

⁃ Engaging in illegal behaviour (buying from Unlicensed websites or buying unlicensed medicines). (4QN, 7QN)

⁃ No privacy and confidentiality. (7QN)

⁃ Delayed deliveries. (5QN)

• Emotions: A complex reactions, feelings, and affective states that motivate consumers to purchase prescription medicines from the internet

⁃ Desperation caused by medication unavailability. (4QL)

⁃ Fear of the purchase risks. (2QL)

⁃ Hate going to the doctor. (11QN)

• Facilitators: Factors that increase consumers’ ability to control the behaviour of purchasing prescription medicines using the web, thus, facilitating the purchase

⁃ Facilitators offered by the online sellers of medicines that make it easier for customers to purchase their product

- Websites usability. (2QL)

- Easy accessibility as prescription medicines without requiring a prescription. (4QL, 1QN, 3QN, 4QN, 6QN, 8QN, 9QN)

- Fast shipping option. (7QN)

- Refill reminders by email. (7QN)

- Products can be compared faster. (5QN)

- Product information and providing instruction on how to use prescription medicines. (1QN, 5N, 7QN, 8QN, 10QN)

- Online sellers marketing such as promotion and discounts which make the purchase affordable to consumers. (1QL, 2QL, 10QN, 12QN, 1MX)

⁃ Facilitators offered by social media

- Easy and private communication. (1QL, 3QN)

- Act as a source of medical information offered by the support groups available on the different social media platforms. (1QL, 2QL)

(Continued on following page)
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TABLE 2 (Continued) The overarching table which includes the themes identified from the synthesis and their compositions.

Reasons why people purchase prescription medicines on the internet. (sources)

• Barriers: Factors that decrease consumers’ ability to control the behaviour of purchasing prescription medicines using the web, thus, impeding the purchase

⁃ Website-specific barriers (barriers that delay the purchase until consumers can find an alternative)

- Absent of suitable payment option. (4QL)

- Payment method security. (2QL)

- Website language and instructions are in an unknown foreign language. (3QN)

⁃ General barriers (barriers that prevent the purchase)

- Financial capabilities. (4QL)

- Consumers do not know how to use the medicine. (3QN, 5QN)

• Knowledge: Consumer’s knowledge about the purchase (procedural knowledge and the knowledge about the risks of the purchase)

⁃ Computer and internet literacy. (2QL)

⁃ Knowledge about the risks of the purchase. (2QL, 3QL, 3QN, 10QN, 12QN)

⁃ The difficulty in distinguishing between legal and illegal online pharmacies. (3QL, 3QN)

• Trusting beliefs: Factors that lead consumers to trust the online sellers of medicines

⁃ Past purchase experience (either positive or negative experience). (3QN, 6QN, 7QN, 12QN, 1MX)

⁃ Customer review (either positive or negative review and feedback). (2QL, 4QL, 6QN, 12QN, 1MX)

⁃ Availability of secure payment option. (2QL)

⁃ Clear information about the product and vendors. (6QN, 7QN)

• Social influencing factors: Social factors that could encourage or discourage consumers’ decision to purchase prescription medicines using the Internet.

⁃ Family and friends. (2QL, 3QN, 6QN, 12QN, 1MX)

⁃ Peer influence: People who are in the same situation. (2QL)

⁃ Healthcare provider: Doctors or pharmacists. (2QL, 3QN, 1MX)

⁃ People at online support groups. (2QL)

• Environmental factors: Any external environmental condition that encourages or discourages the purchase

⁃ Barriers to accessing the clinic (logistical difficulties, financial difficulties). (4QL)

⁃ Restricted options (few alternatives are available in local market sectors). (1MX)

⁃ Sellers’ marketing (advertising and pop-up ads). (2QL)

⁃ Medicines shortages. (8QN)

⁃ Unsatisfied with the quality of clinical services provided in clinics or local community pharmacies. (1QN, 1MX)

⁃ The Coronavirus pandemic (COVID-19). (2QN)

• Consumer attributes: Demographic, socioeconomics, health information, and the internet using habits and characteristics that could affect the purchasing decision

⁃ Age. (1QN, 2 QN, 4 QN, 5QN, 6QN, 7QN, 11QN, 1 MX)

⁃ Sex. (1QN, 2QN, QN, 7QN)

⁃ Marital status. (2QN)

⁃ Income level. (1QN, 7QN)

⁃ Educational level. (1QN, 2QN, 3QN, 4QN, 5QN, 7QN, 1MX)

⁃ Employment. (1QN, 3QN)

⁃ Health insurance availability. (11QN)

⁃ Time spent on the internet. (5QN, 10QN)

(Continued on following page)
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more likely to occur even if the buyers were aware of the risks of
the purchase.

4.1.2.3 Healthcare provider role
The current review found that healthcare providers can play a

harmful or beneficial role in influencing consumer’s decision to
purchase prescription medicines from the Internet. So, when the
healthcare provider refuses to prescribe a specific medications to the
patient who think that this medication is useful to them, then
patients might seek for alternatives including the internet (Cicero
and Ellis, 2012), thus, putting the patient at risk of end up buying
fake medicines which are widely available on the internet
(Almomani et al., 2023a). On the other hand, healthcare
providers could play a beneficial role by educating patients to
about the risks of purchasing prescription medicines from the
internet and how to purchase medicines safely (Bowman et al.,
2020). This finding supports a finding from a survey conducted in
the United States by ASOP which found that healthcare providers

could influence a consumer’s decision about purchasing medicines
online by educating consumers about how to buy medicines online
safely (ASOP, 2020).

4.1.2.4 The facilitating role of social media platforms and
encrypted messaging apps

The current study also summarised the facilitators and barriers to
purchasing prescription medicines online. Consumers could face
barriers that might delay or prevent purchasing medicines from the
internet such as the complex instruction for using some prescription
medicines, however, social media platforms could facilitate the purchase
and help consumers overcome this barrier as these platforms host
different support groups which could provide assist consumers by
providing them with the information about how to use these
prescription medicines. As a result, consumers’ self-efficacy and
control over their behaviour will increase, which in turn could drive
consumers to purchase prescription medicines without involving the
healthcare providers and without any medical supervision.

TABLE 2 (Continued) The overarching table which includes the themes identified from the synthesis and their compositions.

Reasons why people purchase prescription medicines on the internet. (sources)

⁃ Social media affinity. (3QN)

⁃ Internet purchase frequency in general. (5QN)

TABLE 3 Prevalence of people purchasing medicines using the Internet (N*: number of participants).

Citation N* Prevalence of people who purchase
medicines online

Medicines purchased

Alwhaibi et al. (2021) 643 235 (36.5%) participants bought medicines over
the Internet.

Viagra, birth control bills, antibiotics, narcotics, refill medication for chronic
conditions, herbal medicine, supplements, and cosmetics

Jairoun et al. (2021) 420 131 (31.2%) participants bought medicines over
the Internet.

Analgesics, Antihistamines, Anti-cough medicine, dietary supplements

Moureaud et al. (2021) 730 131 (17.9%) participants bought medicines over
the Internet.

Sedatives (Xanax®, Valium®, Ativan®, etc.), stimulants (Adderall®, Ritalin®, etc.),
narcotics (Vicodin®, Percocet®, Oxycontin®, fentanyl, etc.), and COVID-19
medicines or vaccines

Ashames et al. (2019) 528 53 (10%) participants bought medicines over the
Internet.

Prescription medicines + over-the-counter medicines

Fittler et al. (2018a) 1,055 44 (4.17%) participants bought medicines over the
Internet.

Prescription medicines + over-the-counter medicines

Koenraadt and Van de
Ven (2018)

447 153 (34.3%) participants bought medicines over
the Internet.

Prescription medicines

Abanmy (2017) 633 17 (2.7%) participants bought medicines over the
Internet.

Prescription medicines + over-the-counter medicines

Assi et al. (2016) 320 208 (65%) participants bought medicines over the
Internet.

Prescription medicines + over-the-counter medicines

Pál et al. (2015) 253 21 (8.3%) bought medicines over the Internet. Prescription medicines + over-the-counter medicines

Fittler et al. (2013b) 422 34 (8.1%) bought medicines or dietary supplements
over the Internet.

Prescription medicines + over-the-counter medicines

Cicero and Ellis (2012) 445 96 (21.6%) bought tramadol online without
prescription

Tramadol

Svorc (2012) 82 Not provided Prescription medicines + over-the-counter medicines
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Additionally, the social media platforms (such as Facebook,
Twitter, and Instagram) and encrypted messaging applications
(such as WhatsApp or Telegram) can play a role as a private
communication channel between the buyers and sellers of
prescription medicines. The messaging applications could offer
the option of end-to-end encryption to protect user privacy. End-
to-end encryption is a type of encryption that is adopted by some
messaging applications to ensures that only both parties (the
sender and the receiver of a message) can read the message
contents (Kulshrestha and Mayer, 2021). Thus, these
applications offer a private and secure means of
communication between buyers and sellers, which could help
alleviate concerns about the potential risks of engaging in this
illegal behaviour.

4.1.2.5 Easy access to prescription medicines without
requiring a prescription

Another facilitator offered by the online sellers of medicines
highlighted in this review was the accessibility to prescription
medicines without the need for a prescription. Several previous
studies have found that many prescription medicines available on
the internet and easily accessible for anyone without requiring a
prescription include high-risk controlled medicines and antibiotics
(Boyd et al., 2017; Monteith and Glenn, 2018; Hockenhull et al.,
2020). The current study findings are in line with these studies, as
this practice (offering prescription medicines requiring a
prescription) have facilitated the purchase and made it easier for
consumer to control the purchase, thus, consumers can purchase
different types of prescription medicines (including controlled
medicines and antibiotics) easily and without limits. This is
problematic as the easy access to controlled medicines could
increase the possibility of abusing the medicines. Moreover,
buying antibiotics online without medical oversight could
increase antimicrobial resistance (Boyd et al., 2017).

4.1.2.6 Medicine shortages and purchasing prescription
medicines on the internet

One important environmental condition highlighted in this
review is the impact of the medicine shortages on purchasing
prescription medicines from the Internet. Medicine shortages can
be caused bymany reasons including the sudden increase in demand
for a specific medication, supply side problems (manufacturing
obstacles such as the shortages of the raw material), pandemics
such as the Coronavirus disease (COVID-19), political events (such
as the Brexit), or government policies such as the price controls
which make it unprofitable for pharmaceutical companies to
manufacture certain products (Iyengar et al., 2016; Musazzi et al.,
2020; Badreldin and Atallah, 2021). Medicines shortages can
frustrate consumers as they might struggle to obtain the
medicines they need, which could create a sense of desperation
for consumers, which in turn could encourage them to seek
alternative sources including the Internet to obtain their needs.
This is problematic as previous studies have shown that medicines in
shortage are widely available online without requiring a prescription
or healthcare provider involvement. For example, a study conducted
in Europe found that anticancer drugs affected by shortages were
available and accessible online without medical prescription. While
another study conducted in the United States found that vaccines in

shortage are widely available and easily accessible on the Internet
(Liang and Mackey, 2012; Fittler et al., 2018b). Thus, this availability
and easy accessibility of prescription medicines on the internet could
encourage desperate consumers to make the purchase. Moreover,
this finding is in line with a recent study that analysed the news
media coverage of the problem of purchasing prescription medicines
on the internet (Almomani et al., 2023b), in which the medicine
shortages were highlighted as a condition that encourages people to
people to purchase prescription medicines online.

4.1.2.7 Customer review impact on the purchase
Another factor found that can influence a consumer’s decision

to purchase prescription medicines online is consumer trust in
online sellers. Trust was found to be an important determinant
of consumers’ purchasing behaviour in the e-commerce context
(Pavlou, 2002; Bourlakis et al., 2008). Some of the participants in the
studies included in this review trusted websites they had previously
purchased from without facing any problems, while others judged
whether a website was trustable or not by relying on other customer
reviews. This is in line with the findings from a review study that
found that pregnant women were influenced by customer reviews
(Little et al., 2018). Customer review represents other consumers’
feedback on a specific product or purchase and is found to be one of
the relevant sources of information that could affect consumer’s
decision of purchasing products online (Yaylı and Bayram, 2012).
Thus, these reviews could have a substantial effect on consumer’s
decision of purchasing prescription medicines on the Internet This
is worrying because the illegal sellers of medicines could use this tool
(i.e., customer review) by creating fake positive reviews that increase
the reputation and rating of their website, thus make the illegal
seller’s websites more trustable and credible.

4.1.3 Problem complexity
We found that consumer behaviour of purchasing prescription

medicines from the internet is a complex and multi-dimensional
phenomenon that is influenced by a range of internal and external
factors. This complexity arises from the multiple factors that interfere
with the purchasing decision including the cognitive process, affective
process, social influencing factors, external environmental factors, and
economic factors. Consumer’s decisions about purchasing
prescription medicines from the Internet could be influenced by
cognitive processes such as perception and knowledge. However,
other factors including emotions could bias consumer judgments
and behaviour, which in turn increases the complexity of
understanding the decision. Moreover, several external factors such
as the social influencing factors and the environmental factors that are
out of the consumer’s control could also influence the consumer’s
decision.What added further complexity to consumer’s decision is the
difference between consumers in terms of their cultures and countries
which could have different healthcare systems and different
regulations and legislations.

The overarching interpretation of the consumers behaviour of
purchasing prescriptionmedicines from the internet provided by the
current theory-based systematic review enables a deeper
understanding of this complex behaviour and decision-making
process, thus, this review provides the basis for policymakers and
regulators to take effective actions that can protect consumers from
the risks of such purchase.
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4.2 Strength and limitations

This study is the first systematic review that looks solely at the
consumers behaviour of purchasing prescription medicines via the
Internet. This review provided an overarching view of the breadth of
reasons that lead people to buy prescription medicines from the
internet. This review provides diversified views about the research
topic as the included studies were conducted in different countries
and the participants were from diverse cultures, sex, and age groups.
Furthermore, the studies included in this review used different
methodologies (qualitative, quantitative, and mixed methods),
thus, providing stronger evidence and more confidence in the
review findings. In addition, this review was guided by the COM-
B model and the TDF theories, and these behavioural theories were
validated by research in different contexts, thus, increasing the
validity and credibility of the research findings.

One limitation of this study is that the non-English language articles
were excluded which might affect the generalisability of the study.
Another limitation is that the heterogeneity among the quantitative
studies precluded a meta-analysis, therefore, the method we employed
to synthesize their findings could not generate effect size estimates, thus,
it cannot assess the magnitude of the purported relationship between
the independent variables (factors that influence buying behaviour) on
the dependent variable (buying prescription medicines online).
However, a questionnaire could be developed, in the future, based
on the study findings to measure the weight of the factors that influence
consumers’ decisions of purchasing medicines online to evaluate their
relevance. Finally, the sample population of half of the included
qualitative studies focused only on pregnant women’s point of view
which could limit the generalisability of the qualitative findings.

4.3 Implications for regulators and
policymakers

4.3.1 Evidence-based consumers education is
needed

Several awareness campaigns have been run to warn consumers
about the risks of purchasing prescription medicines from the
Internet (ASOP, 2020). However, our systematic review founds
that people still obtain their medicines from the internet and put
themselves at risk associated with this purchase.

To improve those awareness campaigns’ effectiveness, we
recommend the development of evidence-based campaigns
relying on scientific knowledge (such as the current systematic
review) in order to improve the effectiveness, outcomes, and
cost-effectiveness of these campaigns. For example, tailored
messages focusing on the high costs incurred if failure of
treatment occurs, due to the use of ineffective medicines, can be
developed to target consumers seeking cost saving options, while
other messages focusing on the health risks (caused by possible
drug-drug interactions or the risks of fake medicines) can be
developed to target individuals with chronic medical conditions.
Additionally, as this review found that the healthcare providers
could influence consumer’s decision of purchasing medicines
online, then the active engagement with healthcare professionals
(doctors and pharmacists) in the awareness campaign could be
beneficial by encouraging safer medication practices.

4.3.2 Long waiting times to receive the treatment
Based on our findings, one of the factors that could play a role in

increasing the purchase of prescription medicines from the Internet is
the long waiting times that patients have to wait in order to receive their
treatment. The long waiting times can be frustrating and can negatively
impact patients’ health and outcomes (Reichert and Jacobs, 2018). This
is a long-standing problem and difficult to solve. As patients continue to
face long waiting times for medical consultations, their tendency to
resort to medicine purchases through the internet may further escalate.
Thus, a holistic approach is needed to effectively resolve this problem by
involving healthcare system improvements, policy interventions,
technology, and innovative solutions to ensure timely access to
quality healthcare for all people.

To address this problem, healthcare process improvement is needed
by assessing and evaluating the processes to identify any areas thatmay be
causing delays in order to eliminate unnecessary stages and increase the
efficiency of the process. For example, regulators in healthcare sectors
could check if the healthcare providers and administrators handle the
highworkload efficiently, if not, then provide suitable training. In the case
that staff shortages are the problem, then increasing the capacity could be
the solution by hiring more medical staff, and in case this is not
applicable, then regulators and policymakers could increase the
number of authorised prescribers (people authorised to prescribe the
prescription medicines) by authorising pharmacists to prescribe
prescription medicines for certain conditions or in certain situations.

4.3.3 The accountability problem should be
addressed

The current study found that different Internet platforms including
social media, search engines, encrypted messaging applications, and
customer review websites have facilitated the purchase of prescription
medicines from the internet. As a result, consumer’s life might be at risk
due to the misuse of medicines or consuming fake medicines that are
widely available online, while the governmentmight incurmore costs to
combat this kind of sale. Moreover, the pharmaceutical companies
could also incur financial losses caused by the drop in sales.

The only gainers of this purchase are the illegal online sellers of
medicines who could obtain a profit margin of more than 7,000%
from selling the high profit fake medicines (OECD/EUIPO, 2020),
and the internet platforms which host those sellers, as these
platforms (social media, search engines, customer review
websites) could gain from driving traffic and user engagement to
their platforms, as the illegal sellers of medicines can drive traffic
these platforms by offering prescription medicines that are not easily
available through legitimate channels. Therefore, given the serious
patient safety concerns associated with this purchase, policymakers
and regulators must hold a higher level of accountability and
responsibility to these platforms to prevent such activity.

4.4 Research gaps and future research
agenda

4.4.1 Context gaps
Regarding the geographical coverage, the majority of the

research was conducted in Europe (47%, n = 8), these studies
were conducted in Romania, the Czech Republic, Hungarian,
Malta, the Netherlands, and Sweden. However, to the end of
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2021, there are shortages in studies conducted in several countries in
Europe such as Germany, Spain, France and the United Kingdom.
Whereas in Asia, only 4 studies (23.5%) were conducted, and all of
these studies were based in the Middle East.

Given the limited research that analyse the consumer behaviour
of purchasing prescription medicines from the internet in several
countries, such as Australia, Canada, United Kingdom, China, South
America, Africa, and several other countries. Future studies are
needed to address this gap and provide a more comprehensive
understanding of this phenomenon from a global perspective.

Regarding the included studies’ populations. The population of
half of the qualitative studies included in this review was pregnant
women, which in turn, could limit the generalisability of the
findings. Thus, further qualitative studies that explore
populations other than pregnant women could help in covering
this gap.

4.4.2 Intervention studies are needed
This systematic review has identified the breadth of reasons that

drive people to purchase prescription medicines via the internet,
meaning that the current study identified what needs to be changed
in order to design interventions to minimise the purchase of
prescription medicines from the internet. Thus, the current study
findings could provide the basis for future researchers to conduct
intervention studies that aim to promote positive changes in
behaviour and develop behavioural intervention techniques in
order to minimise the purchase of prescription medicines from
the internet, thus protecting consumers from the risks of the
purchase including the risks fake medicines.

4.4.3 The use of behavioural theories
The behaviour of purchasing prescription medicines from the

internet is complex and not straightforward to understand.
However, underpinning the research using validated behavioural
theories could help in understanding complex human behaviour as
theories enable researchers to look at data from different angles within
which to conduct the analysis and definedwhich key variables influence
a phenomenon of interest (Reeves et al., 2008). Growing evidence
supports the use of theory when understanding behaviour as theories
could provide tentative explanations for why and under what
circumstances behaviours occur (Alhusein et al., 2021).

The majority of the studies explored in this review did not adopt
any particular theoretical frameworks. Only 2 articles (11.77%) in
the included studies explored the phenomenon using behavioural
theories (i.e., the theory of planned behaviour, and the technology
acceptance model) to underpin the research (Svorc, 2012; Little et al.,
2020). Thus, further studies, which use behavioural theories to
interpret the consumer behaviour of purchasing prescription
medicines from the Internet, will need to be undertaken.

4.4.4 Methodological gaps
Most of the included articles that explored consumer behaviour of

purchasing prescription medicines from the Internet adopted a
quantitative approach by using surveys (%70, n = 12) to collect
data. While surveys are widely used for data collection, researchers
should be cautious about the limitations of this method as it may lead to
an inaccurate understanding of participants’ experiences, as it lacks the
depth provided by more qualitative approaches like interviews

(Taherdoost, 2022). Meantime, the limited response options in
surveys may not capture the full range of possible answers of
participants’ opinions, leading to oversimplification of complex issues.

As shown in Table 1, only a few studies to date employed
qualitative methods including individual interviews, focus groups,
ethnography, and qualitative questionnaires. Qualitative research
generates rich data and enables a deeper understanding of this
phenomenon (Bell et al., 2022). Future studies which use qualitative
research methods on the current phenomenon in different research
contexts are therefore recommended.

5 Conclusion

This systematic review of qualitative and quantitative studies
explored the existing knowledge about consumers behaviour of
purchasing prescription medicines online. The prevalence of
people purchasing prescription medicines from the Internet, as
well as the factors that could influence consumers’ decisions to
make this purchase, was highlighted in this review. Implications to
policymakers were provided. Furthermore, research gaps were
identified, and future research opportunities were discussed.

The behaviour of purchasing prescription medicines from the
internet is complex as many factors could affect consumers decision
to make the online purchase of prescription medicines. The current
theory-based study helps resolve this complexity as this study
explored those factors and provided an overarching
understanding of the reasons that could encourage consumers to
purchase medicines from the internet. Identifying those factors
could enable the development of evidence-based public awareness
campaigns to protect consumers from these purchase risks.
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