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                        Abstract 

 

    In light of an increasingly aging population, it becomes crucial to preserve good health 

and independence for as extended a period as feasible. Rather than hospitalization and 

placement in institutional care, individuals facing chronic illnesses or physical 

limitations can benefit from the support of smart healthcare Information and 

Communication Technology (ICT) solutions, right in the comfort of their own homes. 

   Currently, there is a shift in healthcare ICT solutions towards more balanced 

approaches that integrate hospitals and homes, with the ultimate goal of transitioning 

to home-centric healthcare systems in the future. However, for this evolution to 

progress, it necessitates the integration of new technologies, system architectures, and 

computing paradigms.  

   As this transformation advances towards the concept of Learning Healthcare Systems 

(LHS) it brings forth fresh challenges that must be addressed to meet evolving 

requirements. To enable the development of home-centric healthcare solutions it is 

essential to extend the concept of LHS to personal residences by incorporating 

intelligent Edge computing.  

   A gateway is a key component in residential healthcare systems. By enhancing its 

adaptability and imbuing it with intelligence, we can elevate residential healthcare 

systems to the status of Learning Healthcare Systems (LHSs), capable of making real-

time decisions. To develop adaptable consumer gateways for consumer healthcare 

applications, this research work outlines a set of technical requirements concerning 

scalability, reliability, availability, interoperability, energy efficiency, and privacy that 

need to be fulfilled before any product or service can be created.   

   This research work aims to provide the requirements for the innovation of a one-for-

all smart adaptive consumer gateway in residential learning healthcare systems and to 

influence the consumer healthcare field to consider the benefits of moving to adaptive 

gateways for future developments. 
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Chapter 1. Introduction 

1.1 Motivation 

   The Internet of Things (IoT) represents a modern communication paradigm that 

envisions a future where everyday objects are equipped with microcontrollers, digital 

communication transceivers, and suitable protocol stacks. These enhancements enable 

these objects to seamlessly communicate with each other and users, seamlessly 

integrating into the Internet [1]. IoT seeks to make the Internet more immersive and 

all-encompassing by facilitating effortless access and interaction between an extensive 

range of devices, including home appliances, surveillance cameras, monitoring sensors, 

actuators, displays, and more. These interactions enable the exchange of information 

between objects regarding their characteristics, such as operational status, 

temperature, motion, location, and more. The ultimate goal is to facilitate instant data 

analysis and intelligent decision-making and action. This paradigm enables the 

development of practical applications across a multitude of domains, including home 

automation, medical assistance, mobile healthcare, support for the older individuals, 

and many others [2]. 

   The world's population is aging, and there is an increasing need for solutions to 

support the health, well-being, and independence of older individuals. The majority of 

older individuals opt to remain in their familiar homes as they age, and various 
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technologies such as the Internet of Things (IoT), technologies for Ambient/Active 

Assisted Living (AAL), and artificial intelligence (AI) can facilitate and enhance their 

ability to live independently [3]. Research in this area directly addresses a pressing 

societal challenge. IoT and AI technologies can empower older adults to live longer and 

independently by developing innovative solutions that can directly impact society by 

improving the lives of older adults, reducing healthcare costs, and addressing critical 

challenges related to aging [4]. The intersection of IoT and AI is still a fertile ground for 

innovation, thus performing research on how to direct and orient IoT and AI solutions 

to address the individual needs of the older adults living in their own environment could 

lead to groundbreaking solutions that are patient/consumer oriented. IoT and AI can be 

harnessed to monitor health conditions, provide timely interventions, and enable 

better management of chronic illnesses. This research can lead to healthcare systems 

that are more responsive and tailored to the unique needs of older adults.  

    IoT (Internet of Things) and AI (Artificial Intelligence) technologies can significantly 

enhance the development of residential healthcare systems by providing real-time data 

collection, analysis, and intelligent decision-making capabilities.  IoT devices can 

continuously monitor a patient's vital signs, activity levels, and other health-related 

data [5]. AI algorithms can analyze this data in real-time, detecting abnormalities and 

trends that may require attention. This continuous monitoring helps in early detection 

of health issues and can trigger timely interventions. In addition, AI can analyze a 

patient's historical health data and IoT-generated real-time data to create highly 

personalized care plans. These plans can include tailored medication schedules, dietary 

recommendations, and exercise routines, considering the individual's unique health 

needs and preferences. AI can leverage historical patient data to make predictions 

about future health outcomes. IoT-enabled devices allow healthcare providers to 

remotely monitor patients' health conditions. AI can analyze the data from these 

devices and provide real-time alerts if any critical parameters deviate from the norm. 

This enables early intervention and reduces the need for frequent in-person visits to 

healthcare facilities.  IoT-connected medication dispensers can remind patients to take 

their medications on time. AI algorithms can track medication adherence and send 
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alerts to patients or caregivers if doses are missed. This promotes medication 

compliance, particularly for patients with chronic conditions. IoT-generated health data 

can be seamlessly integrated with Electronic Health Records (EHRs) through AI-driven 

systems [6]. This ensures that healthcare providers have a complete and up-to-date 

view of a patient's medical history, enabling better-informed decision-making. IoT 

devices can monitor a patient's daily activities and behaviors. AI can analyze this data 

to provide insights into lifestyle factors that may impact health, such as sleep patterns, 

exercise routines, and dietary habits. Patients can receive personalized feedback and 

recommendations for making healthier choices. AI systems in residential healthcare can 

learn and adapt over time [7]. They can refine care plans based on new data, patient 

responses, and outcomes. This adaptive learning helps in continually improving the 

effectiveness of healthcare interventions.  IoT and AI can help reduce healthcare costs 

by preventing hospital readmissions, complications, and emergency room visits. Early 

detection and intervention can lead to better health outcomes and lower healthcare 

expenses [8]. 

  The motivation behind developing Residential Learning healthcare systems that are 

patient/consumer oriented has driven the current research to search for and identify 

all the building blocks of this system, the healthcare data sources, the residential 

components, and the remote components. The research Identify the best practices 

performed in each block and the level of their technological readiness and comes up 

with a set of requirements that covers different aspects of designing and implementing 

such solutions. 

1.2 Holistic Objective 

“Identify the technical requirements for the innovation of a one-for-all smart adaptive 

patient/consumer-oriented residential learning healthcare system and design its 

architecture to influence the patient/consumer healthcare field to consider the benefits 

of moving from fixed to adaptive gateways.” 
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   This research is set out to introduce a holistic residential healthcare solution that 

performs a set of tasks to assure the good health, wellbeing, and safety of the 

patients/consumers living in their own environment. While there has been many 

research and development in healthcare monitoring systems for the aging population, 

it is declared that most of the developed healthcare monitoring systems to date scarcely 

focused on being consumer-oriented, affordable, or managed the patient’s health 

condition rather than characterized it [9] [10]. In an attempt to fulfill the identified gaps 

of the available healthcare monitoring solutions, this research is directed to deliver a 

holistic approach that targets the individual needs of patients/consumers. 

    To be able to develop the introduced adaptive residential learning healthcare system, 

we need to identify a set of requirements concerning scalability, energy efficiency, 

reliability, availability, interoperability, and privacy that needs to be fulfilled before any 

product or service can be created. Intervention in local data processing, local data 

storage, embedded data mining, security, interoperability, and configurability that 

could serve the development process need to be addressed.  

1.3 Aims and Objectives 

   The main aim of this research is to attain or maintain the highest practicable physical, 

mental, and psychosocial well-being of older adults. Thus, the proposed solution must 

ensure that older adults health improve when possible and do not deteriorate unless 

the older individual’s clinical condition demonstrates that the decline was unavoidable. 

   To achieve this goal an assessment and prevention healthcare solution is required to 

design and implement individualized care plans and practices for elderly patients living 

in their own environment. The primary purpose of this system is to identify patient’s 

care problems and address them in an individualized healthcare solution that adapts to 

the patient’s/consumer healthcare changing requirements and can perform local 

decision making in real time to avoid any unexpected health deterioration.   



 

   

5  

A set of objectives were set to achieve the aim of this research: 

 Investigate the factors that affect the quality of life of the aging population. 

 Explore the chronic diseases and comorbidities that encounter the aging 

population and the effect they have on the aging individual’s quality of life. 

 Analyze the state of the art of ICT solutions for older people with chronic 

conditions, and the impact of these solutions on their quality of life from a 

biomedical perspective. 

 Identify the limitations in the up-to-date healthcare ICT solutions. 

 Propose a set of technical requirements for the development of residential 

learning healthcare solution that adapts to the needs of individual 

patients/consumers. 

 Design the architecture of the proposed residential learning healthcare system. 

 Conduct a proof-of-concept demonstration of a residential LHS with an adaptive 

gateway architecture based on machine learning. 

1.4 Research Design, Method, and Scope 

   The present research takes a multidisciplinary approach by tapping into biomedical 

engineering, computer engineering, public health, and physiology. Acquiring new 

knowledge in multiple disciplines and merging the attained knowledge to serve the aim 

of the research was a big challenge. Thus, the research design is divided into stages 

based on the list of objectives identified earlier in this chapter. 

    Each stage requires intensive literature review that provides significant outcomes 

that play a role in directing the research in the following stages. The surveillance of the 

ageing population and the role of chronic diseases in affecting their quality of life, is 

reviewed, and analyzed in chapter 2. This chapter acts as the outstanding pillar on which 

the other stages of this research rely. 
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   This process carries with it a risk of misleading the research in the wrong direction. 

Thus, at different stages of the research we published the attained outcomes in peer-

reviewed academic journals to make sure the research is on the right track. The first 

publication, presented in chapter 3, addresses a literature review of the state of the art 

of IoT healthcare solutions for the aging population and acted as a feasibility study that 

plays a role in confirming the direction and validated the concept of the current 

research. Then, Investigating the state of the art of IoT healthcare solutions for the 

aging population helps in identifying the challenges and limitations of these solutions. 

This outcome oriented the research to innovate a list of requirements for the 

development of residential learning healthcare systems that addresses the limitations 

and challenges of previously developed systems. The second publication, addressed in 

chapters 4, 5, and 6, provides the methodology, technical requirements, design, and a 

proof-of-concept of the proposed residential learning healthcare system. Publishing 

this paper in a consumer-oriented academic journal determined that the proposed 

research offers a novel and timely perspective on the future of consumer healthcare. 

   The delivery of a technical set of requirements, discussed in chapter 5, serves the 

holistic approach of covering all aspects of developing a consumer-oriented residential 

learning healthcare system. This stage is performed through a deep literature review 

followed by an integrated analysis that led to an identification of the required 

components of the proposed system, and the required characteristics for each 

component to achieve the holistic image of the system. But to prove the validity of the 

proposed requirements and to provide an architectural design of the proposed system 

an experiment is performed and discussed in chapter 6. However, the performed 

experiment didn’t cover all the proposed requirements. Thus, a group of requirements 

as local data storage, system integration with remote data sources, creation of a user 

interface, and the integration with remote cloud services for advanced analysis and 

decision making where out of the scope of the experiment performed.
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1.5 Research Output 

   This research has yielded two papers that have been successfully published in highly 

respected journals. This accomplishment signifies a significant milestone and 

underscores the importance of the findings of this research in the wider scientific 

community.   

   The first paper is a systematic review of ICT Healthcare Solutions with the title: 

“Directing and Orienting ICT Healthcare Solutions to Address the Needs of the Aging 

Population”. This paper is published in MDPI Healthcare Journal with the Doi link: 

https://doi.org/10.3390/healthcare9020147.  

   The second paper is a position paper identifying the technical requirements for 

adaptive consumer-oriented gateways in residential LHSs and provides a design of the 

architecture of the proposed residential LHS. This paper has the title: “Requirements 

for Adaptive Consumer Gateways in Residential Learning Healthcare Systems: Bringing 

Intelligence to the Edge”. This paper is published in IEEE Transactions for Consumer 

Electronics Journal with the Doi link: https://doi.org/10.1109/TCE.2023.3326570.  

1.6 Research Organization 

   The presented research is organized as follows. Chapter 2 provides a literature review 

on the surveillance of the aging population from a public health perspective. This 

chapter presents a physiological perspective of how the aging population is affected by 

chronic diseases and comes up with the aspects to be monitored and assessed to attain 

better quality of life of the aging population living in their own environment. Chapter 3 

presents a copy of a published systematic literature review on directing and orienting 

ICT healthcare solutions to address the needs of the aging population. Chapter 4 

describes the methodology for the development of residential learning healthcare 

systems with Edge Computing. This chapter defines Learning healthcare systems and 
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shows how they can serve as an extension to the available ICT healthcare solutions. A 

presentation of the different phases and components of the proposed residential 

learning healthcare system is provided. Chapter 5 presents the proposed Requirements 

for Consumer-oriented Residential Learning Healthcare Systems. The proposed 

architecture of the residential learning healthcare system, and the experimental work 

performed is discussed in Chapter 6. Chapter 7 communicates all the findings from 

previously stated research objectives, and further discusses the results and 

observations related to the research. Finally, Chapter 8 summarizes research 

conclusions and future work. 
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Chapter 2. Aging and 
Gerontechnology 
  Literature Review 

2.1 Aging and Health Decline  

   Aging is a natural, progressive, and heterogeneous process for all human beings. The 

aging process is characterized by different aspects (morphological, pathophysiological, 

psychological, social, and environmental) that are commonly explored in “gerontology”. 

In each aspect, age is measured by the functional abilities of the person. Therefore, the 

health status of an older person is the result of the additive effects of aging as well as 

the attained diseases. This situation leads the older person to a state of “unstable 

incapacity” for “normal aging” [1]. Aging is characterized by a reduced reaction to the 

environment and to certain pathologies with obvious decrease of autonomy and 

integration in Activities of Daily Living (ADL). It has major effects on most of the body 

systems such as nervous, metabolic, sensory, cardiovascular, respiratory, and 

musculoskeletal. These effects are more observable in the musculoskeletal system in 

terms of locomotion and mobility [2]. This concludes that aging of the population and 

the onset of chronic diseases are interconnected. The result of the aging process is a 

general physical and functional weakening which will eventually increase the risk of fall 

incidents. Falls are considered among the most hazardous incidents that can strike an 
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elderly person. Each year approximately 28-35% of people aged 65 and over fall 

worldwide increasing to 32-42% for those over 70 years of age [3]. Based on the latest 

Falls Fact Sheet published by the World Health Organization, Falls are the second 

leading cause of accidental or unintentional injury deaths worldwide. Each year an 

estimated 646 000 individuals die from falls globally of which over 80% are in low- and 

middle-income countries. Adults older than 65 years of age suffer the greatest number 

of fatal falls. 37.3 million falls that are severe enough to require medical attention occur 

each year [4]. Despite their unavoidable risk, falls could be managed, detected, and 

even prevented if proper means are administered to the older person. These incidents 

require both human and technical interventions. This dual support is accounted for 

“gerontechnology”. The outcome of this discipline shall be measured in terms of gain 

of independence and improved quality of life [5]. 

     Most falls and resulting injuries among older persons are shown to result from a 

combination of age and chronic disease-related conditions and the individual’s 

interaction with their social and physical environment [6]. It is also known that risk is 

greatly increased for those with multiple risk factors [7]. This is good evidence to show 

the need for healthcare monitoring ICT solutions for older adults that require 

healthcare monitoring on a daily basis. 

    It is estimated that by the year 2050 one or more in each group of five people will be 

aged 65 years or above. This demographic change will induce a high rate of fall related 

injuries in the aging population [3]. Cognitive decline occurs as a natural part of the 

ageing process and can impact on functional ability and therefore, lead to increased risk 

of falls and near falls [8]. Thus, this increasing weight of demographic change leaves 

new challenges on socio-economic levels if appropriate measures are not taken to 

tolerate the impact of this inevitable ageing and its associated fallouts.   
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2.2 Aging in Low- and Middle-Income Countries - 
Lebanon 

   Lebanon is a country in transition with limited resources. Lebanon is currently 

experiencing unique and dynamic demographic shifts towards an aging population. 

People aged 65 years and above currently represent 7.3 percent of Lebanon’s 

population and this percentage is projected to increase to 12.0 percent and 21.0 

percent by the year 2030 and 2050, respectively [9]. Decreased fertility and success 

against child mortality and infectious diseases, plus the “return migration” of older 

Lebanese workers from neighboring hosting countries have resulted in the increase in 

the number and proportion of the older population [10].  

   The aging of the population greatly challenges health care systems in countries with 

limited resources. A study in the Western Asia Region (Middle East region) found that 

40% of older people aged 65 and above fell each year in Lebanon [11]. As the older 

population in Lebanon grows and ages, a proper healthcare system will become more 

and more necessary to ensure the health of the entire aging population. To date, the 

healthcare implications of rapid aging in Lebanon have not been adequately 

acknowledged by healthcare providers and remain relatively under-researched. Thus, a 

comprehensive healthcare plan for the aging population needs to be designed and 

implemented into the healthcare system with the least resources first. Such changes 

can affect the health system at several levels and start a chain reaction for further 

change in the future. 

    The demographic transition in Lebanon is accompanied by an epidemiological 

transition, with noncommunicable and degenerative diseases (NCD) [10]. The national 

Pan Arab Project for Family Health (PAPFAM) survey, conducted by the Central 

Administration of Statistics and the Ministry of Social Affairs in 2004, reveals that 

around three quarters of older persons in Lebanon report at least one co-morbid 

condition and one quarter perceive their health status as poor. Hypertension (36.7 

percent), heart disease (23.1 percent) and diabetes (21.5 percent) constitute the 
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leading causes of morbidity [12]. Given the situation, healthcare delivery pathways 

need to be methodized, keeping in mind the prevalence of chronic diseases, 

comorbidities, and polypharmacy requirements of the older people. 

    Chronic diseases such as atherosclerosis, osteoporosis, cardiovascular diseases, 

obesity, diabetes, dementia, and osteoarthritis require quick diagnosis and continuous 

supervision by a professional caregiver. This is concurrent with the fact that there is a 

ratio of 1 geriatrician for every 465 older adults and 1 nurse with specialization in 

gerontology for every 523 older adults in nursing homes in Lebanon as stated in the 

National Report on Services Available to Older People in Lebanon, 2010 [12]. 

2.3 Chronic Diseases and Their Impact on Aging  

    Chronic diseases are long-term health conditions that persist over time and often 

worsen with age. In the aging population, there is an increased prevalence of chronic 

diseases due to factors such as physiological changes, lifestyle choices, and genetic 

predisposition. Common chronic diseases in the aging population include 

cardiovascular diseases (such as hypertension and heart disease), respiratory diseases 

(such as chronic obstructive pulmonary disease), diabetes, arthritis, and 

neurodegenerative disorders (such as Alzheimer's disease). It has been estimated that 

between 55% and 98% of older adults aged 60 years and over have at least 2 chronic 

diseases (comorbidity) where cardiovascular diseases are the most common conditions 

in comorbid patients [13]. These conditions can significantly impact the quality of life 

and require ongoing management and care. It is important for healthcare systems to 

address the specific needs of the aging population and provide appropriate support and 

interventions to manage chronic diseases effectively.    

2.3.1 Cardiovascular Disease (CVD) 

   Cardiovascular diseases refer to long-term conditions that affect the heart and blood 

vessels. These conditions include hypertension (high blood pressure), coronary artery 
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disease, heart failure, and arrhythmias.  Cardiovascular disease has a significant impact 

on the aging population. It is estimated that 70% of people over 70 years old will 

develop CVD and that more than two thirds will also have associated non cardiovascular 

comorbidities [13]. As individuals grow older, the risk of developing CVD increases, and 

its consequences can be particularly severe. Factors such as the accumulation of plaque 

in arteries (atherosclerosis), high blood pressure (hypertension), and changes in the 

heart's structure and function all contribute to this increased risk [14].  

   Cardiovascular disease remains one of the leading causes of death among older adults 

worldwide. Conditions like heart attacks and strokes are often the result of underlying 

CVD. CVD can have a significant impact on an aging individual's quality of life. It can lead 

to symptoms such as chest pain (angina), shortness of breath, and fatigue, which can 

limit physical activity and overall well-being.  Aging individuals with CVD are at higher 

risk for complications, including heart failure, arrhythmias (irregular heartbeats), and 

peripheral artery disease (narrowing of arteries in the limbs). These conditions can 

further reduce mobility and independence. Many older adults have multiple chronic 

health conditions, and CVD often coexists with other conditions such as diabetes, 

obesity, and chronic kidney disease. Managing these comorbidities can be complex and 

may require multiple medications and lifestyle changes [13].  

   Cardiovascular disease imposes a significant economic burden on the aging 

population in terms of healthcare costs. Treating and managing CVD-related conditions, 

including hospitalizations, medications, and surgeries, can be expensive. Aging 

individuals can take steps to reduce their risk of CVD by adopting healthier lifestyles. 

This includes maintaining a balanced diet, engaging in regular physical activity, 

managing stress, and avoiding smoking and excessive alcohol consumption. In some 

cases, medications like statins, blood pressure medications, and blood thinners may be 

prescribed to manage CVD risk factors. Interventional procedures such as angioplasty 

and stent placement or even surgery may be necessary to treat advanced CVD. Regular 

check-ups and screenings are important for early detection and prevention of 

cardiovascular disease in the aging population. These screenings can help identify risk 
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factors and allow for timely interventions. In cases where CVD has progressed 

significantly, palliative care may be necessary to improve the quality of life for older 

adults with CVD. This approach focuses on symptom management, pain relief, and 

emotional support. 

   Dealing with a chronic condition like cardiovascular disease can lead to anxiety, 

depression, and decreased overall mental well-being, affecting an individual's quality of 

life. It can result in reduced independence, as older adults may require assistance with 

daily tasks and may no longer be able to live independently. Individuals with CVD may 

become socially isolated due to their condition. They may avoid social activities or 

gatherings due to their symptoms or limitations, leading to a decreased quality of life.  

   In conclusion, cardiovascular disease has a profound impact on the aging population, 

affecting both longevity and quality of life. Preventive measures, early detection, and 

effective management strategies are essential to reduce the burden of CVD on older 

adults and improve their overall health outcomes.  

   Managing strategies could be achieved by properly managing medications and 

adhering to treatment plans that help control CVD risk factors and reduce the likelihood 

of complications. Providing support and education to older adults and their caregivers 

can help them better understand CVD, manage their condition, and improve their 

overall quality of life. Finally, monitoring cardiovascular chronic diseases is crucial for 

managing and preventing complications.  Some key aspects to monitor are [15]:  

 Blood Pressure: Regular monitoring of blood pressure is essential to manage 

hypertension. It helps determine if blood pressure is within a healthy range or if 

medication adjustments are needed. 

 Cholesterol Levels: Monitoring cholesterol levels, including LDL (bad) cholesterol 

and HDL (good) cholesterol, helps assess the risk of developing or worsening 

cardiovascular disease. It may involve periodic blood tests. 
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 Blood Sugar Levels: For individuals with diabetes or prediabetes, monitoring 

blood sugar levels is important to prevent complications that can impact 

cardiovascular health. 

  Heart Rate and Rhythm: Monitoring heart rate and rhythm can help detect 

irregularities or abnormalities, such as arrhythmias. This can be done through 

regular check-ups or by using wearable devices like heart rate monitors or 

smartwatches. 

 Weight and Body Mass Index (BMI): Maintaining a healthy weight and BMI is 

crucial for cardiovascular health. Regular monitoring of weight and BMI can help 

identify any significant changes that may require intervention. 

 Lifestyle Factors: Monitoring lifestyle factors such as diet, physical activity, 

smoking, and alcohol consumption is important. Making healthy choices in 

these areas can significantly reduce the risk of cardiovascular disease. 

 Health conditions: Monitoring other health conditions to keep record of 

comorbidities as well as inspecting the effect of factors such as psychological 

well-being, nutrition, pain, and medications on the quality of life of the aging 

person with CVD. 

     It is important to work closely with healthcare professionals who can provide 

guidance on monitoring these aspects and develop an individualized care plan for 

managing cardiovascular chronic diseases with the help of ICT solution. 

2.3.2 Respiratory System Diseases 

  Respiratory System diseases are long-term conditions that affect the lungs and 

airways. Common examples include chronic obstructive pulmonary disease (COPD), 

asthma, bronchiectasis, and interstitial lung diseases. COPD is a highly prevalent 

condition that is expected to be the third cause of death worldwide in the aging 

population [16]. 
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  COPD is a chronic lung disease that progressively worsens over time. It encompasses 

several conditions, primarily chronic bronchitis, and emphysema, characterized by 

airflow obstruction and difficulty breathing. COPD can have a significant impact on the 

aging population in several ways. The risk of developing COPD increases with age, and 

it is most commonly diagnosed in individuals over the age of 40. Long-term exposure to 

risk factors such as smoking and environmental pollutants contributes to the 

development of COPD. COPD leads to a gradual decline in lung function. As individuals 

age, their lung function naturally decreases, and COPD exacerbates this decline, 

resulting in greater difficulty breathing and reduced physical capacity [16]. 

   COPD symptoms, which include chronic cough, excessive mucus production, 

shortness of breath, and chest tightness, can severely impact an individual's quality of 

life. These symptoms can limit mobility and the ability to engage in daily activities. COPD 

exacerbations, which are acute worsening of symptoms, become more common as 

individuals age. These exacerbations often lead to hospitalizations and can be life-

threatening [17]. 

   Older adults with COPD are at a higher risk of developing other health conditions such 

as cardiovascular disease, osteoporosis, and depression. Managing multiple chronic 

conditions can be challenging and further impact overall health. These comorbid 

conditions have consequences for the clinical presentation and prognosis of patients 

with COPD. Hence, their identification and treatment are key elements in COPD 

management [17]. 

   COPD can lead to functional impairment, making it difficult for older adults to perform 

essential activities of daily living, such as bathing, dressing, and cooking. This can result 

in a loss of independence. COPD can lead to social isolation and emotional distress. As 

the disease progresses, individuals may withdraw from social activities due to 

embarrassment about their symptoms or limitations in physical function. Older adults 

with COPD often require frequent medical care, including doctor visits, medications, 

and pulmonary rehabilitation. This can place a significant burden on healthcare 

resources and contribute to rising healthcare costs. 
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   In summary, COPD is a chronic lung disease that has a substantial impact on the aging 

population. It can result in decreased lung function, impaired quality of life, and 

increased healthcare utilization. Effective management and preventive measures are 

essential to reduce the burden of COPD on older adults and enhance their overall well-

being. 

   Monitoring respiratory system chronic diseases as COPD is crucial for managing 

symptoms, preventing exacerbations, optimizing lung function, and maintenance of the 

best possible quality of life. Some key aspects to monitor are: 

 Lung Function Tests: Spirometry is a common lung function test that measures 

how much air you can inhale and exhale and how quickly you can do so. It helps 

assess the severity of respiratory diseases and monitor changes over time.  

 Oxygen Levels: Monitoring oxygen saturation levels using a pulse oximeter can 

help determine if the lungs are efficiently oxygenating the blood. Low oxygen 

levels may indicate the need for supplemental oxygen therapy. 

 Peak Expiratory Flow (PEF): PEF monitoring is commonly used for individuals 

with asthma. It measures the maximum speed at which a person can exhale air 

and helps assess the degree of airway obstruction. 

 Symptoms and Quality of Life: Regularly monitoring symptoms such as cough, 

shortness of breath, wheezing, and chest tightness is important. Assessing the 

impact of these symptoms on daily activities and quality of life can guide 

treatment decisions. 

 Medication Usage: Monitoring the use of respiratory medications, such as 

inhalers or nebulizers, helps ensure adherence to prescribed treatments and 

identify any changes in medication needs. 

  Environmental Triggers: Identifying and monitoring exposure to environmental 

triggers, such as allergens or pollutants, can help manage respiratory symptoms 

and prevent exacerbations. 

 Vaccination Status: Monitoring vaccination status, particularly for respiratory 

infections like influenza and pneumonia, is important for individuals with 
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respiratory system chronic diseases. Vaccinations can help prevent 

complications and reduce the risk of respiratory infections. 

 Physical Activity Assessment: Encourage physical activity and assess the older 

adult's ability to engage in exercise. Physical activity can improve lung function 

and overall health. 

 Nutrition Assessment: Assess the older adult's nutritional status. A balanced 

diet is important for maintaining strength and overall health. Malnutrition can 

exacerbate COPD symptoms. 

 Smoking Cessation Support: Ensure that older adults with COPD are not 

smoking and provide support for smoking cessation if needed. Smoking 

cessation is one of the most effective ways to slow the progression of COPD. 

 Exacerbation Action Plan: Develop an exacerbation action plan in collaboration 

with the healthcare provider. This plan should outline steps to take when 

symptoms worsen, including when to seek medical attention or adjust 

medication. 

 Mental Health Assessment: Assess the older adult's mental health, as COPD 

can lead to anxiety and depression. Offer support and referral to mental health 

services if needed. 

 Education: Provide education to both the older adult and their caregivers 

about COPD management, including the importance of medication adherence, 

symptom recognition, and lifestyle modifications. 

      Regular and comprehensive monitoring, along with appropriate interventions, can 

help older adults with COPD manage their condition effectively and maintain the best 

possible quality of life. It is essential to tailor the monitoring plan to the individual's 

specific needs and the severity of their COPD. It is crucial to work closely with healthcare 

professionals, such as pulmonologists or respiratory therapists, who can provide 

guidance on monitoring these aspects and develop an individualized management plan 

for respiratory system chronic diseases with the support of ICT solutions to provide the 

aging population with a better quality of life. 



 

   

20  

2.3.3 Diabetes 

   Diabetes is a chronic disease that affects the body's ability to regulate blood sugar 

levels. In the aging population, the prevalence of diabetes increases, and managing the 

condition becomes crucial. More than 25% of adults >65 years of age have diabetes 

[18]. Both aging and diabetes increase the risk of certain comorbidities including 

cognitive dysfunction, functional disabilities, falls and fractures, chronic pain, 

polypharmacy, depression, and urinary incontinence [19]. There are two main types of 

diabetes: Type 1 and Type 2, as well as other less common forms such as gestational 

diabetes.  

    Type 1 diabetes is an autoimmune condition in which the immune system mistakenly 

attacks and destroys the insulin-producing beta cells in the pancreas. The exact cause 

is still not fully understood. Typically diagnosed in children and young adults, although 

it can occur at any age. It requires lifelong insulin therapy through injections or an 

insulin pump.  Frequent blood glucose monitoring is essential to adjust insulin doses 

and maintain blood sugar within target ranges. If not managed well, Type 1 diabetes 

can lead to complications such as heart disease, kidney disease, eye problems, and 

nerve damage. 

   Type 2 diabetes is characterized by insulin resistance, where the body's cells do not 

respond effectively to insulin, and by decreased insulin production over time. It is 

typically diagnosed in adulthood, but increasingly found in children and adolescents due 

to rising obesity rates. Management of type 2 may involve lifestyle changes (diet and 

exercise), oral medications, and, in some cases, insulin therapy. Regular blood glucose 

monitoring is often necessary to track glucose levels and adjust treatment as needed. 

Uncontrolled Type 2 diabetes can lead to complications similar to Type 1 diabetes, 

including cardiovascular disease, kidney disease, vision problems, and neuropathy. 

   Gestational diabetes occurs during pregnancy when the body cannot produce enough 

insulin to meet increased glucose needs. It is typically diagnosed during pregnancy and 

usually resolves after childbirth. Managed through dietary changes, exercise, and 
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sometimes medication, such as insulin. Regular blood glucose monitoring is important 

during pregnancy to control glucose levels and reduce risks to both the mother and the 

baby. Gestational diabetes, if uncontrolled, can lead to complications during pregnancy 

and delivery, as well as an increased risk of Type 2 diabetes for both the mother and 

child in the future. 

   Diabetes, as a chronic disease, requires ongoing self-care and medical attention to 

maintain optimal health and prevent complications. Older adults with diabetes are at 

higher risk for both acute and chronic microvascular and macrovascular complications 

from the disease, including major lower-extremity amputations, visual impairments, 

myocardial infarctions, and end-stage renal disease [18].  Proper management can help 

individuals with diabetes lead fulfilling and healthy lives and avoid complications. Some 

key aspects to monitor for diabetes in the aging population are: 

 Blood Glucose Levels: Regular monitoring of blood glucose levels is essential to 

manage diabetes. This can be done through self-monitoring using a glucose 

meter or continuous glucose monitoring systems. It helps determine if blood 

sugar levels are within the target range or if adjustments in medication, diet, or 

physical activity are needed. 

  HbA1c Levels: HbA1c is a blood test that provides an average of blood sugar 

levels over the past two to three months. Monitoring HbA1c levels helps assess 

long-term blood sugar control and the effectiveness of diabetes management 

strategies. 

 Blood Pressure: High blood pressure is common in individuals with diabetes and 

can increase the risk of cardiovascular complications. Regular monitoring of 

blood pressure is important to ensure it is within a healthy range and to make 

necessary lifestyle modifications or medication adjustments if needed. 

 Cholesterol Levels: Diabetes is associated with an increased risk of 

cardiovascular disease. Monitoring cholesterol levels, including LDL (bad) 

cholesterol and HDL (good) cholesterol, helps assess cardiovascular risk and 

guide appropriate interventions. 
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  Kidney Function: Diabetes can affect kidney function over time. Monitoring 

kidney function through regular blood and urine tests helps detect any signs of 

kidney damage and allows for early intervention. 

 Eye Health: Diabetes can lead to eye complications such as diabetic retinopathy. 

Regular eye exams by an ophthalmologist or optometrist are important to 

detect and manage any diabetic eye problems. 

 Foot Health: Diabetes can cause nerve damage and poor circulation, increasing 

the risk of foot problems. Regular foot examinations and proper foot care are 

essential to prevent complications such as ulcers or infections. 

 Medications: As needed, medications such as insulin, oral hypoglycemic agents, 

or other injectable medications may be prescribed to control blood glucose 

levels. 

 Lifestyle Changes: A healthy diet, regular physical activity, weight management, 

and avoidance of tobacco and excessive alcohol consumption are crucial. 

 Education: Individuals with diabetes and their caregivers need education on the 

disease, its management, and how to prevent and recognize complications. 

   It is important for individuals with diabetes in the aging population to work closely 

with healthcare professionals, including endocrinologists, primary care physicians, and 

diabetes educators, to develop a personalized monitoring plan and receive appropriate 

guidance for managing their condition effectively with the help of ICT solutions. 

2.3.4 Cognitive Impairment and Other Dementias 

  Cognitive impairment and dementia are related but distinct conditions that involve a 

decline in cognitive function. Cognitive impairment is a common problem in the aging 

population  that is associated with age with an occurrence rate of approximately 21.5–

71.3 per 1,000 person-years in older adults [20]. 

   Cognitive Impairment is a condition in which an individual experiences mild to 

moderate difficulties with cognitive functions such as memory, attention, language, 
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reasoning, and problem-solving [21]. Usually it results from various factors, including 

age-related changes in the brain, medical conditions (e.g., thyroid disorders), 

medication side effects, and lifestyle factors (e.g., alcohol or drug use). Cognitive 

impairment is typically milder than dementia. It may not interfere significantly with an 

individual's ability to perform daily activities independently. While some cases of 

cognitive impairment remain stable or improve with treatment or lifestyle changes, 

others may progress to more severe cognitive decline or dementia. 

    Dementia is a more severe and progressive decline in cognitive function that 

interferes significantly with an individual's ability to perform daily activities [22]. It is a 

syndrome rather than a specific disease, as it can be caused by various underlying 

conditions. Dementia can be caused by several underlying diseases and conditions. 

Alzheimer's disease is the most common cause of dementia, followed by vascular 

dementia, Lewy body dementia, and frontotemporal dementia, among others [23]. 

Dementia is characterized by memory loss, impaired judgment, language difficulties, 

changes in personality and behavior, and the inability to recognize familiar people and 

places [24]. These symptoms are often severe and progressive. Dementia has a 

profound impact on an individual's life, leading to a loss of independence and requiring 

significant caregiving and support. Dementia is generally a progressive condition, 

meaning that cognitive function continues to deteriorate over time. The rate of 

progression varies depending on the underlying cause and the individual. While there 

is no cure for most forms of dementia, there are treatments and interventions that can 

help manage symptoms, slow progression, and improve the quality of life for affected 

individuals. 

   Cognitive impairment and dementia have a profound and multifaceted impact on the 

aging population, affecting individuals, their families, and society as a whole. They often 

result in a loss of independence for older adults. As their cognitive function declines, 

they may struggle to perform basic activities of daily living, such as dressing, bathing, 

and preparing meals, leading to increased dependence on caregivers [25]. These 

conditions can significantly diminish an individual's quality of life. Memory loss, 
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confusion, and the inability to recognize loved ones or familiar surroundings can cause 

frustration, anxiety, and depression. Individuals with cognitive impairment and 

dementia frequently require extensive healthcare services, including frequent doctor 

visits, hospitalizations, and specialized care. This places a strain on healthcare systems 

and resources. Cognitive impairment and dementia can lead to social isolation. 

Individuals may withdraw from social activities and lose touch with friends and loved 

ones, which can exacerbate feelings of loneliness and depression. 

   Monitoring older adults with cognitive impairment and dementia is essential to 

ensure their well-being, safety, and quality of life [26]. The key aspects to monitor are: 

 Regular assessment of cognitive function using standardized tools like the Mini-

Mental State Examination (MMSE) or the Montreal Cognitive Assessment 

(MoCA). This helps track changes in memory, attention, language, and problem-

solving abilities over time. 

 Monitoring an individual's ability to perform essential Activities of Daily Life 

ADLs independently, such as bathing, dressing, grooming, toileting, eating, and 

mobility. Declines in these areas may require additional assistance. 

 Monitoring Instrumental Activities of Daily Living (IADLs): Evaluate an 

individual's capacity to manage more complex tasks, including meal 

preparation, managing medications, using transportation, managing finances, 

and performing household chores. 

 Keeping track of changes in behavior, mood, and psychological symptoms such 

as agitation, aggression, depression, anxiety, hallucinations, or delusions. These 

symptoms may require intervention or medication adjustments. 

 Ensuring a safe living environment by assessing and addressing potential 

hazards, such as loose rugs, clutter, or unsafe appliances. Install safety measures 

like grab bars and handrails and consider a wander alarm or door locks if 

wandering is a concern. 
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 Nutrition and Hydration: Monitor the individual's eating and drinking habits to 

ensure they are getting proper nutrition and hydration. Weight loss, 

dehydration, and malnutrition are common concerns. 

 Medication Management: Check that medications are being taken as prescribed 

and monitor for any side effects or adverse reactions. Consider using pill 

organizers or medication management devices to help with adherence. 

 Medical Conditions: Stay vigilant about the management of chronic medical 

conditions such as diabetes, hypertension, and heart disease, as individuals with 

dementia may have difficulty following treatment plans independently. 

 Fall Risk: Assess and address fall risks by maintaining a clutter-free environment, 

providing mobility aids if needed, and conducting regular balance assessments. 

 Social Engagement: Encourage social interaction and monitor for signs of social 

isolation, as maintaining a social network is crucial for emotional well-being. 

 Pain and Discomfort: Be vigilant for signs of pain or discomfort, as individuals 

with cognitive impairment may have difficulty expressing their physical needs. 

Look for non-verbal cues, changes in behavior, or physical indicators of 

discomfort. 

   Regular communication with healthcare providers and specialists, such as 

geriatricians or neurologists, can provide valuable guidance in monitoring and 

managing cognitive impairment and dementia. Additionally, involving support groups 

and community resources can help provide a network of assistance for both the 

individual and their caregivers. 

   It's important to note that cognitive impairment can be a transitional stage or an early 

sign of dementia, but not all individuals with cognitive impairment will develop 

dementia. Accurate diagnosis and evaluation by healthcare professionals are crucial for 

determining the underlying cause and appropriate management strategies for both 

cognitive impairment and dementia.  

    In conclusion, cognitive impairment and dementia have far-reaching consequences 

for older adults and their communities. Addressing the impact of these conditions 
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requires a multifaceted approach, including improved diagnosis, better support for 

caregivers, increased public awareness, and ongoing research efforts to develop 

effective treatments and interventions with the support of ICT solutions. It is crucial to 

prioritize the well-being and dignity of those affected by cognitive impairment and 

dementia as the global population continues to age. 

2.3.5 Stroke 

   Three quarters of all new stroke events occur in people aged 65 years and older [27]. 

A stroke occurs when there is a sudden interruption in the blood supply to the brain. 

This can happen due to a blockage, ischemic stroke, [28] or bleeding in the brain, 

hemorrhagic stroke. Approximately 87% of all strokes are ischemic strokes [27]. A 

stroke is a medical emergency and requires immediate treatment to minimize brain 

damage and improve outcomes. Risk factors for stroke include hypertension, smoking, 

diabetes, high cholesterol, and heart disease. 

   Stroke risk increases with age. The aging process itself can contribute to factors like 

arterial stiffness and the accumulation of risk factors over time. Older adults are more 

vulnerable to the effects of stroke because of age-related changes in the brain and 

body, including decreased brain reserve and slower recovery. Stroke can have 

devastating consequences for older individuals, affecting their independence, quality 

of life, and overall health [29]. 

 Stroke survivors, especially older ones, often experience impaired mobility. 

This can lead to difficulties with walking, balance, and coordination.  

 Muscle weakness on one side of the body (hemiparesis) is common after a 

stroke, which can affect daily activities.  

 Post-stroke fatigue is prevalent and can limit an older person's ability to 

engage in physical activities. 

 Stroke can lead to cognitive impairment, including memory problems, 

difficulty concentrating, and even dementia in some cases. 
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 Many stroke survivors, including the elderly, may experience depression, 

anxiety, or emotional lability (rapid mood swings). 

 Stroke often requires ongoing care and support. Family members may take on 

the role of caregivers, leading to increased stress and caregiver burden. 

 Preventing strokes is crucial. This includes managing risk factors through 

lifestyle changes, medications, and regular medical check-ups. 

   Stroke is a chronic disease that disproportionately affects the aging population due to 

age-related risk factors. Its impact on older individuals is substantial, affecting physical, 

cognitive, emotional, and social aspects of their lives. Preventive measures, early 

intervention, and ongoing support are essential for managing stroke and improving the 

well-being of the aging population. 

   Preventing strokes in older adults involves proactive monitoring and management of 

various risk factors [30]. Here are key aspects to monitor to reduce the risk of strokes 

in older individuals: 

 High blood pressure (hypertension) is a major risk factor for strokes. Regular 

monitoring of blood pressure is crucial. 

 Regularly monitor cholesterol levels and work with a healthcare provider to 

manage them through diet, exercise, and medication if necessary. 

 Diabetes is a significant risk factor for strokes. Monitor blood sugar levels and 

manage diabetes through medication, diet, exercise, and regular medical check-

ups. 

 Smoking significantly increases stroke risk. Encourage older adults to quit 

smoking and avoid exposure to secondhand smoke. 

 Maintaining a healthy weight is essential for stroke prevention. Monitor weight 

and BMI and promote a balanced diet and regular physical activity. 

 If an older adult is prescribed medications to manage risk factors such as 

hypertension, diabetes, or high cholesterol, ensure they take their medications 

as prescribed and follow up with healthcare providers as needed. 
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 Excessive alcohol consumption can raise blood pressure and contribute to 

stroke risk. Encourage moderation or abstinence from alcohol, especially if there 

is a history of alcohol-related issues. 

 Atrial Fibrillation (AFib) is a heart rhythm disorder that increases the risk of 

stroke. Monitor for signs of AFib, such as irregular heartbeat, and seek medical 

attention if detected. 

 Sleep apnea is associated with an increased risk of stroke. If an older adult 

exhibits symptoms like loud snoring or daytime sleepiness, consider evaluation 

and treatment for sleep apnea.  

 Chronic stress can contribute to high blood pressure and other risk factors for 

stroke. Encourage stress-reduction techniques such as relaxation exercises, 

meditation, or counseling. 

 Older adults should also be monitored for their risk of falls, as falls can result in 

head injuries and increase the risk of stroke. Implement fall prevention 

strategies, such as home safety modifications and balance exercises. 

    Regular monitoring of these factors and proactive management can significantly 

reduce the risk of strokes in older adults. It is essential for healthcare providers, 

caregivers, and the individuals themselves to work together to implement a 

comprehensive stroke prevention plan with the support of ICT solutions. 

2.3.6 Falls and Near Falls 

   Falls are a prevalent issue in the geriatric population and can result in damaging 

physical and psychological consequences. Each year approximately 28-35% of people 

aged 65 and over fall worldwide increasing to 32-42% for those over 70 years of age. 

The frequency of falls increases with age and frailty level. A study in the Middle East 

region found that 40% of older adults aged 65 and above fell each year in Lebanon [11]. 

Falls are caused by an interaction of a number of risk factors. The more the 

comorbidities between these factors, the greater is the risk of falling. According to the 

World Health Organization (WHO), the risk factors for falling among older adults are 
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categorized into three categories: aging related changes, pathological factors, and 

extrinsic factors [31].  

 Age related changes are muscle weaknesses, sedentary behavior, loss of 

mobility, gait disturbances, and decline in sensory functions.  

 Pathological factors are cardiovascular disorders, neurological disorders, 

Parkinson’s disease, Vertigo, musculoskeletal disorders, cognitive impairment, 

dementia, and medications. 

 Extrinsic factors could be environmental hazards such as slippery floors, uneven 

surfaces, footwear, or clothing problems. 

   Falls can result in lasting and critical consequences, including injuries, long term 

disability, reduced activity and mobility levels, admission to long term care institutions, 

fear of falling, reduced self-confidence in mobility, and death [11] [31]. 

  Preventing falls among the aging population is crucial for maintaining their health, 

independence, and quality of life. Monitoring and implementing fall prevention 

strategies can significantly reduce the risk of falls in older adults. Some steps to monitor 

and prevent falls among the aging population [32]: 

 Perform a comprehensive assessment of each older adult's fall risk factors. This 

assessment can be performed by healthcare providers, such as doctors, nurses, 

or physical therapists. 

 Review the older adult's medications for any that may cause dizziness, 

drowsiness, or balance issues. Consult with a healthcare provider to adjust or 

change medications if necessary. 

 Regular eye check-ups are essential to ensure that older adults have the correct 

eyeglasses and that their vision is optimal for fall prevention. 

 Conduct a home safety evaluation to identify and rectify potential hazards, such 

as loose rugs, slippery floors, poor lighting, and clutter. 

 Assess the older adult's strength and balance. This can be done through physical 

therapy or balance exercises to improve muscle tone and coordination. 
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 Provide assistive devices like canes or walkers to help with mobility and balance. 

Ensure these devices are properly fitted and maintained.  

 Encourage the use of appropriate footwear with good traction and arch support. 

Discourage the use of high heels or shoes with slippery soles. 

 Promote regular exercise, including strength training and balance exercises, to 

improve muscle strength and stability. 

 Ensure that older adults are maintaining a well-balanced diet and staying 

hydrated to prevent dizziness and weakness. 

 Promote bone health through adequate calcium and vitamin D intake. Discuss 

the need for bone density testing and osteoporosis prevention with healthcare 

providers. 

 Older adults should be educated about the importance of being vigilant for 

environmental hazards in their surroundings, especially when in unfamiliar 

places. 

  Encourage regular check-ups with healthcare providers to monitor and manage 

chronic conditions, as well as assess fall risk. 

 Provide education on fall prevention, including tips on how to get up safely after 

a fall and what to do in case of a fall. 

 Consider using fall detection alarms or monitoring systems, especially for older 

adults at high risk of falls who live alone. 

    Fall prevention is an ongoing process, and the strategies should be tailored to the 

individual's specific risk factors and needs. Regular reassessment and adjustments to 

the prevention plan are essential as an older adult's health and circumstances change 

over time with the support of ICT solutions. 

2.4 Conclusion 

    Encountering an increase in the older population with limitations in the availability of 

specialized caregivers, healthcare providers are starting to offload certain parts of the 

healthcare-pathways to artificial intelligence (AI) by applying smart information and 
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communication s technology (ICT) solutions for social care concerning diseases in old 

age. AI can now be found in every step of the healthcare pathway, ranging from 

intelligent tracking of biometric information to early diagnosis of diseases. AI is helping 

older patients, and their families understand the treatment pathways. AI is also helping 

clinicians to treat the conditions more efficiently. Such technologies include very 

sophisticated and quite simple ICT solutions like smart home systems, applications in 

the field of tele-health, reminder functions, fall detection and prevention systems, 

videophones, video games and a lot more [33]. 

    The aging of the population and the onset of chronic diseases are interconnected. 

The development of ICT solutions can improve the quality of life (QoL) of older adults 

by supporting independent living at home while reducing health and social expenses. 

Therein lies the motivation of this research, i.e., the development of health-related ICT 

solution with the purpose of prolonging and providing aid for the independent and 

active living of older adults in their homes with the intent of satisfying the needs of 

older adults and caregivers, improve well-being and QoL, and being affordable in terms 

of cost [33]. 

    There are many proposed health-related ICT solutions of smart homes for the aging 

population that are used in the context of patient activity monitoring [34] [35] [36, 37], 

health monitoring and/or managing [38] [39] [40]. These solutions give older adults the 

opportunity to use wearables and/or environmental sensors and devices which are 

intended to monitor and/or manage various health conditions related to the World 

Health Organization (WHO)’s top 10 chronic diseases that are behind the most deaths 

globally. 

   Different technologies are used to build ICT solutions with user friendly configuration 

and management that can be integrated with smart environments at home, social 

community, etc. These technologies include various functions, which can be controlled 

by sensors and devices, communication and connectivity, and cloud and analytics and 

integrated with the living environments to support the individual needs and 

independence [41]. With this approach they can improve the coordination among 



 

   

32  

caregivers, emergency response teams, and intervention effectiveness, which 

contributes to cost savings and better QoL for older adults living with chronic 

conditions. A detailed presentation of ICT solutions for healthcare systems is available 

in Chapter 3. 
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Chapter 3: Directing and Orienting 
ICT Healthcare Solutions to Address 
the Needs of the Aging Population 

 

   

 

 

 

   With an aging population, it is essential to maintain good health and autonomy for as 

long as possible. Instead of hospitalization and institutionalization, older people with 

chronic conditions can be assisted in their own home with numerous “smart” devices 

that support them in their activities of daily living, manage their medical conditions, and 

prevent fall incidents. Information and Communication Technology (ICT) solutions 

facilitate the monitoring and management of older people’s health to improve quality 

of life and physical activity with a decline in caregivers’ burden. Method: The aim of this 

paper was to conduct a systematic literature review to analyze the state of the art of 

ICT solutions for older people with chronic conditions, and the impact of these solutions 

on their quality of life from a biomedical perspective. Results: By analyzing the literature 

on the available ICT proposals, it is shown that different approaches have been 
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deployed by noticing that the more cross-interventions are merged then the better the 

results are, but there is still no evidence of the effects of ICT solutions on older people’s 

health outcomes. Furthermore, there are still unresolved ethical and legal issues. 

Conclusion: While there has been much research and development in healthcare ICT 

solutions for the aging population, ICT solutions still need significant development in 

order to be user-oriented, affordable, and to manage chronic conditions in the aging 

wider population. 

3.1 Introduction 

   Aging is an instinctive, disruptive, and wide-ranging process for every individual. Aging 

is a process distinguished by different morphological, pathophysiological, psychological, 

social, and environmental aspects. All these aspects of aging are inspected in 

“gerontology”. Social and cultural gerontology has symbolized the assumption of aging 

as a biomedical process while focusing on the contextual factors that mold the practices 

and patterns of aging [1]. The age of the person is assessed in each aspect by their 

functional abilities. Therefore, a person’s health status is the consequence of the 

accumulative effects of aging in addition to the obtained disease. This aging situation 

leads the person to a state of “unstable incapacity” for “normal aging” [2].  

   The aging process is specified in older people by a decreased reaction to the 

environment as well as to definite pathologies accompanied by an obvious decrease in 

individualism and incorporation in activities of daily living (ADL). The aging process 

affects various systems in the human body, such as the nervous system, sensory system, 

cardiovascular system, metabolic system, respiratory system, and musculoskeletal 

system. The observed effects of the aging process are more visible in the 

musculoskeletal system in older people in terms of mobility and locomotion [3]. 

     Each year, 37.3 million falls are encountered among older people aged 65 and above. 

This makes older people more vulnerable to fatal falls that require medical care [4]. 

Although falls are unavoidable in nature, it is possible to detect, manage, and even 
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prevent them from occurring by means of proper administration of human and 

technical interventions. This dual embrace between gerontology and technology is 

regarded as “gerontechnology”. The after effect of this routine is to be recognized in 

terms of an increase in independence and an improvement in the quality of life of older 

people [5]. This indicates the importance of science and the design and use of 

technology in the development of ICT solutions that focus on user involvement, viewing 

the older person as an agent that creates and develops meaning for later life as they 

interact with technology [1].  

   However, the health of older people is known to be heterogeneous in nature. 

Heterogeneity in the health of older people is such that differences among people of 

the same age may be greater than those inferred from chronological age differences, 

based on the number of years a person has been alive.  

   There are different factors affecting the health outcomes of older people. These 

factors can be biomedical (e.g., genetic), socioeconomic, or behavioral, such as exercise, 

nutrition, social engagement and support, stress levels, and geographic location. In this 

research, we focus on the biomedical perspective of aging excluding other factors of 

heterogeneity affecting the health of older people.  

   Therefore, the use of ICT solutions is limited to older people with chronic diseases. 

The involvement of this group of older people in the creation of ICT healthcare solutions 

allows for the development of solutions which are personalized. The challenge here for 

researchers is to find the tools and channels to innovate approaches and technologies 

focusing on the user-centered needs of older users with chronic diseases [1].  

   Several smart ICT solutions have already been commercially distributed. Such 

solutions include all electronic products that deal with information in a digital form as 

storing, processing, transmitting, converting, duplicating, or retrieving electronic 

information. Examples of ICT solutions are communication devices or applications as 

radio, television, computer network, satellite system, the internet, smartphones, and 

personal digital assistants (PDA). ICT systems in the healthcare sector for older people 
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monitor and manage various aspects of the aging process in older adults. Common 

aspects of the aging process from a biomedical perspective include hearing loss, 

musculoskeletal deterioration causing falls and near-falls, chronic obstructive 

pulmonary disease, heart disease, diabetes, and dementia. Older adults are more likely 

to experience more than one condition at the same time.  

   The monitoring and management process of the different aspects of aging is carried 

out through using different kinds of sensors to capture motion data, biological data, 

and environmental data for more in-depth data analysis and processing. Falls and the 

resulting injuries encountered in the aging population manifest their occurrence due to 

aging, chronic disease-related medical conditions, and the older people’s interactions 

with their social and physical environments [6]. Falling risk escalates when multiple risk 

factors are interconnected [7]. This confirms the need for healthcare-monitoring ICT 

solutions for older people that manage their health and consequently prevent health 

decline and falls and detect near-fall events.  

   Other aspects of the aging process such as natural cognitive and psychical decline are 

also monitored and managed using ICT solutions addressing different chronic diseases. 

The cognitive and physical decline in turn impacts the functional abilities and increases 

the risk of falls and near-falls in the aging population [8]. This imposes new challenges 

on the socioeconomical level of the increased demographic change in the population. 

These new challenges pinpoint the need for appropriate management of older people’s 

health to reduce the impact of unavoidable aging and its corresponding fallouts.  

   The aging of the population and the onset of chronic diseases are interconnected. The 

development of ICT healthcare solutions impacts the quality of life (QoL) of older people 

through serving independent living at home as well as eliminating health and social 

expenses in the aging population. Thus, the innovation of this paper lies in the analysis 

of health-related ICT solutions with the aim of identifying their effectiveness in 

encouraging active and independent living of older people at home, satisfying the needs 

of the older people and their caregivers, improving their wellbeing and QoL, and making 

it affordable [9]. 
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   There are many proposed health-related ICT solutions for the aging population. Such 

solutions are used in the framework of monitoring older people’s activities [10–12] or 

monitoring and managing their health [13–15]. These solutions make it possible for the 

older person to use wearable sensors, environmental sensors, and devices that are 

devoted to monitoring and/or managing their health conditions in relation to the top 

ten chronic diseases causing death globally, as identified by the World Health 

Organization (WHO) [16], as presented in Figure 3.1. Multiple factors contribute to 

mortality in older people. 

    To predict mortality in older people, different characteristics such as the obtained 

chronic disease, functional abilities, and personal characteristics of the older person 

need to be identified and analyzed. This review is limited to a biomedical perspective 

and does not focus on environmental and socioeconomical factors such as pollution, 

chemical exposure, social isolation, sex, and unhealthy habits causing mortality in the 

older population.  

   Various technologies are adopted in the assembly of ICT solutions with different 

characteristics such as user-friendly configuration, smart home integrated 

management, and social community. To support the older person’s needs and 

independence of the aging population, these technologies consist of sensor or device-

controlled functions, communication and connection methods, a cloud, and analytics 

integrated into the living environment of the older person [17]. Using this methodology, 

better coordination between caregivers, emergency response teams, and intervention 

can be achieved. This approach serves to reduce costs and improve QoL for older people 

having chronic medical conditions. 
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Figure 3.1:  Chronic diseases causing death—top 10 global causes of death, 2016 [16]. 

   In this review, it is concluded that older people do accept smart home technologies if 

they permit their independent living in their own environment. Older people’s 

perceptions of ICT solutions at home have emerged from their belief that such 

technologies could invest in various aspects of independent living. Such aspects include 

providing support in emergency situations, assistance with medical conditions as 

hearing and visual impairment, detection and prevention of falls and near-falls, 

monitoring of physiological specifications as blood pressure and glucose level, 

assurance of older persons’ safety and the security of their living environment, and 

finally providing a reminder system for appointments and medication and 

contradictions, if any [18]. 
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   This review considers the current state of the art of the available ICT solutions for 

healthcare monitoring in older people. Different categories of ICT solutions with 

different approaches for healthcare monitoring of older people are presented to reflect 

the available gaps and hypothesis requirements to be present in future ICT solutions for 

older people’s healthcare management.  Section 2 discusses different ICT categories, 

development processes, and architectures applied in healthcare. Section 3 provides a 

presentation of the state of the art in ICT healthcare solutions for assistive living in the 

aging population and presents the results of the review by evaluating different ICT 

solutions’ readiness, acceptance by users, and effectivity in improving the older 

person’s quality of living. Section 4 discusses the implications of the review and how ICT 

technologies can be improved to meet the needs of the aging population. Section 

5 concludes the present study and offers future research directions. 

3.2 ICT Solutions 

    In the field of healthcare advancement, ICT solutions may potentially play an 

important role in enhancing the quality of life of the aging population and allowing their 

independent living. Integrated ICT solutions assist in the healthy and safe aging of older 

people and minimize health and social expenses. They are greatly sustained in 

developed countries aiming to improve the quality of life (QoL), ensure the 

sustainability of care of its aging population, and pursue the demographic crisis through 

applying ICT solutions for home care in the context of old age-related chronic diseases 

[19]. 

3.2.1 ICT Health Monitoring Systems 

3.2.1.1 Healthcare Monitoring and Management Architecture 

   Various healthcare ICT solutions have been investigated in this review. It was 

recognized that these solutions shared a common architecture and a similar set of 
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properties. The common ICT solution architecture involved three tiers that collaborate 

to collect and analyze the sensory data of an older person. The tiers include 

consequently a set of sensors, a gateway, and a remote monitoring/management 

system. The different components of the tiers and how they collaborate are presented 

in Figure 3.2. In this section, the progression of the common healthcare monitoring and 

management architecture is portrayed, and the deployed ICT technologies are 

described. 

 

Figure 3.2: Common healthcare monitoring systems architecture. 

Tier 1—Sensors 

   This tier is formed from various sensors that collect physiological, body motion, or 

environmental data. The sensors are devoted to the collection of signals attached to 

the Body Area Network (BAN) of the user and/or are arranged as a Personal Area 
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Network (PAN) or ambient sensors in the home of the user [21]. Sensors in a BAN are 

attached directly to the body of the older user, to his/her clothes, or implanted under 

the skin. BAN sensors constantly collect physiological signals from the older user. Such 

signals correspond to the temperature, heartbeat, physical activity, blood pressure, 

electroencephalography (EEG), electromyography (EMG), and electrocardiography 

(ECG) [22]. 

   A PAN is developed of ambient sensors positioned on devices used by the older user. 

Such sensors provide rich contextual information about the user’s activities and his/her 

living environment. Sound sensors, video cameras, RFID readers, pressure sensors, 

luminosity sensors, proximity sensors, pressure sensor, temperature sensors, humidity 

sensors, and location tracking sensors are examples of PAN sensors [22]. The extracted 

data from the sensors are in turn broadcasted to a local device using different methods. 

Tier 2—Gateway 

   A gateway can be a customized device or a smartphone that is in the older user’s living 

environment [22]. A gateway usually has the power of collecting data from sensors and 

dispatching them to a remote server placed either at the hospital or on a cloud to be 

analyzed. However, in later approaches, with the evolution of fog computing, analysis 

of the collected data is performed locally in the living environment of the older user for 

accelerated decision-making and better implementation of bandwidth where only 

partial data updates are transmitted to the cloud for further analysis or for historical 

recording. 

Tier 3—Remote Monitoring, Feedback, and Decision-Making System 

   Monitoring, feedback, and decision-making are usually performed on a remote 

system (server) considered the core of the ICT system to which various data 

(physiological and environmental data) from sensors are transmitted [22]. Such a 

system has the following functionalities: (i) Operate specific algorithms on the collected 

data for further interpretation and analysis; (ii) Issue alerts in case of emergencies; (iii) 

Record every user’s data to be stored in a database for future analysis as the prediction 
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of undiagnosed diseases by applying data mining techniques; and iv) Offer a Graphical 

User Interface (GUI) to enable users (older people, caregivers, and clinicians) to monitor 

real-time health status. 

3.2.1.2 Classification of ICT Healthcare Monitoring and Management Solutions 

   ICT healthcare monitoring and management systems are categorized into wearable 

based systems (WS), non-wearable-based systems (NWS), and fusion or hybrid-based 

systems (FS) [23]. The quantity and type of deployed sensors depends mainly on the 

context of the performed application, i.e., user’s activity monitoring, older user’s health 

monitoring and management, or both. Various types of sensors are assembled in 

wearable, non-wearable, and fusion systems. 

    Wearable System Sensors: Wearable system sensors consist of a collection of inertial 

and non-invasive sensors placed on the body of the older user. Wearable-based systems 

extensively use inertial sensors as accelerometers, gyroscope, inclinometer, 

barometers, and magnetometers to detect unexpected escalation in human gait, assess 

balance, and monitor displacement [24]. Inertial sensors are basically utilized for the 

identification of different causes of falls in the aging population, i.e., falls from sleeping, 

falls from sitting, falls caused by walking or standing, and falls caused by using 

supportive tools as a ladder, walker, or stairs [25]. For more precise monitoring in the 

context of fall prevention, more motion sensors are being placed on different body 

parts with the aim of measuring a wider range of characteristics of the human gait [26]. 

Such sensors are extensometers, force sensors, and goniometers. These sensors 

provide input linked to human locomotion such as extracting different gait 

characteristics and detecting abnormal gait behavior. On the other hand, intrinsic 

factors associated with the pathophysiological history of the older user as muscle 

fragility, diabetes, heart diseases, and hypertension can cause a change in the older 

user’s behavior and may lead to a fall or near-fall [27]. Non-invasive healthcare sensors 

are deployed to collect healthcare data from the older user. Such healthcare data can 

be blood pressure, cortisol [28], agitation detection [29], and cardiac activity collected 
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and measured using intrinsic sensors as infrared sensors, optical sensors, and 

oscillometers [30]. 

   Non-Wearable System Sensors: Non-wearable system sensors consist of sensors 

deployed in the living environment of the older user. Such sensors serve privacy issues 

when obstructiveness is rejected by the older user. These systems have the aim of 

tracking user’s activities of daily living (ADL) and detecting unexpected changes in 

motion. However, the functionality of such solutions is limited to the sensor’s coverage 

range [31]. Sensors deployed in this category of systems are pressure, motion passive 

infrared (PIR), vibration, acoustic, and infrared sensors. These sensors are more 

appropriate for older people living at home and healthcare accommodations where falls 

are more likely to occur. According to the US Dept. of Health and Human Services [32], 

cognitive and physical decline in older people is inspected through the detection of a 

change in the behavior of the older user that is associated with gait deficits and 

subsequent falls. Non-wearable systems are correlated with identifying abnormalities, 

tracking any change in gait parameters, and detecting emergencies [23]. 

   Fusion System Sensors: Various types of wearable and non-wearable sensors are 

interconnected in a hybrid sensing system to provide a multichannel source of data to 

be analyzed using single or multiple algorithms. Koshmak et al. [33] explained that the 

fusion of sensors can reasonably provide a significant improvement in fall-related 

systems in terms of reliability and specificity since the multisensory fusion approach 

meets the needs of older people living independently. The aim of deploying a fusion 

system for sensing is the flexibility of adjusting the system to a wider context such as a 

wider sensor network, implementation of fall detection and prevention strategies, 

designing a user-oriented monitoring and management process, and scalability. 

Currently, fusion systems are mainly utilized in human gait assessment labs with efforts 

to export such sensing technologies into the living environment of the older user, i.e., 

allowing ambient assisted living (AAL) for the aging population. A new ICT trend involves 

intelligent objects which are installed in the living environment of older people to 

support their independent living and the monitoring process. With all the advantages 
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of fusion systems in the monitoring and management of older people’s health, they still 

face some challenges such as permitting their integration into smart homes, performing 

real-time analysis, improving their computational power, and reducing their cost [23]. 

   Smartphone sensing technologies are considered as either wearable or non-wearable 

technologies that are competent in sensing, processing, and communicating user’s data 

while living in their own environment. These smartphone systems are either used as 

stand-alone sensing systems or are connected to other wearable or non-wearable 

sensors for more detailed monitoring and management of the older user’s health as 

well as the detection and prevention of falls. Savenstedt et al. [21] declared that 

smartphone-based systems are still not yet deployed as stand-alone systems in a non-

wearable context. 

3.2.1.3 Data Processing Techniques in ICT Solutions 

    Data processing is a mechanism that includes the redeeming, remodeling, or 

categorizing of data. Data processing is mainly dependent on the volume of data, the 

complexity of the performed processing operations, the inbuilt technology of the 

operating system, and time restrictions. Examples of data processing techniques are 

data indexing, data mining, image processing, and video transcoding. Such techniques 

rely on the data parameters collected from different data sources. In different ICT 

solutions, i.e., wearable, non-wearable, or fusion ICT solutions, data parameters are 

extracted mainly from sensors. The data to be processed can be either human-

generated as images, audio, or video files or machine-generated as log files generated 

by operating systems and network management log files, although processing is carried 

out by the machine. The data processed is either processed in patches when similar 

data are grouped and processed together or in real-time where data is processed 

immediately. Figure 3.3 shows how artificial intelligence, machine learning, and data 

science are interconnected to provide data processing techniques that serve the 

accurateness of the processed data. 
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Figure 3.3: Data processing in ICT. 

   Artificial intelligence and data science are a broad domain of applications, systems, 

and more that target the replication of human intelligence through machines. To help 

computers learn automatically, artificial intelligence binds large amounts of data 

through iterative processing and intelligent algorithms. Artificial intelligence uses logic 

and decision trees. Data science deals with both structured and unstructured data and 

operates by sourcing, cleaning, and processing data to derive meaning out of them for 

analytical purposes. 

   Analytical methods (ANS) and machine learning methods (MLM) are methods used in 

data processing [23]. Analytical methods are derived from classic techniques which use 

statistical models to obtain clarification from data for prediction. Linear regression, time 

series, and transformations are examples of the analytical methods performed. ICT 

solutions based on ambient sensing systems use event sensing techniques. This sensing 

technique is carried out using vibrational data that are useful for the monitoring, 

tracking, and localization of the user of the system. ICT solutions with cameras perform 

image processing techniques. Different types of image processing methods are 

performed based on the requirements of the data to be collected. For example, to 

recognise the lying or standing posture of a user, spatiotemporal features of the user 

are extracted while in scene, i.e., the weight, skin color, ratio of silhouette height, width, 

and orientation of main body axis. 
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   On the other hand, machine learning methods depend on complex algorithms to 

achieve a closer interpretation of the collected data with the aim of predicting output 

decisions as in neural networks. Neural networks allow the operating system to learn 

from observational data. Neural networks are considered one of the best machine 

learning methods since they address many challenges in image recognition, speech 

recognition, and natural language processing. As for camera-based fall detection ICT 

systems to achieve insight from the data for fall detection and even prediction, different 

methods that can be used are support vector machine (SVM) techniques as presented 

in Sakr et al. [34], Gaussian distribution of clustered knowledge, naïve Bayes, multilayer 

perceptron, and decision trees [29]. 

3.2.2 Different Categories of ICT Solutions 

   The range of ICT technologies varies between quite simple and very sophisticated ICT 

solutions, all having the common objective of improving the QoL of older people. Such 

ICT solutions can range from smart home systems and telehealth applications to 

reminder functions, fall detection/prediction/prevention systems, smartphones, etc. 

[35]. Figure 3.4 gives the different categories of ICT solutions. 
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Figure 3. 4: Different categories of ICT solutions from the simplest technologies (e.g., basic ICT) to the 

more complex solutions (e.g., smart homes and telehealth). 

   Older people already use a wide range of ICT solutions in their daily lives. Such ICT 

solutions that are home-based, as televisions and microwave ovens, as well as 

computer-based technologies as internet and emails are considered Basic ICT 

Technologies. Basic ICT solutions have a positive impact on the QoL of older people 

living in their homes [36]. For example, internet-based technologies allow changes in 

older people’s health behavior using different interventions as self-help programs and 

customized health-related data presentation through matching personal data to 

reachable interventions. 

   Social Communication Systems as mobile phones allow older people to stay in touch 

with their family members, caregivers, and clinicians or care providers. Social 

communication systems benefit older people living in their own environment by 

permitting social interaction using ICT solutions as video calling, thus decreasing 

isolation and depression levels in the older population as well as affecting older 
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people’s health and level of life satisfaction positively [37]. Despite the advantage of 

allowing remote social communication, it is feared that ICTs could elevate the feeling 

of loneliness of older people living in their own environment [38]. Video conferencing 

ICT systems are also considered social communication systems. An example of such a 

system is those supporting older people with chronic diseases. These systems provide 

access to older people’s support around the clock and deliver a user-centered social 

care system interconnected to tele-medicine processes [39]. 

   Smartphone Healthcare Systems give older people the opportunity to access their 

own health data and collaborate in their own healthcare process through accepting 

services that improve their health behavior. These systems provide older people with 

lifestyle guidance, fitness exercises, chronic disease management, as well as providing 

public health surveillance [40]. 

   Smart Home Solutions and Environmental Monitoring Systems provide older people 

with a collection of procedures based on various devices and sensors displayed in their 

living environment. Such ICT solutions enable monitoring and management of older 

people’s health using telehealth applications with the aim of improving their QoL and 

supporting their physical independence. Examples of smart home solutions and 

environmental monitoring systems can be fall detection systems, daily activity 

monitoring systems, and medical condition monitoring with vital data analysis. Such 

solutions address clinical syndromes through providing assurance and emergency 

assistance to the user and thus reducing caregivers’ burden [41]. These systems allow 

the older user to be more involved in decision-making rather than being only the 

recipient of clinical decisions taken by clinicians [42]. 

   Robotics is expected to play a major role in the healthcare of older people in the future 

[43]. Robots vary in the role they perform in helping the user to live actively and 

independently in their own environment. Robots fluctuate between service robots that 

support older people to perform daily activities and robots that act as social 

companions. Robotics is mainly applied in systems addressing mental health conditions 

since it has an impact on emotional, physiological, and social health [44]. 
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   Telehealth and Human Monitoring are addressed mainly to home hospice people and 

their caregivers. They provide different monitoring services such as functional services 

as sleep quality monitoring, safety services as detecting environmental hazards, 

physiological services as monitoring vital health parameters, and security services as 

alert alarms. Such monitoring technologies aim to increase the independence of the 

user through allowing real-time intervention just in time and provide him/her with 

acceptable support. Telehealth and human monitoring solutions enable the 

empowerment of the older user, the caregivers, and family members by permitting 

their involvement in the daily care process [45]. 

   Assistive ICT for Dementia and Dependent People provides older people with chronic 

diseases such as dementia with more independence, safety, social communication, and 

an enhancement in activity performance. Thus, such solutions improve the QoL of older 

people living in their own environment. Older people using these systems are provided 

support in different areas of delivery of information. The provided support can be 

concerning their dementia symptoms, social interaction, health monitoring, and 

general safety. This type of ICT solution can increase its users’ self-confidence and 

reduce levels of social isolation. These systems are proven to increase the feeling of 

safeness and reduce the feeling of fear and anxiety in older people with dementia [46]. 

3.2.3 Development of ICT Solutions 

   The main four themes that emerged throughout the development process of ICT 

solutions are: technology acceptance and readiness, novel patient monitoring and 

smart home technologies, intelligent algorithm and software engineering, and robotics 

technologies [47], as presented in Figure 3.5. 
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Figure 3. 5: A detailed view of the development process of ICT solutions with its different aspects. 

   ICT Technology Acceptance and Readiness involves studies that took place in the early 

2000s and is considered to be the first era of technology research for the aging society. 

In this phase, researchers examined older people’s acceptance of monitoring 

technologies using non-wearable sensors such as electronic health systems and smart 

home-based technologies using bed, motion, kitchen safety, and fall detection [31,32]. 

In addition to older people’s acceptability, other studies investigated the usefulness, 

feasibility, and privacy of assistive tele-monitoring systems [33,34]. 

   Novel Health Monitoring and Smart Home Technology are more sophisticated ICT 

systems that emerged after the year 2000. This type of system uses both wearable and 

non-wearable sensors. Such systems rely on interaction between sensors, mobile 

devices, cloud servers, and supervised machine learning approaches, novel protocols 

over SMS to allow communication between the older user and caregivers [35,36]. It was 

recognized that the blending of telemonitoring intervention with smart home 

technologies enhanced older people’s skills in problem solving and self-efficiency in 

managing their medical conditions [37]. 

   Intelligent Algorithm Development and Software Engineering became of great interest 

for research after 2010. This period is the second era of technology research for the 

aging society. In this phase, researchers explored the development of prototype 

systems, the establishment of new sensor-based smart home technologies, assistive 
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robots’ development, and the conceptualization of new AI and machine learning 

solutions. This development in technology led researchers to the capability of 

developing new sophisticated AI algorithms and advanced context acquisition methods 

for advanced analyzation and automation of complex tasks [30]. An example of 

different intelligent algorithms is those involved in collecting data about the user’s 

environment and can predict potential problems for better decision-making (data 

mining algorithms). Examples of software development include the usage of context-

aware middleware that can sense and respond to the user’s environment, the 

employment of pyroelectric sensors and infrared optoelectronic components with the 

aim of detecting electromagnetic radiation, and analyzing the collected data to monitor 

and manage user’s daily activity [38,39,40]. 

   Robotics Technologies emerged around 2010. There are various robotic technologies 

that affect older people’s healthcare. They vary between advanced AI robotic 

technologies and simple assistive robotic activities [40,41]. Telepresence robots, 

companion robots, home automation and domestic assistive robots, rehabilitation and 

health monitoring robots, and reminder robots are examples of robotic systems that 

can be integrated with older people’s healthcare monitoring and management 

solutions. It is revealed that the development and multidisciplinary nature of robotic 

systems played an important role in providing better interaction with the aging 

population as well as contributing to therapeutic benefits [30]. 

   Over the last decade, different ICT solutions concentrating on AI and machine learning 

or focusing on the development of context-aware and adaptive technology rapidly 

emerged. The systems concentrating on AI and machine learning and using sensors and 

smart home devices have the aim of investigating user perception, barriers, and novel 

system development. Other systems focusing on the development of a context-aware 

technology have the aim of being integrated into any environment, collecting 

information from different sensors and devices concerning temperature, geographic 

location, and user preference as well as delivering relevant data based on the older 

user’s unique set of variables. Sapci et al. [47] announced that the use of AI and 
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sophisticated algorithms in the healthcare monitoring and management of older people 

can improve the accuracy and progress of the analytical techniques performed, thus 

making the monitoring and management process faster and more accurate. 

3.2.4 Examples of ICT Solutions 

   ICT solutions can help older people to manage their chronic conditions on a day-to-

day basis. The use of ICT solutions can handle age-related physical and cognitive 

impairments aiming to prolong the functional capacity of older people, delay their 

institutionalization, and increase their autonomy and participation in society.   

   Employment of ICT solutions for the early detection of chronic conditions enables 

older people’s self-management of personal health records and use of a management 

tool that integrates different aspects of an older person’s healthcare, including medical, 

social, and emotional issues. Older people with chronic conditions living in their own 

environment can be provided with adequate medical care and guaranteed health 

services through the use of efficient ICT networks [48].   

   Such ICT solutions involve continuous remote monitoring of older people for the 

management of different health conditions such as hypertension and blood pressure 

and improve the prediction of new health conditions, as well as older person’s 

medication adherence. 

   ICT solutions permitting older person-centered care for diabetes mellitus involve 

blood glucose monitoring by telemonitoring systems, internet applications, and mobile 

devices. Such ICT solutions include smart algorithms to control blood glucose levels as 

decision-making processors.   

 ICT solutions allowing older person-centered care for chronic heart diseases provide 

the potential for health ambulatory monitoring and enable remote coordinated care by 

healthcare providers. The scope of advanced monitoring includes electronic weight 
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scales, blood pressure (BP) meters, thermometers, as well as accelerometers for 

activity-monitoring and sleep-monitoring devices. 

   ICT solutions enabling older person-centered care for chronic obstructive pulmonary 

disease (COPD) include video or telephone links with healthcare providers either in real 

time or using store-and-forward technologies, internet-based telecommunication 

systems with healthcare providers, wired and wireless telemonitoring of physical 

parameters such as spirometry, respiratory rate, blood pressure, or oxygen saturation, 

pulmonary rehabilitation solutions with home-based video conferencing-supervised 

exercises and counselling, and telemonitoring of older people on home mechanical 

ventilation (HMV). 

    ICT solutions permitting older person-centered care for stroke mainly address 

physical care, consultation, and education. Such solutions provide monitoring services 

through integrating measurement devices, innovative interaction paradigms, 

customized motorial/cognitive neuro-rehabilitation treatments, continuous health 

status monitoring, cloud, and interoperable information systems.   

    ICT solutions allowing older person-centered care for cognitive impairment can 

support autonomous outdoor mobility, empowering participation in social events of 

older people with mild dementia. Such functionality is supported by assistive 

technology devices (ATDs), typically in the form of wearable devices which contain 

hardware and software that create a location-based service using global positioning 

system (GPS), cellular, and other signals.  

     Fall prevention intervention ICT solutions include fall detection and prevention ICT 

services to help older people live independently in their own environment by providing 

assistive support to clinical decisions. These ICT solutions concentrate on reducing fall 

risks and help older people to overcome them. Hamm et al. [49] parcelled fall 

prevention ICT solutions into four categories.    

   Pre-fall prevention intervention ICT solutions are ICT solutions targeting older people 

at risk of falling but who have not experienced any falling event yet. Such ICT solutions 
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focus on the functional ability of the older user, supporting older people at risk of falling 

with services such as targeted physical activities and educational programs. These 

solutions have the aim of overcoming various intrinsic fall risk factors as balance, muscle 

strength and cognitive decline, and vision [8,50,51]. In this category of ICT solutions, 

gaming consoles as Wii and Xbox are deployed. For this reason, this category of fall 

prevention ICT solutions was excluded from the review.    

   Post-fall prevention intervention ICT solutions are ICT solutions focusing on older 

people who have previously experienced a fall by providing support to eliminate their 

risk of encountering future falls [47]. This category of fall prevention ICT solutions 

includes diagnostic assessment functions aiming to deliver re-active intervention to its 

users. These solutions include fall prediction solutions in this review.    

   Fall injury prevention intervention ICT solutions are ICT solutions that aim to enable 

assistive communication between older people and their care providers or clinicians. 

These systems include fall detection systems in this review. Fall injury prevention 

intervention ICT solutions target three main intervention types: activity monitoring, fall 

detection, and medical assistance. These solutions include fall detection solutions in 

this review.  

     Cross-fall prevention intervention ICT solutions are ICT solutions that support older 

people by delivering a blend of the previously mentioned fall interventions. This 

combination of different interventions has the aim of helping older people to manage 

their health conditions and to live independently in their own environment, using 

different ICT services that permit assistive collaboration between all older people, 

caregivers, and care providers. This category of ICT solutions includes fall prevention 

solutions in this review.  
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3.3 State of the Art and Research Results: ICT Healthcare 
Solutions for Assistive Living in the Aging Population 

3.3.1 Research Question and Its Impact on the Analysis Process 

   This review sought to analyze health-related ICT solutions for the aging society. The 

performed analysis was based on our research question of whether the available 

health-related ICT solutions are effective, reliable, and acceptable in terms of 

encouraging active and independent living in older people, satisfying their needs, 

improving their QoL, as well as making it affordable [9]. There are several prototype and 

commercial ICT solutions for pervasive healthcare monitoring for older people with 

chronic diseases. It is observed that the focus categories include cognitive decline and 

mental health, fall detection, prediction and prevention, heart conditions, chronic 

obstructive pulmonary disease, diabetes, and strokes. Table 3.1 lists ICT solutions 

covered in this systematic review under each medical condition. These technologies 

having the main aim of detecting changes in vital signs of the older person’s health do 

not need to be embedded in the living environment [41,52]. 

Table 3. 1: Conditions/behaviors addressed by technologies (n = 63). 

 

    In a systematic review of the available ICT healthcare solutions for assistive living of 

older people between 2010 and 2014, ICT healthcare solutions were classified based on 

Medical condition and disability addressed #papers Study 

Cognitive decline and mental health 16 [11,12,13,14,47,53,54,56,57,58,59,60,61,62,63, 64] 

Stroke 6 [65,66,67,68,69,70] 

Monitoring heart conditions 6 [15,71,72,73,74,75] 

Chronic Obstructive Pulmonary Disease 5 [76,77,78,79,80] 

Diabetes mellitus 6 [14,81,82,83,84,85] 

Fall Detection 7 [26,86,87,88,89,90,91,92] 

Fall prediction 9 [93,94,95,96,97,98,99,100,101] 

Fall prevention 7 [102,103,104,105,106,107,108] 

Total 63  
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the major chronic illnesses of older people such as cognitive decline and mental health 

[55], monitoring heart conditions [73], obstructive pulmonary disease [80], fall 

prediction [91], and disease/disability prediction/health-related quality of life [109]. 

   In another systematic review of the ICT healthcare solutions proposed between 1990 

and 2018, the technologies were classified as either having the purpose of extending 

and sustaining older people’s independent living in their own environment 

[12,14,15,59,62,65,66,68,69,76,78] or assisting and simplifying caregivers’ activities 

[13,53,55,59,61,62,74,82]. It was stated that most of the discussed solutions were 

connected to specific chronic diseases such as Alzheimer disease and other dementias, 

diabetes mellitus, and stroke. With very few exceptions, most of the available ICT 

solutions were either in the research and development phase or early prototype phase. 

3.3.2 Results of the Analysis 

   Our review determined that the analyzed studies focused on accepting available ICT 

technologies, developing new healthcare-monitoring and smart home technologies, 

enabling real-time channeling of data, and creating and integrating AI algorithms into 

ICT solutions. In this systematic review, the articles investigated included either 

randomized control trials (RCTs) or qualitative research of healthcare monitoring and 

management ICT solutions. 

   Table 3.2, Table 3.3, Table 3.4, Table 3.5, and Table 3.6 cover ICT solutions for 

assistive living of older people with different medical conditions: cardiovascular disease, 

cognitive impairment and other dementias, COPD, diabetes, and stroke. In each table, 

the ICT solutions belong to different time frames and use different categories of ICT 

technologies or multicomponent ICT interventions. 
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Table 3. 2: ICT solutions for assistive living of older people with COPD.

 

Table 3.3: ICT solutions for assistive living of older people with Heart Conditions. 

 

 

Study Project name Year  Type & design Objective Findings  Limitations 

Antoniades et 
al. [77] 

COMMONWELL 
Project: Early 
Intervention and 
Telehealth for COPD 
Patients - Milton 
Keynes. 

2011 Pilot study. Telecare equipment 
(social alarm) and telehealth 
monitors in patients’ homes. 
Telehealth readings and alarm 
calls at a joint call centre. 

To improve the care for older 
people with COPD through an 
integrated telecare and telehealth 
service. 

Developed and implemented integrated 
services supporting effective management 
of chronic diseases and addressed reduced 
mobility, vision, or hearing. 

Not mentioned 

Pedone et al. 
[78] 

“SweetAge” 
monitoring system:  

Efficacy of 
multiparametric 
telemonitoring on 
respiratory outcomes 
in older people with 
COPD. 

2013 RCT: A randomized controlled 
trial. Placed on the user’s body. 
Consists of a wristband with 
sensors, a pulse-oximeter, a 
mobile phone.  

Telemonitor user’s oxygen 
saturation, heart rate, near-body 
temperature, and physical 
activity to evaluate the solutions 
efficiency in reducing 
hospitalization of older people 
with COPD.  

The study showed the ability to detect 
respiratory events timely using an 
automated wearable system that is 
easy to use by older people. It is 
concluded that the solution eliminated 
the risk of hospitalization by 33%. 

 

Lower incidence of events, 
large confidence interval 
around the focus point. 

Johnson et al. 
[79] 

KERSA Project 2013 KSERA Solution included a robot 
controller to control robot 
behaviour, a rule engine, and 
three databases. The system 
assures connection and 
coordination between the three 
components.  

 

Provide a framework to 
enable independent living of 
older people in smart homes 
through functional and social 
interaction with a robot. 
 

The study fulfilled the older people’s 
needs through providing the following 
services: health and behaviour 
monitoring using a mobile robot, 
environment monitoring using a robot 
integrated with smart household 
technology, provide audio and video 
communication services with 
caregivers. 

Robot was expensive and 
lacks the ability to navigate 
in domestic environments. 
 
 
 
 
 
 

 

Study Project name Year Type & design Objective Findings 
Limitations 

Wade et al. 
[71] 

Telemonitoring With 
Case Management for 
Seniors with Heart 
Failure. 

2011 
RCT. A randomized clinical trial.  

Designed to allocate older people 
with high-risk HF using case 
management (THCM) versus 
case management (CM) alone. 

Allow health management of older 
people with risk of heart failure by 
providing nurse case management 
services through telemonitoring. 

 

Effective implementation of heart 
failure telemonitoring intervention. 

 

The developed 
solution had no 
impact on lower 
levels of overall 
morbidity and 
mortality. 

Muuraisking et 
al. [15] 

V2me Project 
Evaluating the first steps 
in mobile friendship 
coaching. 

 

2012 Pilot evaluation report - a 
prototype of V2me system  

Develop a user-centred design 
addressing loneliness issues in older 
people through the use of an easy-to-
use technology including touch 
screen devices. 

 

The importance of constant older 
person involvement throughout 
development, implementation, 
training, and support while using of 
the developed system. 

 

The final product was 
useful only to older 
people that have 
pronounced needs. 

Hervas et al. 
[72] 

Mobile monitoring and 
reasoning methods to 
prevent cardiovascular 
diseases. 

2013 Use of mobile phones and 
sensors with Bluetooth 
communication. An integrated 
rule-based decision support 
solution.  

 

To monitor risks of heart diseases in 
older people using mobile phones 
through developing an end-to-end 
software application. 

 

Developed and evaluated an end-
to-end solution for monitoring that 
can be used by patients, caregivers 
and doctors and uses smartphones. 

The developed 
solution showed only 
69% acceptance rate 
by older people. 

Rifkin et al. 
[73] 

A randomized, 
controlled clinical 
effectiveness trial of real-
time, wireless blood 
pressure monitoring for 
older patients with 
kidney disease and 
hypertension. 

2013 
RCT. Telemonitoring device that 
pairs Bluetooth-enabled blood 
pressure cuff with an internet-
based hub. 

 

To monitor blood pressure of older 
people at home to improve blood 
pressure management of older 
people with kidney disease. 

Greater sharing of data between 
older people at home and their 
clinicians using a low-cost wireless 
monitoring method. Improvement 
in blood pressure management. 

 The study had small 
sample size and was 
performed over a 
short duration. 

Kantoch et al. 
[75] 

Recognition of Sedentary 
Behaviour by Machine 
Learning Analysis of 
Wearable Sensors 

2018 
A Prototype of a designed shirt 
for activity recognition. 
Development of a method for 
gathering data from multimodal 
sensors and machine learning 
algorithms.  

Obtain qualitative measurement 
older people’s physical activity 
throughout developing a method for 
sedentary behaviour recognition. 

 

High accuracy in detection of 
sedentary behaviour using smart 
shirts and machine learning 
techniques. 

 

The detected set of 
activities is limited, 
advanced research is 
required. 
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Table 3.4: ICT solutions for assistive living of older people with Cognitive Impairment and other 

Dementias. 

Table 3.5: ICT solutions for assistive living of older people with Diabetes mellitus 

 

 

Study Project name Year Type & design Objective Findings  Limitations 

Mitseva et 
al. [110] 

ISISEMD Project 
Intelligent System for 
Independent Living 
and Self-care of Seniors 
with Mild Cognitive 
Impairment or Mild 
Dementia. 

 

2009 
RCT: One-year randomized 
control trial in real-life 
conditions in four European 
countries. 

Pilot evaluation report. 

Provide support for older people 
enabling them to live safely at home, 
supporting them with daily basic 
activities, permitting their social 
interaction with family members and 
caregivers to prevent their social 
isolation. 

 

Delivered environmental monitoring 
and management services. Provided a 
mobile localization system. Assisted 
older people with reminder functions 
and communication and 
videoconferencing services. 

 

Solution was in 
initial phases. 
System was not yet 
installed in the 
selected pilot sites. 

Gellis et al. 
[58] 

ALFRED Project 

Personal Interactive 
Assistant for 
Independent Living 
and Active Ageing. 

2013 
The ALFRED system 
consisted of three major sub-
systems: 

- Client, on mobile device. - 
Server components. - A web 
portal. 

-To empower older people to live 
independently. 
- To prevent age-related physical and 
cognitive impairments 

- To improve caring by offering direct 
access to vital signs for caregivers. 

Provided older people with user-
driven interaction assessment, 
personalized social inclusion, 
personalized and effective care, and 
prevention of physical and cognitive 
impairment. 

 

Not mentioned 

Hwang et 
al. [60] 

Co-Designing Ambient 
Assisted Living (AAL) 
Environments: 
Unravelling the 
Situated Context of 
Informal Dementia 
Care. 

2015 A user-centred design 
including a UCD model that 
studied users, designed a 
problem space, and built and 
evaluated prototypes. 

 

- To identify and address the activities 
and situations for which older people 
needed AAL support. 

- To describe how older people can 
specify and obtain their needs. 

Developed an activity-assistance AAL 
solution providing video 
demonstrations for older people and 
personalized the developed AAL 
system to older people’s unique 
needs. 

Sample size was 
small, included only 
females from one 
community-based 
support agency. 

Alberdi et 
al. [64] 

Smart home-based 
prediction of multi-
domain symptoms 
related to Alzheimer’s 
Disease. 

2018 A regression analysis of smart 
home-based behaviour data. 
Longitudinal smart home 
data labelled with 
corresponding activity classes 
and extracted time series 
statistics containing 10 
behavioural features. 

-to develop tools for detecting earliest 
stages of age-related disorders like 
Alzheimer’s Disease. 
-to evaluate the possibility of using 
unobtrusively collected activity-aware 
smart home behaviour data to detect 
multimodal symptoms to be impaired in 
AD. 

-Created regression models to predict 
symptoms. -Built classification 
models to detect reliable absolute 
changes in the scores. -Used 
SmoteBOOST and wRACOG 
algorithms to overcome class 
imbalance. – Showed that activity-
aware smart home data can predict 
mobility, cognition, and depression 
symptoms in the older person. 

Early models of the 
system. Results 
require completion 
and improvement.  

 

Study Project name year Type & design Objective Findings  
Limitations 

Costa et 
al. [83] 

VirtualECare: Group 
Support in 
Collaborative 
Networks 
Organizations for 
Digital Homecare 

2009 A study on the introduction 
of collaborative networks in 
the care of the older people as 
Group Decision Support 
Systems (GDSS). 

To monitor and allow interaction 
between older people and 
caregivers through developing an 
intelligent multiagent system 
interconnecting to other 
computing systems running in 
different healthcare institutions, 
leisure centres, training facilities 
or shops. 

Project in planning phase.  

Allow clinicians to achieve 
better analysis results from an 
older person’s Electronically 
Clinical Profile (ECP) by the 
development of Group Decision 
Support Systems (GDSS) in the 
healthcare. 

Incomplete system. 
Multiple unrecognised data 
sources as unreachable 
sensors, incomplete user’s 
Electronic Clinical Profile. 

Jara et al. 
[14] 

Movital: An internet 
of things–based 
personal device for 
diabetes therapy 
management in 
ambient assisted living 
(AAL) 

2011 

 
Movital includes the module 
SkyeModule M2 from 
SkyeTek for contactless 
identification to identify 
patients, and load patient 
health profile, and the 
module Jennic JN5139 for 
Wireless Sensor Networks 
(WSN) communications. 

It provided a diabetic older person 
with an electronic personal device 
that stores blood glucose readings 
and gave advice about the next 
meal and insulin injection. 

 

Supported an older people’s 
profile management service 
implementing personal RFID 
cards and provided global 
connectivity between older 
person’s personal device and 
care providers or clinicians, and 
developed a desktop application 
to manage user’s personal 
health cards, glycaemic index 
information system, and user’s 
web portal. 

Not mentioned 

Salvo et 
al. [85] 

SWAN-iCare (smart 
wearable and 
autonomous negative 
pressure device for 
wound monitoring and 
therapy). 

 

2017 
A study on monitoring 
diabetic foot and venous leg 
ulcers using temperature and 
pH sensors 

To allow continuous monitoring of 
foot ulcers associated with 
diabetes. 

PH sensor showed to be suitable 
for pH measurement in 
laboratory trials. 

Sensors required clinical 
validation. 
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Table 3.6: ICT solutions for assistive living of older adults that encountered a stroke. 

 

  

   An in-depth analysis is carried out regarding the sensing technologies, smart 

technologies, and novel methods used in ambient assistive living (AAL) of older people 

with chronic diseases. Other aspects discussed in the analysis are the user interface, the 

older user, as well as the maturity level of the available ICT technologies. Finally, this 

paper reviews the older people’s acceptance and satisfaction of the discussed ICT 

technologies. 

   Table 3.2 provides examples of different categories of ICT solutions for older people 

with COPD. We selected a few articles discussing ICT solutions for older people with 

COPD as in Antoniades et al. [77]. The COMMONWELL project [76] allowed the 

combination of social care and healthcare for older people with COPD through 

developing an integrated e-care solution. Both client and server web services were 

implemented following a common interface. The services implemented provided an 

interface to exchange information such as username, ID, gender, social security 

number, call reason, user’s current medication, diseases, and allergies, etc. The 

proposed ICT solution providing telecare services for COPD patients showed positive 

effects on the older users’ mental health. The user’s feeling of security increased, 

whereas hospital admissions decreased throughout the study duration. The KERSA 

project [79], on the other hand, used sensors and devices, speech recognition and 

generation methods, robotic services, person-aware navigation techniques, an audio 

 

Study Project name Year Type & design Objective Findings  
Limitations 

Pastorino et 
al. [67] 

CogWatch project: 
Preliminary Evaluation of 
Personal Healthcare 
System Prototype for 
Cognitive eRehabilitation 
in a living Assistance 
Domain. 
 

2014 Prototype phase.  

Designed to promote 
independence in activities of 
daily living for older people 
with apraxia. Included a 
Kinect and a set of sensors. 

To collect data for executed tasks 
and movements of an older person 
to permit recognition of any 
action errors. 

 

Showed 99% success in storing data 
correctly in terms video records, 
tracking records, and streaming 
records. The ability to analyse the 
behaviour of external devices. 
Analysis of the behaviour of the 
external devices, i.e.  Kinect, smart 
watch, and sensored tools.  

System should be more 
flexible for use by older 
people, who required an 
improvement in the user 
interface.  

Oliver et al. 
[70] 

Ambient Intelligence 
Environment for Home 
Cognitive Telerehabilitation. 

2018 A study that uses smart 
sensors, actuators, and a 
headset to implement a Fuzzy 
inference system with an 
attempt to take place of a 
clinician. 

 

To analyse the movement of upper 
extremities of an older person by 
capturing his/her body shape 
using a Kinect depth camera. 

 

Provided both older people and their 
care providers with greater power 
and control.  

Sample size was limited.  
Faced older people’s fear 
from the increasing 
dependency of 
rehabilitation on machine 
automation. 
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and video communication service, and eye contact and emotional monitoring to assist 

older people with COPD in living independently. It integrated smart home technology 

with assistive robotic services to serve older people’s needs. 

   Table 3.3 provides several ICT solutions for older people with heart conditions that 

use different approaches. The V2me project [15] developed an ICT solution for older 

people with heart conditions. V2me (Virtual coach reaches out to me) was an Ambient 

Assisted Living Joint Program (AAL JP) project that involved social network activities to 

enhance the quality of life of older people. The V2me project idea came up within 

another AAL JP project called A2E2 (Adaptive ambient empowerment of older people). 

The A2E2 project included a virtual-coach-assisted system that supports older people 

having diabetes type II and cardiovascular diseases with their lifestyle management. 

The developed system was implemented on an all-in-one PC having a touchscreen 

located in the older person’s home. The V2me system aimed to tackle aspects of the 

social behavior of older people, mainly loneliness. It developed a user-centered 

designed system and implemented it on touchscreen devices to diminish loneliness in 

older people. Hervas et al. [72], on the other hand, developed an end-to-end software 

application that monitors the risk of heart diseases in older people, integrating a 

smartphone, sensors, high response speed, and rule-based decision support services in 

one system. This system benefits all the older persons, caregivers, and care providers. 

Kantoch et al. [75] developed a cardiovascular risk-based system that automatically 

recognizes any inactive behavior related to the heart and quantitatively measures older 

people’s physical activity. The system collected data from multimodal sensors, used a 

machine learning algorithm for activity recognition, and applied an experimental 

protocol for validation. 

   Table 3.4 consists of a group of selected ICT solutions that made a difference in the 

assistance of older people with cognitive impairment and other dementias as in existing 

works [44,56]. The ISISEMD project [110] provided a services package that allowed 

caregivers to remotely support older people whilst tolerating ethical rules and 

permitted family members to communicate and support older people with cognitive 
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impairment and other dementias in their independent living. This system deployed 

environmental monitoring and control, a mobile localization system, a tele-care service, 

reminder functions and brain games, and communication and videoconferencing. 

Alberdi et al. [64] developed a smart home-based system to detect multimodal 

symptoms related to Alzheimer’s disease. This system used sensors, devices, 

environmental sensors, and machine learning software to evaluate mood and 

cognition. The developed system measured the level of an older person’s mobility using 

the Arm Curl test. It detected changes in the older person’s cognitive and mobility skills. 

The model discussed is an early model. The need for collecting more data and 

integrating machine learning algorithms is intended as future work with the purpose of 

building accurate prediction models and adjusting to imbalanced detection problems 

prior to the system’s implementation in the real world. 

   Table 3.5 provides selected ICT solutions for older people with diabetes mellitus as in 

existing works [81]. Earle et al. [84] developed a mobile telemonitoring system for older 

people with diabetes; this system has the potential for delivering intensified care to 

improve blood pressure control, and its use may be associated with reduced exposure 

to hyperglycemia. Blood pressure readings were transmitted wirelessly via sensors in 

the mobile phone to the central server. This system allowed real-time transmission of 

data between users and care providers using a web-based application delivering 

management services. Salvo et al. [84] developed a smart wearable and autonomous 

negative pressure device that benefits from temperature sensors and pH sensors to 

monitor and manage chronic ulcers over time. In laboratory settings, the developed 

system proved to be suitable for pH measurement but still needs clinical validation. 

   Table 3.6 provides selected ICT approaches for the assistance of older people 

encountering strokes. Pastorino et al. [67] developed a CogWatch framework to 

evaluate a platform for the personal rehabilitation of older people that encountered a 

stroke. This framework consisted of the monitoring device, CogWatch, the Client Sub-

system (CCS), and the CogWatch Professional Interface (CPI). The developed system 

was designed to monitor user’s movement and task execution data and recognise the 
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presence of any action error. This monitoring system used a set of sensors, cameras, a 

kinetic device, servers, web application, and a user interface. Oliver et al. [70] 

developed an ambient intelligence environment for the home cognitive 

telerehabilitation of older people. This system aimed to provide users with more self-

reliance, using a headset for emotional detection, a Kinect version 2, a Glove 

vibrotactile sensor, servers, and web-based services with client applications. 

   Most of the ICT solutions used for the different chronic diseases use web or mobile 

applications that need to be more interactive and user friendly. Several solutions 

consider speech recognition to process user input. A large group of the solutions 

considered non-invasive sensors (in terms of privacy and personal space) which are 

creditable. Almost all the solutions consider the older person as the user and consider 

a collaboration between the older person, caregiver, and, in some cases, the care 

providers. It is noticeable that almost all the ICT solutions discussed are at the R&D or 

prototype level. Most of the solutions did not report technology acceptance or user 

satisfaction. The solutions ranged between health monitoring and management and 

activity monitoring with the inclusion of an alert system or reminder service for users. 

   Table 3.7 provides fall prediction ICT solutions for assistive living of older people. Fall 

prediction interventions [93,94,99,100,101] delivered functional, cognitive, and 

environmental assessment to the user. Majumder et al. [96] developed a smart phone-

based fall assessment system by integrating sensor data from a smartphone and a smart 

shoe. The developed system collected the user’s data in any environment using a smart 

shoe containing four pressure sensors with a Wi-Fi communication module. This system 

monitored abnormal gait patterns while performing ADLs. Staranowicz et al. [97] 

proposed a mobile Kinect-based gait-monitoring system for fall prediction that used an 

autonomous robot which monitored the walking patterns of older people during their 

ADLs at home and recognized functional decline. 
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Table 3. 7: ICT solutions for fall prediction systems for assistive living of older people. 

    

   Most of the proposed fall prediction systems did not provide the user with an 

interactive interface, which implies their static nature. Majumder et al. [96] and Almer 

et al. [98] developed static applications that used smartphone sensors to collect fall 

relative data from older people’s behavior while living in their own environment. 

   Table 3.8 presented fall detection ICT solutions for assistive living of older people. Fall 

detection systems included solutions [25,87,88,89,90] that focused on eliminating fall 

injuries. Abbate et al. [88] proposed a fall detection system that integrated an artificial 

neural network and feature extraction machine learning methods to monitor the older 

person’s movement behavior and produce emergency alerts after a fall was detected. 

Wang et al. [92] proposed a refined fall detection system that used on-body smart 

sensors operating in the older person’s living environment to monitor their movement 

behavior. This system focused on the common changes in the user’s movement 

behavior accompanying an accidental fall. These include changes in impact magnitude, 

trunk angle, and after-event heart rate. It collected and analyzed data from an 

accelerometer, smart sensors, and a cardiotachometer to accurately distinguish 

between older people’s ADLs and fall-related behaviors. 

 

Study Project name Year Type & design Objective Findings  
Limitations 

Ferreira et al. 
[95] 

A Pilot Study Testing 
a Fall Prevention 
Intervention of Older 
Adults. 

 

2012 A descriptive study on monitoring 
healthy older wearing sensors people 
while performing different 
movements. System included five 
wireless placed on the user’s wrists, 
ankles, and chest. 

 

To continually monitor and 
display older people’s movement 
and send real-time alarms for fall 
prevention. 

To use a standardized script to 
direct an older person’s 
movement with attached on-body 
sensors. 

The system achieved high 
accuracy levels where sensor 
data output always matched 
video output. 

 

Small sample size. 
Lacked accuracy and 
acceptance of 
hospitalized older 
people.  

Majumder et 
al. [96] 

smart Prediction: A 
Real-time 
Smartphone-based Fall 
Risk Prediction and 
Prevention System.  

2013 A study that integrated sensor data 
of smartphones and a smart shoe to 
predict falls. Smart shoe is designed 
to include four pressure sensors with 
Wi-Fi connection to collect data in 
any environment. 

 

To recognise walking patterns 
and generate an alert message to 
the user in case of encountering 
high risk gait patterns to save 
them from near falls. 

Showed a 97.2% accuracy in 
real-time detection of gait 
abnormalities in users. 

Need to be tested on 
real older people with 
chronic gait 
problems. 

Staranowicz et 
al. [97] 

A Mobile Kinect-based 
Gait-Monitoring 
System for Fall 
Prediction. 

 

2013 
RCT. A randomized control trial to 
monitor human gait during daily-life 
activities through deploying a high-
accuracy motion-capture system. It 
consists of Kinect and a robotic 
platform. 

 

To allow collection of fall-
prediction gait parameters 
without the use of on body 
sensors with unlimited capture 
volume.  

 

The system included a depth 
camera mounted on a robot that 
enabled high accuracy to be 
revealed. 

Gait parameters and 
analysis need to be 
expanded. A 
comparison between 
fall predictions is 
required from 
clinicians.  
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Table 3.8: ICT solutions for fall detection systems for assistive living of older people. 

 

 

   Most of the presented fall detection solutions developed data filtering methods to 

distinguish fall-related behavior from ADLs. These systems function by gathering older 

person’s movement data profiles, detect a fall and send automated alerts to caregivers 

and/or care providers, and filter false detection. 

   There appear to be limited fall detection solutions deployed on game console 

platforms. Both Abbate et al. [88] and Abbate et al. [89] developed on-body fall 

detection solutions. These solutions were implemented on a smartphone that needed 

to be worn by the older user as a wearable device. Most of the presented fall detection 

ICT solutions were set up from three fundamental components, i.e., included a device 

with embedded wearable sensors to collect physiological data from the older user, a 

filtering method to distinguish fall related events from ADLs, and a form of 

communication in case of emergency [111]. 

 

Study Project name Year Type & design Objective Findings  Limitations 

Abbate et al. [88] A Smartphone-
base fall detection 
system 

2012 A prototype of the system was 
tested on a small sample group. 

Used a small external sensing unit 
to eliminate the intrusiveness of 
the system. 

Monitor older people’s 
movement patterns, detect a 
fall, and send automatic alerts 
for caregivers to provide 
support. 

 

Proved that the recognition of fall-like 
activities of daily living (ADL) can 
significantly reduce the number of false 
alarms depending on peculiar features of 
the acceleration patterns of the user. 

The small size of the 
sample group limited 
drawing conclusions 
with high confidence. 

Abbate et al. [89] MIMS: A 
Minimally 
Invasive 
Monitoring 
Sensor Platform 

2012 
A platform for the development of a 
health monitoring system based on 
older people’s needs. It included a 
Virtual hub and a gateway. A gateway 
for communication of captured data 
and enables coordination of signal 
processing and fusion of sensor data. 

 

To predict emergency 
events through analysing 
the physiological signal 
data of the user.  

To allow communication 
of collected data, signal 
processing, and fusion of 
sensor data through using 
a gateway. 

 

Optimized the quality of sensor data 
using a monitoring application that 
joined data acquisition and processing.  

Long Installation time 
was required, coverage 
capability was limited, 
and included privacy 
violations.  

Terroso et al. [90] A Wearable 
System for Fall 
Detection 

2013 A study on the use of a system built 
up from a wearable sensor, a 
smartphone, and a website. 

 

Provide higher 

autonomy to the older 
population, allowing for a 
more active lifestyle. 

Sent an alert using the smartphone to 
family members or when a fall is 
detected. In case of unconsciousness, the 
alert message was sent after a pre-defined 
time interval.  

Carrying the 
smartphone and having 
access to mobile 
network. 

Cabestany et al. 
[91] 

FATE Project 2013 Pilots are organized in three different 
countries under one year, involving 
175 users. Includes accelerometers 
and gyroscopes for reliable fall 
detection.  

To organize a big pilot on 
automatic fall detection of 
older people living at 
home. 

An accurate, real-time detection of falls 
in older people. 

Not mentioned 
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   To detect a fall, a range of information sources need to be exploited. The location of 

the sensor on the older user or in the living environment is important for the fall 

detection process. Terroso et al. [90] developed a fall detection system that collected 

users’ movement data using a wearable accelerometer and sent it to the smartphone 

and server for further analysis. The accelerometer sensor communicated to a 

smartphone application through Bluetooth to perform the analysis. The geographical 

location of the user was logged using a smartphone GPS sensor. The system delivered 

messages to the caregivers in case of emergencies. In other works (for example, Kepski 

et al. [86]), context was the main information source used. Data were conservatively 

collected from older people, and this is considered less intrusive than approaches with 

sensors placed on the user’s body. This approach used a Kinect to detect falls of older 

people in their living environment. This system performed 3D tracking of the users but 

had some limitations such as limited spatial coverage and inability to monitor user’s 

movement while walking. 

   Table 3.9 provides cross-intervention fall prevention ICT projects for assistive living of 

older people with chronic diseases. Shi et al. [102] developed a fall prevention system 

for the assessment of fall risks using a smartphone application. This system detected 

falls after their occurrence using clinical tests for the purpose of preventing fall-related 

injuries. Chou et al. [103] presented another type of fall prevention system. This system 

detected changes in the position of the user from lying to sitting while getting out of 

bed and then sent alarm signals when a risk of falling was detected, allowing immediate 

support by caregivers. 
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Table 3.9: ICT solutions for cross fall prevention systems for assistive living of older people. 

 

 

   The previously mentioned cross-fall prevention intervention systems utilize a full 

range of techniques that correlate with both fall prediction and detection with the 

target of assessing, detecting, and responding to fall risks. In this systematic review, we 

do believe that the wider the range of weaknesses, risks, disabilities, and diseases 

monitored in an older person, the more results we obtain out of the cross-fall 

prevention intervention. Different qualitative fall prevention approaches were 

developed throughout Europe. I-DON’T FALL [106] is a project that analyzed a fall 

prevention system for older people with cognitive impairment. This system showed 

positive effects on older people’s quality of life through reducing their fear of falling 

and the risk of falling and enhanced the older people’s mobility. I STOP-FALLS [107] is 

another project that focused on fall detection and fall-related factors that promised to 

provide a fall prevention system with a wide range of services including a fall risk 

assessment and prediction system and a personal health advisor. The large 

international AAL project ReAAL [108] encompassed older people residing in newly 

 

Study Project name Year Type & design Objective Findings Limitations 

Barban 
[105] 

ModulAAR 2014 
Study protocol. 
A pre- and post-assessment, 
longitudinal, and quasi-
experimental cohort study. 

Study duration was 18 months 
and included 2 pre-
assessments in 7 different sites 
in Austria. 

Use of ICT to help older people 
enhance their QoL through health 
improvement and independent 
living if possible. 

Provided environmental monitoring and 
control, Individual and health monitoring, 
a fall detection system with localization 
and emergency services, reminder 
functions, social interaction application, 
communication, and video conferencing, 
 

Not mentioned 

I DON’T 
FALL 
[106] 

I DON’T FALL 
Project 

2015 
A Medical evaluation report 
and framework. A randomized 
control trial consisting of four 
arms. 
It detects falls and prevent 
injuries and tested by over 500 
older patients across Europe 
for 9 months. 

Enable care providers to monitor 
older people more efficiently and 
cost effectively and equip potential 
fallers with appropriate devices. 

 

key innovations: a robotic rollator – the i-
walker. 

Delivered a fall detection system providing 
the older people with fall prevention 
services as warnings, and technical 
assistance for physical training through 
tele-rehabilitation.  

Not mentioned  

ReAAL 
[107] 

I STOP FALLS 
Project 

2015 RCT, 153 community-
dwelling participants 
performed the program for 16 
weeks. 

Reduce older people’s risk of 
falling. 

 

The developed program reduced user’s 
physiological fall risks. It showed an 
improvement in postural sway, stepping 
reaction, and executive function.  

Small improvement 
in older people’s 
QoL was detected. 

Liu et al. 
[109] 

universAAL 
Project (make it 
ReAAL) 

2016 
An evaluation report of a 
qualitative longitudinal study 
involving pre- and post- 
interviews with older people 
moving to new assisted living 
homes. 

 

The development of a single 
communication platform for 
digital purposes targeting 
psychologically less independent 
older people. 

 

Provided an emergency call system, an 
environmental control system, and a social 
communication system. 

 

Difficulties and 
delays in setting up 
application-level 
service provision. 
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developed assisted living homes equipped with AAL systems. The developed solution 

developed an emergency calling service, a social communication service, and an 

environmental control service through developing 32 applications in different pilot sites 

with the aim of including a very large number of older people from different countries 

in Europe. These applications collected data from users as minimal datasets, surveys, 

real-time tests, issue reporting by user, etc. This solution was not tested by older people 

and faced many challenges on an organizational level, deployment level, as well as user 

recruitment and consent level. 

3.4 Discussion 

   In this systematic review, 63 articles were selected according to their relevance to the 

research question and ICT solutions focusing on the biomedical perspective of aging. 

Then, an analysis of the objectives, impacts, and role of the presented ICT solutions in 

monitoring and managing the chronic diseases, ADLs, and falls and near-falls was 

performed. The analysis performed has sought answers of whether the presented 

solutions were effective, reliable, and acceptable by the aging population. Most of the 

selected papers discuss ICT solutions connected to cognitive impairment and other 

dementias (16×) and fall interventions (24×), while other chronic diseases were 

represented by 5 to 7 articles each (Table 1). 

   In recent years, there has been a high demand for monitoring older people with any 

kind of dementia [11,55,59]. AAL technologies [57] as well as smart home systems 

[55,66] have been extensively proposed as effective ICT solutions for older people with 

dementia and their caregivers. With the objective of a more independent life, these 

solutions monitor the older people using passive and active IR motion sensors [59] or 

video monitoring systems [11,79] depending on the level of accuracy required. 

   Diverse presented research papers that discussed and evaluated the use of ICT 

solutions for AAL of older people. A group of papers discussed the older people’s ability 

and acceptance of using tablets and touchscreen devices [15,60,62,68]. Hwang et al. 
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[60] explained that the developed ICT solutions need to be flexible, customizable, and 

have the feature of Do It Yourself (DIY) to enhance the older people’s healthcare, 

experiences, and relationships while living in their own environment. Muuraiskangas et 

al. [15] emphasized the importance and the necessity of the user’s involvement 

throughout the development, implementation, and testing phases of the developed ICT 

solutions to enable a smooth transfer of the ICT solutions from virtual settings to the 

real world. 

   Currently, the use of multicomponent interventions and smartphones is becoming a 

trend. It is reported that older people living in their own environment have the ability 

of using different ICT solutions such as smartphones and wearable devices [81]. Web or 

mobile applications are generally used in most of the discussed ICT solutions for speech 

recognition. It is observed that non-invasive sensors and smart capabilities are 

becoming a trend in new ICT solutions. 

   Almost all ICT solutions consider the older person as the user. In general, the older 

person, caregivers, and/or healthcare providers are intended to use the system in 

collaboration. The state of development of ICT solutions in most of the publications is 

either R&D or prototype phase. This incompleteness in the development process of the 

solution is predictable considering the nature of the problem, where almost all 

discussed solutions did not announce older people’s acceptance and satisfaction in the 

developed ICT solutions. This problem is caused due to the older person’s distrust in 

using the developed ICT solutions in their daily life, as mentioned in many research 

papers [17,67,72,90]. 

   Almost all ICT solutions as the ones connected to fall prevention focused on deploying 

machine learning techniques and advancing AI algorithms to improve fall detection 

solutions’ levels of accuracy, specificity, and sensitivity. Very limited effort was applied 

on the design and user interface of the developed ICT solutions. Most of the deployed 

applications were static, having the main role of detecting falls as they occur. The 

presence of interactive applications to interact with the users to reduce fall risks was 

not observed in most developed ICT solutions. 
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   It is important to mention that older people need to be willing to wear the device in 

the first place. The user may consider solutions with built-in accelerometers and 

gyroscopes, as the one developed by Abbate et al. [89], but they are intrusive and 

expensive. Alternatively, there are other presented solutions that used camera sensors 

[86], pressure sensors, and audio sensors or brand-specific sensors as Microsoft Kinect. 

Kepski et al. [86] developed a fall detection system that reused a Kinect to collect older 

people’s data while living in their own environment. 

   Almost all the presented ICT solutions used multimodal interaction to collect data 

from the user, control the system, and allow interaction between the users, caregivers, 

and/or care providers using interaction devices. Most approaches used non-interactive 

interfaces, while only some systems presented [88,89] used both non-interactive 

interfaces and touchscreen gestures. 

   As for fall-related ICT solutions, the fall detection and prediction literature appear to 

be overloaded with solutions that monitor user’s activity, detected falls, and sent alerts. 

Nevertheless, there are some challenges associated with these solutions and their use 

in practice. There is a need for more accurate detection of falls with an advanced ability 

to distinguish fall events from ADLs. Another challenge is preserving the user’s privacy. 

One way of preserving the user’s privacy is the use of camera sensors instead of 

wearable sensors. 

   In almost all existing ICT solutions, artificial intelligence employment was reported. 

This means that any increase in the quantity of the user’s collected data will have a 

positive impact on the developed ICT solution. 

   The smart capabilities, the non-intrusiveness, and the possibility of interaction 

between older people, caregivers, and/or healthcare providers, in the discussed ICT 

solutions, highlight the potential that these solutions have in enhancing the quality of 

life of older people with chronic diseases and maintaining their health and wellbeing 

[17]. 
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   Finally, it should be noted that the findings of this review cannot be generalized to the 

heterogenous aging population. Thus, depending on the heterogeneity of an aging 

population, different approaches and technologies are required based on the diverse 

needs of the specified aging population. This indicates a key limitation facing the wide 

adoption of technology in heterogeneous aging populations. Our foundation in 

addressing this limitation would be the development of smart gateways or interfaces 

to be adaptive, learn from the user, and address each user’s unique biomedical and 

chronic needs. 

3.5 Conclusions 

   Based on the literature review performed, the currently available ICT solutions 

considered the subtleties of the disease instead of the wider context, i.e., the chronic 

disease in correlation with the older person’s unique health and capabilities profile and 

the unique characteristics of the lived-in environment. Frequently, many of the 

available ICT solutions are used along the chronic diseases and disabilities rather than 

managing the healthcare and abilities profile of the older person as a whole [17]. 

   After analyzing the various healthcare monitoring and management ICT solutions, 

different research gaps were identified and stated here. The existing ICT solutions do 

not tackle the fusion process of data captured using wearables from both contextual 

and physiological sensors. New data sources need to be identified and more 

comprehensiveness in the developed solutions is required. This implies the need for 

future research on more efficient and sophisticated means of collecting, managing, and 

analyzing data and delivering medical information to caregivers and care providers, 

helping to drive data-informed health care decisions. More insight into the use of data 

analytics and health informatics tools as machine learning, database management, 

cloud computing, predictive analytics, and data visualization is required in future 

research. The developed ICT solutions need user-friendly interfaces and feedback 

techniques for more engagement and empowerment of older people in their own 

healthcare management process. There is a need to address user interface 
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effectiveness, efficiency, and satisfaction by older people in future research. Although 

healthcare providers or clinician’s interactions were included in some of the developed 

ICT solutions, there is a need for interactive, comprehensive, and powerful web 

interfaces to permit effective visualization of older people’s health data and provide 

helpful support [112]. 

   Therefore, deploying comprehensive, interactive, and effective ICT in areas of assisted 

healthcare enables older people living in their own environment to perform 

unsupervised contributions with remote monitoring by healthcare providers, but still 

there is no evidence of the effect of ICT solutions on older people’s health outcomes. 

   Identifying the challenges facing the current healthcare monitoring and management 

solutions for older people makes the direction of future research more evident. In this 

regard, the presence, and the involvement of ICT solutions in assisting older people with 

daily activities in their daily life is increasing. Nevertheless, older people are unwilling 

to utilize ICT solutions with wearable sensors due to privacy and security concerns [66]. 

The mental exhaustion of using wearable technologies is another reason for the 

unacceptability of these technologies by older people. There is thus a need for a balance 

in means of accessing and/or sharing the users’ data while maintaining their privacy and 

security by controlling older person’s data accessibility, recognition of potential attacks 

by security and privacy providers, and ensuring that wireless networks and messaging 

systems are secured. The developed ICT solutions need to be more personalized to the 

user’s requirements, more pervasive, and multifunctional [113,114]. 

   This leads to the identification of user-oriented requirements of smart ICT solutions. 

They need to be designed and implemented targeting user’s acceptance and 

satisfaction of the developed solutions. To fulfil the need of helping older people 

manage their chronic diseases and disabilities while living in their own environment, a 

set of requirements must be addressed by the ICT solutions [115]. Older people are not 

comfortable with the technology being provided due to its unusefulness to them or due 

to the increase in their feeling of being stigmatized and disabled. ICT solutions should 

not be obstructive, thus leading to disuse by the user. The user’s privacy and security 



 

   

75  

while using the solution need to be boldly recognized and understood by the user. The 

ICT solution must be affordable to be owned by older people. Finally, and most 

importantly, the developed ICT solutions need to support older people in staying in their 

own environment as well as moving in various environments. 

   Based on the reviewed literature, one can conclude that the topics of disability 

prediction, health related and independent QoL, and fall prevention are not adequately 

covered in the developed ICT solutions. It is concluded that the developed ICT solutions 

are not flexible, adaptive, or user oriented. They do not provide assistive support for 

any health or disability predictions, and none of the developed ICT solutions can be 

considered to be low-cost solutions [17,109,112]. 
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   The Internet of Things (IoT) is developing at a rapid growth and being integrated into 

several Information and Communication Technology (ICT) solutions. IoT technology is 

increasingly being incorporated into healthcare systems, and widely achieving a 

growing acceptance in different aspects of daily life [1]. Presently, an evolution from 

hospital-centered healthcare systems to hospital-home-balanced healthcare systems is 

in its early stages aiming to become someday home-centered healthcare systems [2]. 

But for such an evolution to develop further, new technologies, system architectures, 

and computing paradigms are required. And, with the development of this evolution 

towards Learning Healthcare Systems (LHS), new challenges occur in system reliability, 

interoperability, low latency response, energy efficiency, mobility, security, and privacy 

This chapter is part of a position paper that has been published in IEEE Transactions 

on Consumer Electronics Journal with the title: “Requirements for Adaptive 

Consumer Gateways in Residential Learning Healthcare Systems: Bringing 

Intelligence to the Edge”.  

N. Fares and R. S. Sherratt, "Requirements for Adaptive Consumer Gateways in 

Residential Learning Healthcare Systems: Bringing Intelligence to the Edge," in IEEE 

Transactions on Consumer Electronics, doi: 10.1109/TCE.2023.3326570. 
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become requirements to fulfill. This extension of healthcare boundaries outside the 

hospital settings, into the consumer domain, aims for the early detection and 

prevention of health deterioration and permitting consumers to live independently at 

home, allowing people with acute diseases and at-risk populations as senior adults to 

be continuously monitored and guided by healthcare providers [3], wardens or family 

members, and to receive advice on their healthcare. 

     In general, an ICT healthcare system architecture consists of three main tiers in the 

context of IoT, a Wireless Body Area Network (WBAN), a gateway device located in the 

vicinity of the WBAN (i.e., edge) allowing continuous connectivity between different 

components of the ICT healthcare system, and a cloud server performing continuous 

data analysis and enabling real-time decision making. Fares et al. [4] presented a 

detailed explanation of ICT healthcare systems, but with Internet connectivity causing 

a limitation to the performance of such systems, particularly in many places in the 

world, and the prohibitive cost of such systems, significant research is currently in 

progress with the aim of adjusting the functionalities of each tier to enable real-time 

decision making locally at the edge. 

Gateways can play a key role in smart healthcare monitoring and real-time decision 

making by storing and utilizing healthcare data locally and to enable the monitoring and 

decision-making process to be more patient/consumer oriented. Traditionally, home 

healthcare gateways have acted as a hub between the body, personal, local area 

networks, and remote healthcare cloud services. But the fact that a gateway’s 

characteristics of processing power, power consumption, and communication 

bandwidth are developing with technological advancements can empower the role of 

the gateway through strengthening its processing power, intelligence and 

masterminded network capabilities leading to the creation of a smart learning 

healthcare gateway. This upgrade in the gateway’s functionalities enhances healthcare 

ICT system’s architecture in terms of scalability, energy-efficiency, reliability, and 

interoperability. To enable these enhancements in the architecture of the gateway, 

edge computing is required. That involves the creation of a computation layer that 



 

   

87  

permits bringing intelligence to the edge and enables the communication between the 

sensors layer and the cloud layer [5, 6]. 

Another limitation to the performance of healthcare ICT solutions is the availability, 

usability, and timeliness of comprehensive data sources to achieve optimal healthcare 

experience for both healthcare providers and consumers. Innovations in the availability 

and application of data, including tools as predictive analytics, Clinical Decision Support 

(CDS), and other knowledge management systems, can precipitate the transmission 

from healthcare documentation to healthcare practice, identify breaches in healthcare, 

and target interventions to the appropriate populations. 

Research into healthcare-based consumer devices has been a hot topic ever since the 

IEEE International Conference on Consumer Electronics, back in 2009, with healthcare 

as the conference theme. Since then, many useful, practical, consumer systems have 

emerged and will be discussed in this chapter. However, this chapter now calls for a 

paradigm shift from the current fixed patient/consumer-based healthcare ICT systems 

to a Learning Healthcare System (LHS) with a resilient data infrastructure to provide 

real-time access to knowledge and automated record of the healthcare experience as 

called upon by the US Institute of Medicine [7] back in 2007. A LHS comprehensively 

brings together information about the healthcare provided and its pursuing outcomes 

to advise innovation in healthcare delivery and to develop new scientific assumptions. 

Such systems can adapt to the consumers’ changing needs over time. This is important 

because patients/consumers could purchase home healthcare LHS gateways, but as the 

patient’s/consumer’s needs change then the gateway can also adapt. Costs can be 

minimized by having standard gateways with adaptation supplied by software. This 

transformation requires the re-engineering of multiple areas of the healthcare system: 

science and informatics, patient and care provider collaboration, transparency and 

value of healthcare outcomes, and development and maintenance of continuous 

learning community [8]. 

LHS is a significant evolution from Evidence-Based Medicine (EBM). Greater 

awareness of LHS is necessary to achieve success in the goal of delivering precision and 
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personalized care. LHS, as described by Institute of Medicine, is a system in which 

“knowledge generation is embedded into the core of the practice of medicine that it is 

a natural outgrowth and product of the healthcare delivery process and leads to 

continual improvement in care” [9, 10]. Friedman et al. [11] described LHS as a system 

which progress in science, informatics and care culture align to generate new 

knowledge as an ongoing natural by-product of the care experience, and seamlessly 

refine and deliver best practices for continuous improvement in health and healthcare. 

Although the transformation of healthcare into LHSs is still in an early stage, several 

examples of LHS models have emerged and will be discussed later in this chapter. 

 LHS was first defined in 2007 by Etheredge [1] to be technology frameworks that put 

major emphasis on the inclusion of patients in decision making to personalize care 

plans. In healthcare, linking available biomedical and environmental data sources gives 

rise to variety and heterogeneity of data. Data sources vary between quantitative data 

as biomedical sensor data, environmental sensor data, laboratory tests, images, and 

qualitative data as statistics and free text. Integrating these data sources with mobile 

and social health to address acute and chronic diseases is the future of LHS. This chapter 

discusses LHS pillars, LHS architectures, and possible data sources used in LHS [12, 13]. 

4.1 LHS Taxonomy 

Lambin et al. [14] modeled LHS to embrace four sequential and infinitely repeated 

phases for the development of a Decision Support System (DSS) that focuses on 

prediction model development, validation, and implementation to enhance patient 

quality of life and preferences, comorbidity, and cost effectiveness. The four phases 

consist of a data phase that collects and mines data from various sources, a knowledge 

phase that exploits knowledge from the collected data through implementing complex 

analytical methods as machine learning, an application phase that employs the 

knowledge gained to enhance healthcare delivery, and finally an evaluation phase that 

analyses the DSS performance. Lambin et al. emphasized the need for data sharing 
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ethos to overcome the limitations of accessing data with sufficient fidelity in relation to 

its veracity, velocity, variety, and volume in LHS. Thus, a federated system that ensures 

public trust is needed to mine data in one or several locations based on a policy 

framework where only organizations and individuals that are members of a learning 

healthcare system are eligible to have access to data. CancerLinQ1 [15], of the American 

Society of Clinical Oncology (ASCO) is one of the initiatives to achieve this goal. 

CancerLinQ used a data centralization approach that faces classical barriers to data 

sharing as human resources; cultural and language difficulties; political and academic 

relevance; legal and privacy issues, etc. [14]. And, to overcome the traditional barriers 

of centralized data sharing proposed by CancerLinQ, novel applications for advanced 

information communication technologies were developed in the euroCAT project2 

under the title of distributed learning which forced the development of data with 

semantic interoperability (machine-readable data). 

 

Figure 4.1: Learning Healthcare Systems Taxonomy [12]. 

Few papers discuss the LHS Taxonomy [16-18]. The Heimdall-integrated LHS 

framework unified the knowledge identified from all three papers into a taxonomy of 

 
1 http://cancerlinq.org/ 
2 www.eurocat.info 
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nine LHS classification types shown in Figure 4.1. Cohort Identification (CI) the first 

operational step in LHS that tails patients with similar traits to reveal the efficiency and 

effectiveness of a medical approach. Deviance evaluates clinical care by analyzing CI 

data and is branched into Positive Deviance (PD) and Negative Deviance (ND). PD 

recognizes beneficial behaviors for inclusion in future clinical practice and identifies 

common characteristics of patients benefiting from a treatment and defines patient 

groups that may benefit from the same intervention. ND determines clinical behaviors 

that negatively affected patient care and the resulting outcome. Risk modelling analyzes 

the CI data for patient and clinical care risks and develops predictive models for each. 

Predictive Patient Risk Modelling (PPRM) identifies groups at higher risk for future 

critical unhealthy events by using patterns discovered in patient datasets. Predictive 

Care Risk and Outcome Model (PCROM) algorithms identify situations of high risk 

resulting from unsafe, delayed, or inefficient care, determine measures of the 

effectiveness of various interventions. Decision making is performed based on CI data. 

Clinical Decision Support Systems (CDSSs) are active knowledge systems that connect 

two or more characteristics of the patient to computerized knowledge bases with 

algorithms to produce patient-specific treatment plans. Comparative Effectiveness 

Research (CER) compares interventions and outcomes within an Electronic Health 

Record (EHR) dataset to determine the most effective treatment. CER identifies patients 

with similar characteristics to the current patient, restoring knowledge on treatments 

that propose optimal health outcomes.  

Intelligent automation makes use of various sources of data such as research data 

and EHR data and involves Intelligent Assistance (IA) and Surveillance (S). IA uses data 

sources to computerize routine procedures such as clinical notes or summing up patient 

health condition before consultations. Surveillance (S) monitors EHR data for outbursts 

of diseases or treatment issues as unhealthy medications or increased frequency for 

post-surgical infections [10, 12]. 

The Heimdall-integrated LHS framework started from these nine LHS classification 

types to record, store, index and present information that flows into and improve the 
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learning processes in Evidence-Based Medicine (EBM) towards delivery of Precision 

Medicine (PM). This enables the achievement of unique individualized patient decision 

practices in LHSs [12]. 

McLachlan et al. [19] discussed barriers to LHS implementation. The most common 

are cost [20], data interoperability and standardization [21], poor data quality and 

integrity [22], informed consent and ethics review complications [23], privacy and 

security issues [24] and slow technology adoption [25]. These issues are seen in the 

same context for adopting EHR/EMR. And since EHR/EMR is a major data source for 

LHS, this indicates LHS is inheriting problems from the EHR/EMR. Thus, adopting 

Heimdall taxonomy and framework that classifies and describes LHS is a major 

requirement in the development of LHS systems to improve the focus on the individual 

consumer’s health, bringing efficient and expedient PM solutions [10, 12]. 

4.2 Data Sources in LHS 

In healthcare, there is a need to improve the information infrastructure of healthcare 

systems and to better understand the characteristics that provoke what data needs to 

be collected. Concatenating various biomedical and environmental data sources 

available results in data heterogeneity and variety that support the basis for 

observational evidence to answer clinical questions, address acute and chronic 

diseases, deliver PM by identifying unique individualized care plans, and maintain public 

trust in the use of data. The fundamental routine data sources include the EHRs, clinical 

registries, and administrative claims data. In addition to these data sources, data 

collected from consumers and the environment also provide unique and 

complementary information to support healthcare. Each data source has strengths and 

limitations but can, especially in combination, begin to provide a comprehensive view 

of the patient care experience necessary for the LHS. 

The EHR data source is becoming increasingly available because of the spread of both 

inpatient and outpatient EHR systems. Weiner and Embi [26] claimed that EHR data 
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provides more details on patient-level medical issues than administrative claims or 

other data sources. Immediate availability of data in EHRs permits its use in real-time 

for clinical care, thus enabling point-of-care CDS, patient risk estimation, and patient 

emergency alerts which are main pillars of the LHS taxonomy [27]. Although EHR data 

fundamentally increases the effectiveness of care in LHS, there is still a need to tackle a 

set of existing challenges. Such challenges include missing data, inaccurate data, 

uninterpretable data, inconsistencies among different EHR data providers due to 

different and poorly integrated EHR system. These challenges and limitations, create 

the need for the development of optimal EHR user interfaces to minimize the 

deleterious effects of EHR-clinician interaction and improve the ease and consistency 

of data entry to reduce user burden and decrease the amount of unstructured, 

uninterpretable data in the EHR [28, 29]. In addition, there is a need to structure and 

remodel the available EHR data using Machine Learning (ML) algorithms to enable 

different forms of feature extraction as simple concept, temporal, and relation 

extraction features. Neural networks and deep learning ML algorithms such as the 

Recursive Neural Network (RNN) and AutoEncoders have been shown to produce 

impressive results on a variety of Neuro Linguistic Programming (NLP) tasks in many 

domains of EHR data analysis [30]. 

Clinical registries are another important source of data for the LHS. It is regarded as 

quantitative databases of clinical conditions or therapies. The clinical registries’ main 

role is to capture important details about specific conditions, procedures, or 

populations to analyze and enhance quality and outcomes [13]. The main distinction 

between EHRs and clinical registry databases is that clinical registry databases entail 

data collected from a diverse cohort of patients, whereas EHRs embrace data provided 

by individuals [31]. Clinical registries have a number of limitations such as the presence 

of a time lag between care delivery and collection of data, the focus on single conditions 

or treatments, the inconsistent participation of targeted patients and health systems, 

and the low quality of clinical registries data since this form of data is primarily designed 

for financial/billing purposes making it challenging for clinical data mining [32].  
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Administrative claims data, created from healthcare invoices to payers, are the most 

extensively available data in healthcare systems. Claims can be useful for inspecting 

disease occurrence, management, and consequences as in clinical registries. Claims 

provide important visions for hospitals, healthcare systems, and payers since they are 

linked to a payer and not to a single EHR or clinical registry. Claims data have limitations 

like all other data sources. Claim data depend on authentic coding of clinical conditions 

and events. Claim data lack critical clinical details such as indications for procedures, 

disease severity measures, and other clinical information necessary for accurate risk 

adjustment and correct characterization of clinical outcomes [33].  

Complementary data sources enabled the collection of healthcare data from 

pervasive and unobtrusive sensing technologies. Such technologies are wearable, 

implantable, and ambient sensors. Complementary data sources may be classified into 

patient-reported data and environmental data. Patient-reported data provides 

information on the patient’s health status and physiological measures which can be 

collected using implantable medical devices and/or wearables. Gathering and 

integrating data from complementary data sources can contribute to more 

comprehensive evaluation of a person’s health and permits proactive awareness to 

declines or improvements in health. Although complementary data sources are more 

likely to be incomplete in areas of lower socioeconomic status, and poor Internet 

connection, such data sources are important for LHS development and effectiveness, 

where significant effort is needed to develop methods for collection, analysis, and use 

of such data. Different machine learning algorithms can be applied on sensor data at 

different stages for the detection, prediction, and prevention of medical conditions or 

for real-time decision making in residential healthcare systems. Clustering machine 

learning algorithms are used for data compression. Classification machine learning 

algorithms are used for data mining. Neural networks and deep learning algorithms are 

applied for detailed analysis and knowledge extraction. And finally, ensemble learning 

algorithms are applied in combination with neural network algorithms for superior 

results in decision making [34]. 
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4.3 Gateways in LHS 

Healthcare IoT-based ICT systems are well-defined to sustain health applications, 

mainly early detection and prediction involving both patient and healthcare providers. 

The complexity of such healthcare ICT systems varies from simple to complex IoT-based 

monitoring systems. Simple systems introduced starting 2009 are traditional systems 

with fixed gateways that execute only data collection, transmission, and visualization 

[35, 36]. Many simple consumer oriented smart IoT gateways have been proposed since 

then, but unfortunately, they are still fixed, nonadaptive, and with no intelligence 

introduced at the edge. The proposed gateways discussed data collection [37], data 

transmission [38, 39], data routing [40], and data privacy [41]. Sanchez et al. [41] 

introduced social applications to home gateways by implementing a Social Enabler (SE) 

for retrieving and presenting content, and a Social Watchdog to ensure security and 

privacy of the consumer. Tung et al. [39] designed a homecare gateway introducing 

novelty in the development of a dual radio ZigBee sensor network to increase 

transmission data rate, and a medical application unit for automatic service discovery. 

Ray et al. [40] developed an IoT-edge gateway applying smartness by implementing a 

novel consumer’s wellness data-routing algorithm. Dey et al. [41] presented an 

electrocardiogram (ECG) based home monitoring for consumer networks. 

Starting 2015, complex monitoring systems were introduced involving more 

advanced smart gateways that establish intelligent services using data analytic methods 

diverting from rule-based methods to various learning algorithms [42-44]. Complex IoT-

based monitoring systems are generally categorized into cloud-based IoT systems and 

fog-based IoT systems.  

 In cloud-based systems with smart gateways in healthcare [42], data analytics is 

conventionally performed on the cloud where the gateway is a virtual platform that 

connects sensors, IoT modules, and smart devices to the cloud [45-47]. Hung et al. [46] 

and Yan et al. [48] introduced healthcare systems where data analysis is performed at 

a remote data center. Centralization in cloud-based systems benefits health services 
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and biomedical research by saving time (to access and retrieve data) and cost, 

collaboration between medical staff (sharing medical resources, data, and files 

anywhere and anytime) and virtualization. But centralization causes drawbacks as 

making monitoring systems critically reliable on network availability and security. Any 

interruption in the Internet connection may lead to flows in the monitoring and 

decision-making services of the monitoring systems. And any violation in the security 

and privacy of patients’ medical data and personal information caused by centralized 

computing affects the patient’s trust and Quality of Service (QoS) provided. Although, 

privacy can be enhanced by distributing information across a fog [49], and network 

availability may be enhanced by focusing more on abstraction or mechanism enforcing 

by improving network performance through providing delay and bandwidth guarantees 

[50]. Centralized architecture in cloud computing in healthcare showed to cause high 

data retrieval times for real-time emergency scenarios and high-power consumption 

and costs associated with sending data to the cloud for computation, especially large 

amounts of data generated by sensors. Finally, cloud-based healthcare solutions do not 

offer a low-cost mobile environment to the consumer, that is necessary for many 

monitoring scenarios [44]. 

Fog-based IoT systems with smart gateways on the edge in healthcare extends the 

cloud computing paradigm to the edge of the network enabling new services for local 

computation, storage, and control for healthcare IoT systems. In fog-based IoT-systems 

an intermediate layer of networked smart gateways is formed at the edge between 

sensors and the Cloud. Edge-based computing proved to fulfill modern healthcare ICT 

systems’ requirements for reduced latency in time-dependent solutions [51], energy 

efficiency [52], higher level of security and privacy [53], more accurate location 

awareness [54], and easier usability [44, 55]. Edge computing outperforms cloud 

computing in terms of energy efficiency by developing or applying encryption schemes 

and classification techniques consuming less threshold power [56, 57], implementing 

edge mining [56], and resource management by determining when and which tasks are 

to be offloaded to the Cloud [58]. Lee et al. [57] developed a consumer oriented smart 

healthcare monitoring system at the edge with low complexity, high resolution, and low 
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power consumption. Intelligence was introduced by implementing a wavelet-based 

classification machine learning algorithm at the edge for waveform discrimination.  

Edge computing uses authentication protocols and trust ratings and introduces new 

methods for obtaining patient’s information through the distribution of only vital 

information to obtain a higher level of privacy [49] and uses identity-based encryption 

techniques supported by outsourcing decryption to enable the shift of the 

computational burden to the edge at a lower latency cost and throughput overhead to 

assure low-cost consumption in patient’s data privacy and security [59]. Edge 

computing uses localization techniques with a higher level of accuracy varying from a 

single room to multiple room localization awareness within a single home [54]. Finally, 

edge computing devices in healthcare as smartphones and ambient and wearable 

sensors are designed to be simple and user-friendly for untrained personnel and 

patients to use correctly for accurate data transmission [44]. Rachakonda et al. [60] 

developed an intelligent edge device for stress level detection that received a novel 

consumer electronic proof of concept with Deep Neural Networks (DNN) deployed on 

edge devices, and a fully automated edge-based monitoring device to distinguish stress-

eating from normal eating using a set of clustering and classification machine learning 

algorithms [61]. Both healthcare edge-based systems use single board computer (SBC) 

and smartphone edge platforms where machine learning models are executed on the 

SBC with real-time datasets, that are sent also to the cloud for future analysis. 

Although it’s proven that edge computing provides many beneficial requirements to 

healthcare, a couple of limitations need to be addressed. In edge computing, resource 

management techniques are bounded due to the limited computational capacity at the 

edge nodes. This disallows the implementation of powerful machine learning 

algorithms for local decision making at the edge nodes. This limited computational 

capacity may lead to a degradation in the QoS and Quality of Experience (QoE) of the 

system due to the less powerfulness and sophistication of edge-based algorithms over 

cloud-based ones [16, 44]. 

In conclusion, merging cloud-based and fog-based healthcare ICT systems is beneficial 
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for monitoring and decision making, but independently their applications are 

insufficient due to their architectural limitations. Thus, homogenizing both computing 

paradigms permits maximizing the best features provided by both designs and reducing 

their limitations [16]. 

4.4 Machine Learning in LHS 

Machine learning plays a fundamental role in the development in LHS [62]. The 

consumer healthcare field can benefit from various ML algorithms that can help in the 

identification/monitoring of different diseases, recommendations, and guidance for 

consumers’ daily activities and healthcare procedures. This includes the identification 

of high risk for medical emergencies such as relapse in health condition or transition 

into a higher disease state. An ML method used in LHS will likely contain a library of 

information that includes some or all of test data, diagnosis, patient medical data, 

sensor data, etc. for better decision making and improving the health condition and 

quality of life of patients. 

There is a diverse collection of ML algorithms that can be implemented for the 

development of smart LHSs supporting clinical decision making for diagnosis, prognosis, 

or treatment selection [63]. The performance of a learning healthcare system and its 

prediction accuracy is affected by the choice of the algorithm and the quality and 

quantity of data used. Figure 4.2 presents a hierarchal representation of ML algorithms 

suitable for LHSs. 
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ML algorithms are categorized into classical learning algorithms, neural networks and 

deep learning algorithms, reinforcement learning algorithms, and ensemble learning 

algorithms. Classical ML approaches can be broadly divided into two major categories: 

supervised and unsupervised learning. Supervised learning tasks include regression and 

classification, with algorithms including logistic regression, linear regression, Bayesian 

Networks (BN), and Support Vector Machines (SVM). Regression algorithms are used to 

predict the onset of chronic diseases such as diabetes [64] or lung cancer within a period 

of time based on an identified collection of predictors. Classification is one of the most 

widely used methods of data mining in healthcare organizations [65]. Classification 

algorithms are used for disease prediction [66]; if a tumor is benign or malignant 

through image recognition, or the presence of mental health condition by language 

processing. In supervised learning approaches, once a dataset has been organized into 

features and outcomes, a classification or regression ML algorithm is applied to it. The 

algorithm is iteratively improved to reduce the error of prediction using an optimization 

technique. SVM is one of the most popular approaches that are used by researchers in 

healthcare field for classification [67, 68]. SVM has the advantages of increasing class 

separation and reducing expected prediction error, flexible for both linear and 

nonlinear-based discriminatory analyses, and it is suitable for analysis of high-

 

 
Figure 4.2. Hierarchal representation of Machine Learning Algorithms. 



 

   

99  

dimensionality datasets with small sample size when combining with feature selection 

approaches [69]. Seint et al. [70] proposed the use of a SVM model for automatic 

understanding of medication and meal intake monitoring.  

 In unsupervised learning, patterns are sought by algorithms without any input from 

the user. Unsupervised techniques are exploratory and used to find undefined patterns 

or clusters which occur within datasets. Unsupervised algorithms categorized into 

clustering algorithms as hierarchal clustering, k-means, and fuzzy c-means, or 

dimension reduction algorithms used for compression of information in datasets into 

fewer features, or dimensions to avoid issues as multiple collinearity or high 

computational cost [71]. Kalatzis et al. [72] showed that interactive dimensionality 

reduction and K-means improve patient adherence in remote healthcare monitoring. 

Dhiviya et al. [73] concluded that clustering is best used for the management of 

communication delay and energy consumption by sensor nodes in a healthcare 

monitoring system.  

Neural networks and deep learning algorithms are another subset of ML that involves 

a number of nonlinear transformations and outperform traditional methods in speech 

recognition, visual disease recognition, and disease detection [74]. Deep learning 

models as Convolutional Neural Network (CNN), Deep Neural Networks (DNN) [60, 64] 

and Recurrent Neural Networks (RNN) [75] consist of multiple processing layers that 

are capable of learning meaningful features of the raw data without domain level 

expertise as in conventional machine learning methods. Lately, neural networks are 

introduced in various healthcare monitoring systems. Joshi et al. [64] proposed the use 

of DNN for glucose sensor calibration in a new wearable device for glucose 

measurement. Rachakonda et al. [60] used a DNN for stress detection. Ding and Wang 

[75] used an RNN for classifying human motion and identifying falling incidents 

automatically. 

Ensemble learning methods use multiple classifiers (or classification models) working 

together to yield to better classification accuracy than the use of a single classifier. 

Several studies demonstrate that ensemble approaches can improve classification 
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performance in the biomedical and healthcare fields [76]. Liaqat et al. [77] proposed a 

novel ensemble classification algorithm for multiple activity recognition of elderly 

people. The proposed algorithm outperformed multilayer perceptron, CNN, KNN, 

logistic regression and SVM in human activity classification. AdaBoost and random 

forest are examples of ensemble learning methods that are currently most widely used 

with SVM and show the best classification performance in various cancer detection 

scenarios [78]. 

Reinforcement learning is based on the methodology by which infants learn to 

interpret the world around them. It comprises of a set of algorithms such as Q Learning 

and State-Action-Reward-State-Action (SARSA) that functions by selecting the action 

with the highest reward in each state. Such algorithms are used in home healthcare 

monitoring systems to prioritize urgent messages to ensure emergency situations are 

handled on time [79]. Zhou et al. [80] developed an intelligent auto labeling scheme for 

sensors based on Q-learning to improve the learning efficiency in human activity 

recognition. 

In order to identify which ML algorithms to implement in an LHS, the designer needs 

to identify whether the purpose of use is for detection, prevention of emergencies, or 

long-term management of health conditions. Then the selection of the ML algorithm 

should be based on its performance in terms of accuracy, sensitivity, specificity, and 

precision. Based on the literature, SVM, random forest algorithm, neural network 

algorithms performed better in analyzing features such as time and frequency domain 

features, multi-type feature vector, numerical features, and images [81, 82]. Of course, 

an adaptive gateway can have its software changed over time, thus the system can 

adapt from detection to management of long-term care when applicable. 

References 

[1] L. M. Etheredge, “A rapid-learning health system,” Health Affairs, vol. 26, no. 2, pp. 

w107–w118, 2007, doi: 10.1377/hlthaff.26.2.w107. 



 

   

101  

[2] P. P. Reid, W. D. Compton, J. H. Grossman, and G. Fanjiang, “Building a better 

delivery system: A new engineering/health care partnership,” in A Framework for a 

Systems Approach to Health Care Delivery, National Academies Press, USA, 2005. 

Available: https://www.ncbi.nlm.nih.gov/books/NBK22878. 

[3] J. L. Clarke, S. Bourn, A. Skoufalos, E. H. Beck, and D. J. Castillo, “An innovative 

approach to health care delivery for patients with chronic conditions,” Population 

Health Management, vol. 20, no. 1, pp. 23–30, Feb. 2017, doi: 

10.1089/pop.2016.0076. 

[4] N. Fares, R. S. Sherratt, and I. H. Elhajj, “Directing and orienting ICT healthcare 

solutions to address the needs of the aging population,” Healthcare, vol. 9, no. 2, 

147, Feb. 2021, doi: 10.3390/healthcare9020147. 

[5] A.-M. Rahmani, N. K. Thanigaivelan, T. N. Gia, J. Granados, B. Negash, P. Liljeberg, 

and Hannu, “Smart e-health gateway: Bringing intelligence to internet-of-things 

based ubiquitous healthcare systems,” in Proc. CCNC, Las Vegas, NV, USA, 2015, pp. 

826–834, doi: 10.1109/CCNC.2015.7158084. 

[6] I. Azimi, A. Anzanpour, A. M. Rahmani, T. Pahikkala, M. Levorato, P. Liljeberg, and 

N. Dutt, “HiCH: Hierarchical fog-assisted computing architecture for healthcare IoT,” 

ACM Transactions on Embedded Computing Systems, vol. 16, no. 5s, 174, Oct. 2017, 

doi: 10.1145/3126501. 

[7] L. Olsen, D. Aisner, and J. M. McGinnis (Eds.), “The learning healthcare system: 

Workshop summary,” in Institute of Medicine (US) Roundtable on Evidence-Based 

Medicine, National Academies Press (US), 2017, doi: 10.17226/11903. 

[8] T. M. Maddox, N. M. Albert, W. B. Borden, L. H. Curtis, T. B. Ferguson Jr., D. P. Kao, 

G. M. Marcus, E. D. Peterson, R. Redberg, J. S. Rumsfeld, N. D. Shah, J. E. Tcheng, 

and the American Heart Association Council on Quality of Care and Outcomes 

Research; Council on Cardiovascular Disease in the Young; Council on Clinical 

Cardiology; Council on Functional Genomics and Translational Biology; and Stroke 

Council, “The learning healthcare system and cardiovascular care: A scientific 



 

   

102  

statement from the American Heart Association,” Circulation, vol. 135, no. 14, pp. 

826–857, Mar. 2017, doi: 10.1161/CIR.0000000000000480. 

[9] C. B. Forrest, F. D Chesley Jr., M. L. Tregear, and K. B. Mistry, “Development of the 

learning health system researcher core competencies,” Health Services Research, 

vol. 53, no. 4, pp. 2615–2632, Aug. 2017, doi: 10.1111/1475-6773.12751. 

[10]  S. McLachlan, K. Dube, E. Kyrimi, N. Fenton, and the Health Informatics and 

Knowledge Engineering Research Group, “LAGOS: Learning health systems and how 

they can integrate with patient care,” BMJ Health and Care Informatics, vol. 26, no. 

1, e100037, 2019, doi: 10.1136/bmjhci-2019-100037. 

[11]  C. Friedman, J. Rubin, J. Brown, M. Buntin, M. Corn, L. Etheredge, C. Gunter, M. 

Musen, R. Platt, W. Stead, K. Sullivan, and D. Van Houweling, “Toward a science of 

learning systems: A research agenda for the high-functioning learning health 

system,” J. American Medical Informatics Association, vol. 22, no. 1, pp. 43–50, Oct. 

2014, doi: 10.1136/amiajnl-2014-002977. 

[12]  S. McLachlan, H. Potts, K. Dube, D. Buchanan, S. Lean, T. Gallagher, O. Johnson, B. 

Daley, W. Marsh, and N. Fenton, “The Heimdall framework for supporting 

characterisation of learning health systems,” BMJ Health and Care Informatics, vol. 

25, no. 2, pp. 77–87, 2018, doi: 10.14236/jhi.v25i2.996. 

[13]  J. Andreu-Perez, C. C. Y. Poon, R. D. Merrifield, S. T. C. Wong and G.-Z. Yang, “Big 

data for health,” IEEE J. Biom. Health Inform., vol. 19, no. 4, pp. 1193–1208, Jul. 

2015, doi: 10.1109/JBHI.2015.2450362. 

[14]  P. Lambin, J. Zindler, B. G. L. Vanneste, L. VanDe Voorde, D. Eekers, I. Compter, K. 

M. Panth, J. Peerlings, R. T. H. M. Larue, T. M. Deist, A. Jochems, T. Lustberg, J. Soest, 

E. E. C. de Jong, A. J. G. Even, B. Reymen, N. Rekers, M. Gisbergen, E. Roelofs, S. 

Carvalho, R. T. H. Leijenaar, C. M. L. Zegers, M. Jacobs, J. Timmeren, P. Brouwers, J. 

A. Lal, L. Dubois, A. Yaromina, E. J. V. Limbergen, M. Berbee, W. van Elmpt, C. 

Oberije, B. Ramaekers, A. Dekker, L. J. Boersma, F. Hoebers, K. M. Smits, A. J. 

Berlanga, and S. Walsh, “Decision support systems for personalized and 



 

   

103  

participative radiation oncology,” Advanced Drug Delivery Reviews, vol. 109, pp. 

131–153, Jan. 2016, doi: 10.1016/j.addr.2016.01.006. 

[15]  G. W. Sledge Jr., R. S. Miller, and R. Hauser, “CancerLinQ and the future of cancer 

care,” American Society of Clinical Oncology Educational Book, vol. 13, pp. 430–434, 

2013, doi: 10.14694/EdBook_AM.2013.33.430. 

[16]  C. P. Friedman, A. K. Wong, and D. Blumenthal, “Achieving a nationwide learning 

health system,” Science Translational Medicine, vol. 2, no. 57, p. 57cm29, Nov. 2010, 

doi: 10.1126/scitranslmed.3001456. 

[17]  S. R. Deeny and A. Steventon, “Making sense of the shadows: Priorities for creating 

a learning healthcare system based on routinely collected data,” BMJ Quality and 

Safety, vol. 24, no. 8, pp. 505–515, Jun. 2015, doi: 10.1136/bmjqs-2015-004278B. 

[18]  T. J. Foley and L. Vale, “What role for learning health systems in quality 

improvement within healthcare providers?” Learning Health Systems, vol. 1, no. 4, 

e10025, May 2017, doi: 10.1002/lrh2.10025. 

[19]  S. McLachlan, K. Dube, O. Johnson, D. Buchanan, H. W. W. Potts, T. Gallagher, and 

N. Fenton, “A framework for analysing learning health systems: Are we removing 

the most impactful barriers?” Learning Health Systems, vol. 3, e10189, Mar. 2019, 

doi: 10.1002/lrh2.10189. 

[20]  L. Nguyen, E. Bellucci, and L. T. Nguyen, “Electronic health records implementation: 

An evaluation of information system impact and contingency factors,” Int. J. 

Medical Informatics, vol. 83, no. 11, pp. 779–796, Nov. 2014, doi: 

10.1016/j.ijmedinf.2014.06.011. 

[21]  R. Kaye, E. Kokia, V. Shalev, D. Idar, and D. Chinitz, “Barriers and success factors in 

health information technology: A practitioner’s perspective,” J. Management & 

Marketing in Healthcare, vol. 3, no. 2, pp. 163–175, Jul. 2013, doi: 

10.1179/175330310X12736577732764. 

[22]  M. Lluch, “Healthcare professionals' organisational barriers to health information 



 

   

104  

technologies - a literature review,” Int. J. Medical Informatics, vol. 80, no. 12, pp. 

849–862, Dec. 2011, doi: 10.1016/j.ijmedinf.2011.09.005. 

[23]  J. King and B. Moulton, “Rethinking informed consent: The case for shared medical 

decision-making,” American J. Law & Medicine, vol. 32, no. 4, pp. 429–501, Jan. 

2021, doi: 10.1177/009885880603200401. 

[24]  M. Meingast, T. Roosta, and S. Sastry, “Security and privacy issues with health care 

information technology,” in Proc. IEMBS, New York, NY, USA, 2006, pp. 5453–5458, 

doi: 10.1109/IEMBS.2006.260060. 

[25]  D. Alrahbi, M. Khan, and M Hussain, “Exploring the motivators of technology 

adoption in healthcare,” Int. J. Healthcare Management, vol. 14, no. 1, pp. 50–

63, May 2019, doi: 10.1080/20479700.2019.1607451. 

[26]  M. G. Weiner and P. J. Embi, “Toward reuse of clinical data for research and quality 

improvement: the end of the beginning?” Annals of Internal Medicine, vol. 151, no. 

5, pp. 359–360, Sep. 2009, doi: 10.7326/0003-4819-151-5-200909010-00141. 

[27]  R. Amarasingham, R. E. Patzer, M. Huesch, N. Q. Nguyen, and B. Xie, “Implementing 

electronic health care predictive analytics: Considerations and challenges,” Health 

Affairs, vol. 33, no. 7, pp. 1148–1154, Jul. 2014, doi: 10.1377/hlthaff.2014.0352. 

[28]  J. S. Brown, M. Kahn, and S. Toh, “Data quality assessment for comparative 

effectiveness research in distributed data networks,” Medical Care, vol. 51, no. 8, 

pp. S22–S29, Aug. 2013, doi: 10.1097/MLR.0b013e31829b1e2c. 

[29]  Centers for Medicare & Medicaid Services’, “Long-term care facility resident 

assessment instrument (RAI) user’s manual,” October 2019. [Online]. Available: 

https://downloads.cms.gov/files/mds-3.0-rai-manual-v1.17.1_october_2019.pdf 

[30]  F. Jiang, Y. Jiang, H. Zhi, Y. Dong, H. Li, S. Ma, Y. Wang, Q. Dong, H. Shen, Y. Wang, 

“Artificial intelligence in healthcare: Past, present and future,” Stroke and Vascular 

Neurology, vol. 2, no. 4, e000101, Jun. 2017, doi: 10.1136/svn-2017-000101. 

[31]  R. E. Gliklich, N. A. Dreyer, and M. B. Leavy, Registries for evaluating patient 



 

   

105  

outcomes: A user's guide, Agency for Healthcare Research and Quality, Rockville, 

MD, USA, 3rd ed. [Online]. Available: 

https://www.ncbi.nlm.nih.gov/books/NBK208616. 

[32]  T. A. Sanborn, J. E. Tcheng, H. V. Anderson, C. E. Chambers, S. L. Cheatham, M. V. 

DeCaro, J. C. Durack, A. D. Everett, J. B. Gordon, W. E. Hammond, Z. M. Hijazi, V. S. 

Kashyap, M. Knudtson, M. J. Landzberg, M.A. Martinez-Rios, L. A. Riggs, K. H. Sim, 

D. J. Slotwiner, H. Solomon, W. Y. Szeto, B. H. Weiner, W. S. Weintraub, and J. R. 

Windle, “ACC/AHA/SCAI 2014 Health policy statement on structured reporting for 

the cardiac catheterization laboratory, a report of the American College of 

Cardiology clinical quality committee,” Circulation, vol. 129, no. 24, pp. 2578–2609, 

Jun. 2014, doi: 10.1161/cir.0000000000000043. 

[33]  R. B. Zuckerman, S. H. Sheingold, E. J. Orav, J. Ruhter, and A. M. Epstein, 

“Readmissions, observation, and the hospital readmissions reduction program,” 

The New England J. Medicine, vol. 374, no. 16, pp. 1543–1551, Apr. 2016, doi: 

10.1056/NEJMsa1513024. 

[34]  J. M. Lillo-Castellano, I. Mora-Jiménez, R. Moreno-González, M.    Montserrat-

García-de-Pablo, A. García-Alberola and J. L. Rojo-Álvarez, “Big-data analytics for 

arrhythmia classification using data compression and kernel methods,” in Proc. 

CinC, Nice, France, 2015, pp. 661–664, doi: 10.1109/CIC.2015.7410997. 

[35]  H. Huo and Y. Xu, “An elderly health care system using wireless sensor networks at 

home”, in Proc. SENSORCOMM, Athens, Greece, 2009, pp. 158–163, doi: 

10.1109/SENSORCOMM.2009.32. 

[36]  P. D. Kaur and I. Chana, “Cloud based intelligent system for delivering health care 

as a service,” Computer Methods and Programs in Biomedicine, vol. 113, no. 1, pp. 

346–359, Jan. 2014, doi: 10.1016/j.cmpb.2013.09.013. 

[37]  J. W. Kim, J. H. Lim, S. M. Moon, and B. Jang, “Collecting health lifelog data from 

smartwatch users in a privacy-preserving manner,” IEEE Trans. Consum. Electron., 

vol. 65, no. 3, pp. 369–378, Aug. 2019, doi: 10.1109/TCE.2019.2924466. 



 

   

106  

[38]  S. Ivanov, D. Botvich, and S. Balasubramaniam, “Cooperative wireless sensor 

environments supporting body area networks,” IEEE Trans. Consum. Electron., vol. 

58, no. 2, pp. 284–292, May 2012, doi: 10.1109/TCE.2012.6227425. 

[39]  H. Y. Tung, K. F. Tsang, H. C. Tung, K. T. Chui, and H. R. Chi, “The design of dual radio 

ZigBee homecare gateway for remote patient monitoring,” IEEE Trans. Consum. 

Electron., vol. 59, no. 4, pp. 756–764, Nov. 2013, doi: 10.1109/TCE.2013.6689686. 

[40]  P. P. Ray, N. Thapa, and D. Dash, “Implementation and performance analysis of 

interoperable and heterogeneous IoT-edge gateway for pervasive wellness care,” 

IEEE Trans. Consum. Electron., vol. 65, no. 4, pp. 464–473, Nov. 2019, doi: 

10.1109/TCE.2019.2939494. 

[41]  D. Diaz-Sanchez, A. Marin, F. Almenarez, and A. Cortes, “Social applications in the 

home network,” IEEE Trans. Consum. Electron., vol. 56, no. 1, pp. 220–225, Feb. 

2010, doi: 10.1109/TCE.2010.5439148. 

[42]  N. Dey, A. S. Ashour, F. Shi, S. J. Fong, and R. S. Sherratt, “Developing residential 

wireless sensor networks for ECG healthcare monitoring,” IEEE Trans. Consum. 

Electron., vol. 63, no. 4, pp. 442–449, Nov. 2017, doi: 10.1109/TCE.2017.015063. 

[43]  O. Fratu, C. Pena, R. Craciunescu, and S. Halunga, “Fog computing system for 

monitoring mild dementia and COPD patients - Romanian case study,” in Proc. 

TELSKS, Nis, Serbia, 2015, pp. 123–128, doi: 10.1109/TELSKS.2015.7357752. 

[44]  M. Hartmann, U. S. Hashmi, and A. Imran, “Edge computing in smart health care 

systems: Review, challenges, and research directions,” Transactions on Emerging 

Telecommunications Technology, vol. 33, no. 3, e3710, Aug. 2019, doi: 

10.1002/ett.3710. 

[45]  C. H. Lee and H. J. Yoon, “Medical big data: promise and challenges,” Kidney 

Research and Clinical Practice, vol. 36, no. 1, pp. 3–11, Mar. 2017, doi: 

10.23876/j.krcp.2017.36.1.3. 

[46]  C.-H. Hung, Y.-W. Bai, and R.-Y. Tsai, “Design of blood pressure measurement with 



 

   

107  

a health management system for the aged,” IEEE Trans. Consum. Electron., vol. 58, 

no. 2, pp. 619–625, May 2012, doi: 10.1109/TCE.2012.6227468. 

[47]  J. Wang, Z. Zhang, B. Li, S. Lee, and R. S. Sherratt, “An enhanced fall detection 

system for elderly person monitoring using consumer home networks,” IEEE Trans. 

Consum. Electron., vol. 60, no. 1, pp. 23–29, Feb. 2014, doi: 

10.1109/TCE.2014.6780921. 

[48]  H. Yan, H. Huo, Y. Xu, and M. Gidlund, “Wireless sensor network-based e-health 

system - implementation and experimental results,” IEEE Trans. Consum. Electron., 

vol. 56, no. 4, pp. 2288–2295, Nov. 2010, doi: 10.1109/TCE.2010.5681102. 

[49]  H. A. Al Hamid, S. M. M. Rahman, M. S. Hossain, A. Almogren, and A. Alamri, “A 

security model for preserving the privacy of medical big data in a healthcare cloud 

using a fog computing facility with pairing-based cryptography,” IEEE Access, vol. 5, 

pp. 22313–22328, Sep. 2017, doi: 10.1109/ACCESS.2017.2757844. 

[50]  C. Guo, G. Lu, H. J. Wang, S. Yang, C. Kong, P. Sun, W. Wu, and Y. Zhang, “Secondnet: 

A data center network virtualization architecture with bandwidth guarantees,” in 

Proc. Co-NEXT, Philadelphia, PA, USA, 2010, pp. 1–12, doi: 

10.1145/1921168.1921188. 

[51]  D. Sarabia-Jácome, R.l Usach, C. E. Palau, and M. Esteve, “Highly-efficient fog-based 

deep learning AAL fall detection system,” Internet of Things, vol. 11, 100185, Sep. 

2020, doi: 10.1016/j.iot.2020.100185. 

[52]  A. P. Miettinen and J. K. Nurminen, “Energy efficiency of mobile clients in cloud 

computing,” in Proc. HotCloud, Boston, MA, USA, 2010. [Online]. Available: 

https://www.usenix.org/conference/hotcloud-10/energy-efficiency-mobile-

clients-cloud-computing. 

[53]  W. Yu, F. Liang, X. He, W. G. Hatcher, C. Lu, J. Lin, and X. Yang, “A survey on the edge 

computing for the internet of things,” IEEE Access, vol. 6, pp. 6900–6919, Nov. 2017, 

doi: 10.1109/ACCESS.2017.2778504. 



 

   

108  

[54]  R. Hu, H. Pham, P. Buluschek, and D. Gatica-Perez, “Elderly people living alone: 

Detecting home visits with ambient and wearable sensing,” in Proc. MMHealth, 

Mountain View, CA, USA, 2017, pp. 85–88, doi: 10.1145/3132635.3132649. 

[55]  Y. Cao, P. Hou, D. Brown, J. Wang, and S. Chen, “Distributed analytics and edge 

intelligence: Pervasive health monitoring at the era of fog computing,” in Proc. 

Mobidata, Hangzhou, China, 2015, pp. 43–48, doi: 10.1145/2757384.2757398. 

[56]  E. I. Gaura, J. Brusey, M. Allen, R. Wilkins, D. Goldsmith, and R. Rednic, “Edge mining 

the internet of things,” IEEE Sensors J., vol. 3, no. 10, pp. 3816–3825, Oct. 2013, doi: 

10.1109/JSEN.2013.2266895. 

[57]  S.-Y. Lee, P.-W. Huang, M.-C. Liang, J.-H. Hong, and J.-Y. Chen, “Development of an 

arrhythmia monitoring system and human study,” IEEE Trans. Consum. Electron., 

vol. 64, no. 4, pp. 442–451, Nov. 2018, doi: 10.1109/TCE.2018.2875799. 

[58]  H. Wang, J. Gong, Y. Zhuang, H. Shen, and J. Lach, “HealthEdge: Task scheduling for 

edge computing with health emergency and human behavior consideration in smart 

homes,” in Proc. BigData, Boston, MA, USA, 2017, pp. 34–42, doi: 

10.1109/BigData.2017.8258047. 

[59]  A. Alrawais, A. Alhothaily, C. Hu, and X. Cheng, “Fog computing for the internet of 

things: Security and privacy issues,” IEEE Internet Comput., vol. 21, no. 2, pp. 34–42, 

Mar.-Apr. 2017, doi: 10.1109/MIC.2017.37. 

[60]  L. Rachakonda, S. P. Mohanty, E. Kougianos, and P. Sundaravadivel, “Stress-lysis: A 

DNN-integrated edge device for stress level detection in the IoMT,” IEEE Trans. 

Consum. Electron., vol. 65, no. 4, pp. 474–483, Nov. 2019, doi: 

10.1109/TCE.2019.2940472. 

[61]  L. Rachakonda, S. P. Mohanty, and E. Kougianos, “ilog: An intelligent device for 

automatic food intake monitoring and stress detection in the IoMT,” IEEE Trans. 

Consum. Electron., vol. 66, no. 2, pp. 115–124, May 2020, doi: 

10.1109/TCE.2020.2976006. 



 

   

109  

[62]  C. Mouradian, D. Naboulsi, S. Yangui, R. H. Glitho, M. J. Morrow, and P. Polakos, “A 

comprehensive survey on fog computing: State-of-the-art and research challenges,” 

IEEE Commun. Surveys Tuts., vol. 20, no. 1, pp. 416–464, Nov. 2017, doi: 

10.1109/COMST.2017.2771153. 

[63]  I. M. Ibrahim and A. M. Abdulazeez, “The role of machine learning algorithms for 

diagnosing diseases,” J. Applied Science and Technology Trends, vol. 2, no. 1, pp. 10–

19, Mar. 2021, doi: 10.38094/jastt20179. 

[64]  A. M. Joshi, P. Jain, S. P. Mohanty, and N. Agrawal, “iGLU 2.0: A new wearable for 

accurate non-invasive continuous serum glucose measurement in IoMT 

framework,” IEEE Trans. Consum. Electron., vol. 66, no. 4, pp. 327–335, Nov. 2020, 

doi: 10.1109/TCE.2020.3011966. 

[65]  D. Tomar, “A survey on data mining approaches for healthcare,” Int. J. Bio-Science 

and Bio-Technology, vol. 5, no. 5, pp. 241–266, 2013, doi: 

10.14257/ijbsbt.2013.5.5.25. 

[66]  S. Grampurohit and C. Sagarnal, “Disease prediction using machine learning 

algorithms,” in Proc. INCET, Belgaum, India, 2020, doi: 

10.1109/INCET49848.2020.9154130. 

[67]  S. Raj and K. C. Ray, “A personalized point-of-care platform for real-time ECG 

monitoring,” IEEE Trans. Consum. Electron., vol. 64, no. 4, pp. 452–460, Nov. 2018, 

doi: 10.1109/TCE.2018.2877481. 

[68]  C. Venkatesan, P. Karthigaikumar, A. Paul, S. Satheeskumaran, and R. Kumar, “ECG 

signal preprocessing and SVM classifier-based abnormality detection in remote 

healthcare applications,” IEEE Access, vol. 6, pp. 9767–9773, Jan. 2018, doi: 

10.1109/ACCESS.2018.2794346. 

[69]  S.-W. Fei, “Diagnostic study on arrhythmia cordis based on particle swarm 

optimization-based support vector machine,” Expert Systems with Applications, vol. 

37, no. 10, pp. 6748–6752, Oct. 2010, doi: 10.1016/j.eswa.2010.02.126. 



 

   

110  

[70]  P. T. Seint, T. T. Zin, and M. Yokota, “Medication and meal intake monitoring using 

human-object interaction,” in Proc GCCE, Nara, Japan, 2018, pp. 399–400, doi: 

10.1109/GCCE.2018.8574854. 

[71]  R. R. Zebari, A. M. Abdulazeez, D. Q. Zeebaree, D. A. Zebari, and J. N. Saeed, “A 

comprehensive review of dimensionality reduction techniques for feature selection 

and feature extraction,” J. Applied Science and Technology Trends, vol. 1, no. 2, pp. 

56–70, May 2020, doi: 10.38094/jastt1224. 

[72]  A. Kalatzis, B. Mortazavi, and M. Pourhomayoun, “Interactive dimensionality 

reduction for improving patient adherence in remote health monitoring,” in Proc. 

CSCI, Las Vegas, NV, USA, 2018, pp. 748–751, doi: 10.1109/CSCI46756.2018.00149. 

[73]  S. Dhiviya, A. Sariga, and P. Sujatha, “Survey on WSN using clustering,” in Proc. 

ICRTCCM, Tindivanam, India, 2017, pp. 121–125, doi: 10.1109/ICRTCCM.2017.87. 

[74]  S. Ma, X. Zhang, C. Jia, Z. Zhao, S. Wang, and S. Wang, “Image and video 

compression with neural networks: A review,” IEEE Trans. Circuits Syst. Video 

Technol., vol. 30, no. 6, pp. 1683-1698, Jun. 2020, doi: 

10.1109/TCSVT.2019.2910119. 

[75]  J. Ding and Y. Wang, “A WiFi-based smart home fall detection system using 

recurrent neural network,” IEEE Trans. Consum. Electron., vol. 66, no. 4, pp. 308–

317, Nov. 2020, doi: 10.1109/TCE.2020.3021398. 

[76]  S. Jayatilake and G. U. Ganegoda, “Involvement of machine learning tools in 

healthcare decision making,” J. Healthcare Engineering, vol. 2021, 6679512, Jan. 

2021, doi: 10.1155/2021/6679512. 

[77]  S. Liaqat, K. Dashtipour, S. A. Shah, A. Rizwan, A. A. Alotaibi, T. Althobaiti, K. Arshad, 

K. Assaleh, and N. Ramzan, “Novel ensemble algorithm for multiple activity 

recognition in elderly people exploiting ubiquitous sensing devices,” IEEE Sensors J., 

vol. 21, no. 16, pp. 18214–18221, Aug. 2021, doi: 10.1109/JSEN.2021.3085362. 

[78]  R. Lopes, A. Ayache, N. Makni, P. Puech, A. Villers, S. Mordon, and N. Betrouni, 



 

   

111  

“Prostate cancer characterization on MR images using fractal features,” Medical 

Physics, vol. 38, no. 1, pp. 83–95, Dec. 2010, doi: 10.1118/1.3521470. 

[79]  K. Park, J. Park, and J. Lee, “An IoT system for remote monitoring of patients at 

home,” Applied Sciences, vol. 7, no. 3, 260, Mar. 2017, doi: 10.3390/app7030260. 

[80]  X. Zhou, W. Liang, K. I.-K. Wang, H. Wang, L. T. Yang, and Q. Jin, “Deep-learning-

enhanced human activity recognition for internet of healthcare things,” IEEE 

Internet of Things J., vol. 7, no. 7, pp. 6429–6438, Jul. 2020, doi: 

10.1109/JIOT.2020.2985082. 

[81]  P. Jha, T. Biswas, U. Sagar, and K. Ahuja, “Prediction with ML paradigm in healthcare 

System,” in Proc. ICESC, Coimbatore, India, 2021, pp. 1334–1342, doi: 

10.1109/ICESC51422.2021.9532752. 

[82]  A. Site, J. Nurmi, and E. S. Lohan, “Systematic review on machine-learning 

algorithms used in wearable-based ehealth data analysis,” IEEE Access, vol. 9, pp. 

112221–112235, Aug. 2021, doi: 10.1109/ACCESS.2021.3103268. 

 



 

 

112  

Chapter 5: Requirements for 
Adaptive Consumer Gateways in 
Residential Learning Healthcare 
Systems 
 
     

 

 

 

 

   A gateway is a key component in residential healthcare systems. Enabling adaptability 

and applying intelligence to the gateway will promote residential healthcare systems to 

become Learning Healthcare Systems (LHSs) that can perform real-time decision 

making locally at the edge. This leads to the exciting potential of a new research field in 

patient/consumer-oriented gateways and consumer products that can adapt to 

different scenarios based on the patient’s/consumer’s healthcare needs and can learn 

about the patient/consumer, and over time can adapt accordingly. While 

patient/consumer healthcare gateways exist, they tend to be fixed to specific medical 

conditions, and are not upgradeable or adaptive. To be able to develop the introduced 

adaptive consumer gateway for patient/consumer healthcare applications, this chapter 

This chapter is part of a position paper that has been published in IEEE Transactions 

on Consumer Electronics Journal with the title: “Requirements for Adaptive 

Consumer Gateways in Residential Learning Healthcare Systems: Bringing 

Intelligence to the Edge”.  

N. Fares and R. S. Sherratt, "Requirements for Adaptive Consumer Gateways in 

Residential Learning Healthcare Systems: Bringing Intelligence to the Edge," in IEEE 

Transactions on Consumer Electronics, doi: 10.1109/TCE.2023.3326570. 
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identifies a set of requirements concerning scalability, energy efficiency, reliability, 

availability, interoperability, and privacy that needs to be fulfilled before any product 

or service can be created. Intervention in local data processing, local data storage, 

embedded data mining, security, interoperability, and configurability that could serve 

the development process are also discussed. This chapter provides the requirements 

for the innovation of a one-for-all smart adaptive patient/consumer gateway in 

residential learning healthcare systems and to influence the patient/consumer 

healthcare field to consider the benefits of moving to adaptive gateways for future 

developments. 

   In this chapter we propose a set of requirements for the development of adaptive 

gateways for residential LHSs that enhance the patient/consumer healthcare 

experience. The gateway is to be located at the edge, at the patient’s/consumers’ 

premises. The smartness and adaptability of the proposed gateway requirements lays 

in extending the roles of the gateway to include several characteristics as local data 

processing, local data storage, embedded data mining, local decision making, security, 

interoperability and reconfigurability. 

   The adaptive gateway to be developed needs to consist of a data phase, knowledge 

phase, and evaluation phase as shown in Figure 5.1. After the execution of the three 

phases the initial phase commences once more, where in each phase current best 

practices coupled with the latest scientific understanding are used to optimize the 

process. 
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Figure 5.1: Overview of LHS phases 

    The data phase handles the attainment and mining of prior data and real-time data 

collected from a variety of data sources such as EHR, EMR, and sensor data using ML 

algorithms. In this phase, data from different data sources are integrated and classified 

with the aim of addressing acute and chronic diseases. To ensure quality of data sources 

there is a need to adopt Heimdall’s LHS taxonomy and framework [1] that focuses on 

individual patients and brings systematized PM solutions. Thus, a patient/consumer 

healthcare specific model must be set up based on accessible clinical database data as 

EHR data appraised with sensor data collected from the consumer’s living environment. 

At this phase data mining of the data sources is performed at the edge by applying ML 

algorithms. First, there is a need to identify the data mining model to be used. 

Descriptive data mining models are mainly used for classification, clustering, association 

rules, and correlation analysis of datasets. While predictive data mining models are 
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used for classification, regression, and categorization of datasets [2]. Unfortunately, 

there is no single-best algorithm for every dataset, including biomedical datasets [3]. 

Thus, it is critical to know which algorithms provide greater accuracy on the dataset 

provided. Classification algorithms as SVM are widely used in data mining due to their 

prediction power but there is a need to carefully use noise reduction approaches as 

feature selection methods to avoid missing important relationships between different 

variables. Clustering algorithms are widely used when very little information about data 

is available as in the study of genes. And it’s shown in research that the k-means 

algorithm provides the best clustering accuracy and is very scalable and efficient [3]. 

But it is best to be used with numerical data since clustering algorithms have problems 

in the conversion from categorical to numerical data [3].   

   The knowledge phase is responsible for performing sophisticated analytical methods 

as data mining and machine learning on the aggregated, classified, or categorized data 

to harness the knowledge concluded for the detection, prediction, and monitoring of 

chronic diseases, aspects of health deterioration, and dangerous physical situations [4, 

5].  

   The evaluation phase is responsible for decision making. In this phase, suitable ML 

algorithms that showed promising results in analyzing different features in mined data 

such as SVM, neural networks, and deep learning for decision making based on the 

outcomes of the knowledge phase are implemented based on the patient’s 

/consumer’s healthcare requirements. SVM and neural networks in combination with 

ensemble algorithms showed superior results in decision making scenarios [6]. 

Therefore, a hybrid data mining model needs to be designed and implemented at the 

gateway to obtain higher accuracy throughout its three phases of data mining including 

tasks starting from dimensionality reduction to decision making [3]. 

   The purpose behind the use of edge computing is to benefit from low latency, high 

coverage, better reliability than cloud-based models, lower energy consumption, and 

higher level of security and privacy, although in many cases data quality and availability 

are affected by the need to protect consumers’ confidentiality. 



 

   

116  

Following these requirements in the implementation of smart edge based adaptive 

gateways enables the production of a unified system that could be mass market due to 

its adaptability, flexibility, cost efficiency, and availability. 

 Adaptability is achieved through the ability to modify the choice of collected data 

and the analysis process based on the changing need of the consumer with time 

choosing from a variety of ML algorithms preset in the system. 

 Flexibility is attained by the capability of modifying the analysis process target 

between monitoring, detection, and prediction of medical conditions as well as 

the ability to merge between these targets based on the differing needs of every 

patient/consumer. 

 The cost efficiency of the proposed system lays in its unified nature that allows its 

adaptation based on the needs of each patient/consumer. 

 Availability is achieved by setting the gateway at the premises of the consumer 

making the analysis and the decision-making process locally independent of 

internet availability.  

   To fulfill the requirements presented for a smart adaptive gateway for LHSs, there is 

a need to address emerging challenges and providing possible solutions as identifying 

the best choice of architecture, enabling technology, security and privacy, protocols, 

networks, physical systems, and possible applications. 

 The adaptive gateway at the edge must be developed using a Service Oriented 

Architecture (SOA) that permits various devices in the system to perform 

independently, where different operations are properly defined and altered 

without degrading the interoperability of the system [7, 8]. 

 For network availability different communication technologies may be used for 

short range communication such as RFID, Wi-Fi, Zigbee, Bluetooth [9]. Zigbee 

outperformed the other technologies since it includes a processing center 
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responsible for data analysis and aggregation, and ensures low power 

consumption, high transmission rate, and high network capacity [10]. As for long 

distance communication, the Internet is considered the external channel. 

 For security and privacy attainment, blockchain technology can be deployed to 

solve the problem of data fragmentation, ensures secure and protective sharing 

of sensitive medical information, and increases transparency between doctors 

and patients. Blockchain technology follows the agreement rules and data 

exchange policies with a smart contract mechanism to access different EMRs that 

are stored in the blockchain [10]. Healthcare Data Gateway (HDG) is an 

application that uses blockchain technology and provides authority to patients to 

share their information. Herein, the consumer can control and share their 

information without violating the privacy policy [11]. MQTT communication 

protocol is a strong candidate for many healthcare scenarios. It provides solutions 

to attain a scalable, interoperable, secure IoT architecture in combination with 

security protocols like TLS/SSL for data encryption and authentication [12].  

 As for power consumption lately, researchers are trying to design healthcare 

devices that can generate power for themselves by the integration of the IoT 

system with renewable energy systems [10]. 

 Real-time monitoring in LHSs can be possible throughout the integration of 

nanoelectronics, big data, and IoT [13].  

 For local-edge analytics and decision making to be achieved there is a need to 

shift reasoning towards the edge using software such as TinyML and hardware 

such as Tensor processing units with the aim of combining hardware and software 

to enable ML models and DL algorithms on compact, relatively cheap, and power-

efficient devices [14, 15].  

   From the results of our research, Table 5.1 presents a compiled list of requirements 

for the development of residential LHS with relevant references and a textual 
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description for each requirement. The requirements in the table are categorized into 

architectural, data sources, and gateway requirements. Such requirements were not 

previously known and need to be defined for the development of LHS systems in the 

future. 
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TABLE 5.1 
LIST OF REQUIREMENTS FOR RESIDENTIAL LHS 

Requirement Reference Description 

A. Requirements for LHS architecture 
   Apply sequential phases Lambin et al. [16]. Data collection phase, knowledge phase, application 

phase, and evaluation phase. 
   Adopt Heimdall taxonomy and 
framework 

McLachlan et al. [1], 
McLachlan et al. [17].   

To improve the focus on the individual consumer’s 
health. 

B. Requirements for Data Sources 
   Develop an optimal EHR user 
interface.  

Brown et al. [18], 
CM&MS [19]. 

To improve the consistency of data entry and decrease 
the amount of unstructured, uninterpretable data in 
the EHR. 

   Use ML algorithms to Structure and 
remodel  
   the available EHR data. 

 Jiang et al. [20]. To enable different forms of feature extraction as 
simple concept, temporal, and relation extraction 
features. 
 

   Apply ML algorithms on sensor data 
at  
   different stages.  

Lillo-Castellano et al. 
[6]. 

ML algorithms for data compression, data mining, data 
analysis, and decision making. 

C. Requirements for Smart Adaptive Gateways 
   Develop an Edge-based computing 
gateway.  

Hartmann et al. [21], 
Sarabia-Jácome et al. 
[22], Miettinen et al. 
[23], Yu et al. [24] Hu 
et al. [25], Cao et al. 

[26]. 

To fulfill requirements as reduced latency in time-
dependent solutions, energy efficiency, higher level of 
security and privacy, accurate location awareness, and 
easier usability. 

   Merge cloud-based and fog-based 
computing.  

Friedman et al. [27]. To overcome the architectural limitations of both 
computing systems. 

   Scalable.  Alrawais et al. [28], 
Rachakonda et al. [29], 
Mouradian et al. [30]. 

Can select from or configure data sources to be used 
and identify analytical methods to be applied choosing 
from a variety of ML algorithms preset in the system. 

   Consumer Oriented.  Lee et al. [31]. Capable of modifying the analysis process target 
between monitoring, detection, and prediction of 
medical conditions as well as the ability to merge 
between these targets based on the differing needs of 
every consumer 

   Cost-efficient.  Hartmann et al. [21], 
Alrawais et al. [28], 
Zebari et al. [32]. 

Has a unified nature that allows its adaptation based on 
the needs of each consumer. 

   Has a Service Oriented Architecture 
(SOA).   

Kim et al. [7], Avila et 
al. [8]. 

Permits various devices in the system to perform 
independently without degrading the interoperability 
of the system. 

   Ensures network availability at the 
edge.  

Ghamari et al. [9]. Use short range communication technologies as RFID, 
Wi-Fi, Zigbee, and Bluetooth at the edge. 

   Ensures security and privacy. Pradhan et al. [10], Yue 
et al. [11]. 

Deploy blockchain technologies to ensures secure and 
protective sharing of sensitive medical information 
over the network. 
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Chapter 6: RLHS Architecture Design and 
Implementation 
 
       

 

 

 

 

    

  “A learning healthcare system is one that is designed to generate and apply the best 

evidence for the collaborative healthcare choices of each patient and provider; to drive 

the process of discovery as a natural outgrowth of patient care; and to ensure 

innovation, quality, safety, and value in healthcare” [1]. The proposed concept of 

Residential Learning Healthcare System puts major emphasis on inclusion of patients 

into decision-making to personalize care plans instead of delivering a standard 

treatment for every individual meeting certain criterion. It also focuses on exploring the 

potential of data collected in patient’s residence as a source of up-to-date patient-

specific knowledge, which could be implemented into decision-making in a more agile 

manner than only using randomized healthcare data collected from electronic health 

records or clinical trials. A multidisciplinary literature review, according to chapter 2 and 

3, enables a conceptual design of a RLHS that adapts to every patient’s healthcare 

This chapter includes part of a position paper that has been published in IEEE 

Transactions on Consumer Electronics Journal with the title: “Requirements for 

Adaptive Consumer Gateways in Residential Learning Healthcare Systems: Bringing 

Intelligence to the Edge” in addition to a detailed explanation of the implementation 

process.  

N. Fares and R. S. Sherratt, "Requirements for Adaptive Consumer Gateways in 

Residential Learning Healthcare Systems: Bringing Intelligence to the Edge," in IEEE 

Transactions on Consumer Electronics, doi: 10.1109/TCE.2023.3326570. 
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requirements and permits local decision making to enhance caregiving quality at the 

patient's residence.  

6.1 RLHS Architecture Design  

   In this section, we present the architecture of the proposed Residential Learning 

Healthcare System as shown in Figure 6.1. This architecture can be implemented in 

smart homes or caregiving centers where patients that require daily care reside. In such 

systems, patients/consumers are equipped with body-worn or implanted sensors to 

record health related information for personal monitoring of multiple parameters.  

Patient’s context information is also provided by contextual sensors that help in 

identifying unusual patterns and make more precise inferences about the situation. 

Other sensors and actuators can also be connected to the system to transmit data to 

medical staff as high-resolution images. The architecture of the proposed system 

consists of three main layers: Sensor nodes layer, Edge computing layer including a 

Consumer-oriented adaptive gateway, and a Cloud computing platform (Back-end).  

 

Figure 6.1: Residential Learning Healthcare System Architecture 
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Sensors in a sensor node can be based on different communication protocols such as 

Wi-Fi, Bluetooth Low Energy (BLE), and 6LoWPAN. Sensors are grouped based on their 

functionality. Environmental sensors communicate with other components of the 

system based on the microcontroller or microprocessor used and the communication 

protocols it supports such as SPI, BLE, Wi-Fi, and 6LoWPAN. Biomedical sensors are also 

connected to a microcontroller or a microprocessor, have a power managing unit, and 

a wireless communication chip that supports many-to-many communications. In our 

scenario sensor nodes and the adaptive gateway are connected to a local Area Network 

via Wi-Fi.  

The Consumer-Oriented Adaptive Gateway layer consists of three components: a 

local gateway software responsible for local data handling, a local MQTT (Message 

Queuing Telemetry Transport) Broker responsible for the communication between 

different components of the residential LHS, and a decision-making component 

responsible for reporting results, giving feedback, and delivering notifications and alerts 

to the patient/consumer independent of internet connection availability. 

The Cloud layer consists of a global data handling hub performing heavy 

computational tasks on the collected and stored data, a cloud based MQTT broker that 

allows communication with the local MQTT broker at consumer’s residence, and a 

decision-making model(s) supporting advanced machine learning algorithms for more 

powerful data analysis and decision making. 

In this work we focused on demonstrating a set of requirements from the list of 

proposed requirements for residential LHS presented in chapter 5. We present a 

demonstration of an edge-based gateway that ensures network availability and flow of 

data at the edge independent of Internet availability, performs local decision making at 

the edge, adaptive and scalable in the sense of being capable to select the healthcare 

decision making models based on the patient’s/consumer’s changing needs with time, 

and merges edge and cloud-based computing for better decision making and analysis.  

To ensure the flow of data between different components of residential LHS at the 
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edge independent of Internet availability, a local MQTT Broker is set up. MQTT enables 

communication between different components of the system overcoming the gaps 

between hardware and software. All devices collaborate with a messaging flow publish 

and subscribe. Mosquitto, a lightweight open source MQTT broker was installed on a 

portable computer running linux at the patient’s/consumer’s residence performing as 

the smart-adaptive gateway at the edge (PC1). The local MQTT broker enables reliable 

communication, lower latency, and improved response time between different 

components of the system. MQTT empowers Edge computing by moving from sensor 

edge towards device Edge (IoT gateways) where the local gateway aggregates and 

process data from local sensors and make preliminary decisions locally independent of 

Internet availability and is as well connected to the cloud via Internet for detailed 

analysis and advanced decision making. The local gateway is connected to the cloud 

through bridging the local MQTT broker with another broker on the cloud. The local 

MQTT broker/server uses SSL/TLS (Secure Sockets Layer/Transport Layer Security) 

certificates to ensure secure connection and data transmission between MQTT clients 

(sensors, gateway, and other components) to solve the problem of IP broadcasting by 

being responsible for domain name discovery resolving.  

To develop a consumer oriented residential LHS, the decision-making component 

should be designed and implemented targeting the specific needs of the 

patient/consumer. As a proof of concept, we created a heart disease prediction model 

trained and tested on a pre-collected heart disease occurrence possibility dataset. 

Based on the variables in the heart disease csv file, demos for 13 sensors were 

implemented on another portable computer at the consumer’s residence (PC2). The 

sensors are connected to the local gateway through the local MQTT broker. The 

sensors, the local gateway, and the cloud end system are all MQTT clients 

subscribing/publishing to specific topics to share data. Client connections and their 

parameters are specified based on their functionality. The sensors publish messages to 

the local MQTT broker, across different topics based on the type of data being 

published. The local gateway subscribes to different topics through the local MQTT 

broker and publishes to the local decision-making model/models.  It also publishes to 



 

   

128  

other Clients on the Cloud MQTT broker network responsible for global data handling 

and decision making. Client instances are created for both the local MQTT broker and 

the MQTT broker hosted on the cloud. Multiple clients can be added based on the end 

user’s requirements. To ensure scalability and interoperability of the introduced 

residential LHS, multiple machine learning models based on consumer’s healthcare 

requirements can be added to the system as separate clients to perform any kind of 

data analysis locally or at the cloud as shown in figure 6.1.  For every sensor connection 

that is being subscribed to by the local MQTT broker, an adjacent cloud connection is 

created to publish the received messages. Data received from different sensors was 

saved in queues in the local gateway. For each sensor, two queues are created to 

guarantee the same exact data in a specific time is sent to local broker and the cloud. 

One queue publishes data to the cloud while the other publishes to the local machine 

learning model. 

6.2 RLHS Architecture Implementation  

   In this work, we have created various components of the RLHS system using the 

Python programming language. To demonstrate the feasibility of our research, we've 

generated experimental code, which is conveniently stored in a accessible directory 

labelled as "MQTT-RLHS." 

6.2.1 Sensor Layer Implementation 

   The Sensor nodes layer can consist of different types of sensor networks such as 

environmental/ contextual sensors network, e-health / wearable sensors network, and 

video monitoring network. Sensors in a sensor node can be based on different 

communication protocols such as Wi-Fi, Bluetooth Low Energy (BLE), and 6LoWPAN [2].  

Sensors are grouped based on their functionality in residential healthcare monitoring 

systems. 
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   Contextual sensors used for collecting room temperature, humidity, air pressure and 

light levels, person’s mobility within a room, and water flow can communicate with 

other components of the residential learning healthcare system based on the 

microcontroller or microprocessor used and the communication protocols it supports 

as SPI, BLE, Wi-Fi, and 6LoWPAN. E-health sensors as glucose sensor, body temperature 

sensor, motion sensor, and ECG analog front-end sensor are also connected to a 

microcontroller or a microprocessor, have a power managing unit, and a wireless 

communication chip that supports many-to-many communications. The video 

monitoring network / node can be used for tracking patients navigating their residence 

environment and providing continuous quantity of movement information. The camera 

needs to be connected to a processing unit that can operate several cameras in the 

residential healthcare system and can integrate video data in into a JSON string and the 

transmitted over MQTT protocol to other devices in the residential healthcare system 

[3]. To demonstrate the proposed RLHS architecture and implement the proposed 

system requirements, we focused on the design and implementation of the smart 

adaptive gateway component, assuming that sensor networks can be installed and 

implemented based on a previous work done by SPHERE project [4] that provides 

detailed information about sensors installation in smart homes. Thus, we created demo 

sensors as MQTT Clients in Python to be connected to the adaptive smart gateway using 

a Local MQTT Broker to prove our concept.  

  In the demonstration we performed, we focused on one healthcare requirement, 

heart disease monitoring and prediction, thus we created sensors based on a heart 

disease prediction csv file. We created 13 sensors using Python. The sensors are 

connected to the local gateway through mosquito, the local MQTT broker. The sensors 

publish messages to the local broker, and the local gateway receives sensor messages 

by subscribing to sensor topics. An example of Python code written to create a demo 

sensor is shown in the Python code box 6.1: Sensor Code Sample below. 
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6.2.2.1 Data Handling at gateway 

   Data handling at the Residential Learning healthcare gateway using MQTT with a local 

broker typically involves collecting, transmitting, and managing healthcare-related data 

from various medical devices and sensors. The MQTT local broker provides an efficient 

and scalable solution for data handling in RLHS, ensuring real-time communication, data 

integrity, and security for critical healthcare data. 

   Processing sensor data at a local healthcare gateway using queues through an MQTT 

local broker involves efficiently managing and handling the data generated by various 

sensors within the RLHS. Using queues in conjunction with MQTT helps ensure that data 

is processed in an orderly and efficient manner, particularly when dealing with large 

volumes of data or when you need to decouple data producers (sensors) from data 

consumers (services as decision-making). Here's how the process typically works: 

Data Collection from Sensors: Healthcare sensors continuously collect data such as vital 

signs, temperature, humidity, or other medical measurements. The residential learning 

healthcare gateway, acting as a data collection hub, interfaces with these sensors to 

collect the data. In our demonstration, a Local MQTT broker is installed on the system 

to allow the communication and data transfer between the sensors and the residential 

gateway. Where all of the sensors and the gateway act as clients of the local MQTT 

broker. Data preprocessing steps may be applied to ensure data accuracy and suitability 

for downstream processing. Preprocessing can include data validation, filtering, 

normalization, and data enrichment. This step is out of the scope of our demonstration. 

MQTT Broker Setup: A local MQTT broker is set up on the residential learning 

healthcare gateway. MQTT brokers like Mosquitto, HiveMQ, or others are commonly 

used for this purpose. The broker is configured to handle queues, also known as topics 

in MQTT, that correspond to different types of sensor data or specific sensors. 

Data Publication to MQTT Queues: The healthcare sensors act as MQTT publishers and 

send the collected data to specific MQTT topics (queues) on the local broker. Each 
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6.2.2.2 Local MQTT Broker Role 

   To ensure interoperability of the smart gateway with different components of the 

residential learning healthcare system, there are three levels of interoperability to be 

fulfilled: Device interoperability (physical connection), Network interoperability (data 

communication management), and Application-level interoperability [5]. 

   The residential learning healthcare gateway can be built on a single-board computer 

solution (SBC) as Raspberry Pi, Nvidia Jetson Family, PandaBoard, etc. The choice of the 

SBC depends on the level of relevance between the SBC specifications and the 

requirements for the development of the residential learning healthcare solution. The 

SBC needs to support several communication interfaces such as Wi-Fi, Bluetooth, and 

Ethernet by built-in components to ensure interoperability between different 

components of the residential learning healthcare solution. To support communication 

between sensor nodes based on different communication protocols and the Gateway 

(SBC), different microcontrollers can be connected to the gateway to enable 

communication between them. For example, for sensor nodes equipped with nRF, an 

nRF24L01 chip can be connected to the gateway via SPI. For supporting sensor nodes 

equipped with 6LoWPAN, a CC2538 module and a SmartRF06 board can be added to 

the SBC. As for supporting BLE sensor nodes, the smart gateway can be equipped with 

BLE components as CYBLE-202007. As for Wi-Fi sensor nodes, usually most SBCs have a 

built-in Wi-Fi chip [2].  

   To enable device and protocol level interoperability between sensor nodes and the 

residential learning healthcare gateway, different network topologies, as mesh and star 

topologies can be implemented. These network topologies use several wireless sensor 

technologies, such as 6LoWPAN, Wi-Fi and Bluetooth. Mesh-based networks are usually 

used to tunnel between 6LoWPAN and IPV4/IPV6 protocols, and star-based networks 

are used to interoperate with non-IP based sensors, i.e., to translate between Bluetooth 

and IPV4/IPV6 protocols [6]. 
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   To provide communication interoperability in modern IoT applications, multiple 

competing application-level protocols such as CoAP (Constrained Application Protocol), 

MQTT (Message Queue Telemetry Transport) and XMPP (Extensible Messaging and 

Presence Protocol) can be used. Each of these protocols has unique characteristics and 

messaging architecture helpful for different types of IoT applications, which require 

effective utilization of limited processing power and energy.  It's important to note that 

the choice of communication protocol should be made considering various factors, 

including the specific requirements of the learning healthcare system, interoperability 

with existing systems, and compliance with industry regulations [7]. MQTT is a strong 

candidate for many healthcare scenarios, but its suitability should be assessed in the 

context of the specific use case and the available infrastructure [8]. In our proposed 

RLHS architecture, we decided to use MQTT communication protocol to obtain a 

scalable, interoperable, secure IoT architecture. MQTT is a lightweight, publish-

subscribe communication protocol that has several advantages in RLHS compared to 

other protocols. MQTT is designed to be lightweight, which means it has minimal 

overhead in terms of message size and processing power required. It uses a publish-

subscribe model, which enables efficient one-to-many and many-to-one 

communication. In RLHS, this can be valuable for broadcasting data from sensors or 

devices to multiple subscribers (e.g., healthcare providers, caregivers) without requiring 

individual connections for each subscriber. MQTT is scalable and can handle a large 

number of devices and clients. In RLHS, this is essential as the number of sensors and 

devices can grow over time. MQTT brokers can efficiently manage the connections and 

data flow between different components of learning healthcare systems. MQTT's 

asynchronous communication model allows devices to send data when it's available 

without waiting for a response. This is suitable for RLHS, where data from various 

sensors may not be synchronized and needs to be transmitted as it becomes available. 

MQTT supports bi-directional communication, making it suitable for not only sending 

data from sensors to central systems but also for sending commands and notifications 

back to devices. This is important in healthcare scenarios where remote device control 

or patient alerts are needed. While MQTT itself doesn't mandate security features, it 
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can be used in combination with security protocols like TLS/SSL for data encryption and 

authentication. Ensuring the privacy and integrity of healthcare data is paramount, and 

MQTT can be configured to meet these requirements. 

  In the proposed system, Mosquitto MQTT broker was installed on a Debian operating 

system acting as a local broker. To ensure security of the transmitted data between 

different devices of the residential healthcare system SSL/TLS for transport encryption 

algorithms are implemented by applying some changes on Mosquitto configuration file 

installed. Securing communication between MQTT clients and an MQTT broker using 

SSL/ TLS is essential to protect the confidentiality and integrity of data in transit and the 

steps to enable SSL/TLS encryption for communication with an MQTT broker are as 

follows: 

Generate or Obtain SSL/TLS Certificates: You'll need SSL/TLS certificates for both the 

MQTT broker and the clients. You can either generate self-signed certificates for testing 

or obtain certificates from a trusted Certificate Authority (CA) for production use. The 

steps we followed in CA creation are explained in text box 6.1: Certificates’ creation.  
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Text box 6.2: Mosquitto Configuration Changes 

port 8883 

tls_version tlsv1.2 

cafile pythonCode/MQTT-Sensor/Mosquitto Config/certs/ca.crt 

certfile pythonCode/MQTT-Sensor/Mosquitto Config/certs/server.crt 

keyfile pythonCode/MQTT-Sensor/Mosquitto Config/certs/server.key 

use_identity_as_username true 

require_certificate true 

 
 

listener: Specifies the port on which the broker should listen for secure MQTT 

connections. 

cafile: Points to the CA certificate file if you're using a CA-signed certificate. 

certfile: Points to the broker's certificate file. 

keyfile: Points to the broker's private key file. 

Configure MQTT Clients: MQTT clients (e.g., sensors, gateway, Decision making models, 

other devices, and applications) need to be configured to use SSL/TLS. You'll need to 

specify the CA certificate for server verification and, if required, client certificates for 

mutual authentication. In Python using the Paho MQTT library, you can configure an 

MQTT client to use SSL/TLS as shown in the code box 6.4: Client Creation with SSL/TLS 

Encryption. 

Python code box 6.4: Client Creation with SSL/TLS Encryption 

import paho.mqtt.client as mqtt  

 

client = mqtt.Client()  

client.tls_set(ca_certs="/path/to/ca.crt", certfile="/path/to/client.crt", 

keyfile="/path/to/client.key")  
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Local Analytics and ML Algorithms: The residential learning healthcare gateway 

typically hosts local analytics and ML algorithms that can process and analyze the 

collected data. These algorithms can be designed to monitor patient health, detect 

anomalies, predict potential health issues, or trigger alerts based on predefined 

patient/consumer requirements. Different local Decision-making models can be added 

as to the RLHS as independent MQTT clients of the local MQTT broker. Figure 6.2 shows 

an example of different decision-making models and machine learning algorithms that 

can be used in such models. 

 

Figure 6.2: Patient/Consumer-oriented Decision-Making Models 

Decision Logic: Local decision-making involves implementing decision logic within the 

residential learning healthcare gateway. This logic interprets the analyzed data and 

determines the appropriate actions or responses. In our demonstration we 

implemented a decision logic to predict the possibility of a patient encountering a heart 

disease based on linear logistic regression algorithm. Python code box 6.6: Heart 

disease Prediction Logic provides the code we used in our demonstration. Other 

decision logics can be implemented to perform other tasks.  
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6.2.3 Cloud Services 

   Cloud services play a crucial role in residential learning healthcare systems by 

providing a scalable, secure, and centralized platform for collecting, storing, processing, 

and analyzing health-related data in case of internet availability. This enables real-time 

monitoring, data-driven insights, and timely interventions to improve the well-being of 

patients/consumers in their homes. Although Local decision-making at the residential 

learning healthcare gateway solves the problem of decision-making in absence of 

internet availability, the decision-making and data analysis that can be provided at the 

Cloud is more advanced. Cloud services can leverage machine learning models and 

predictive analytics to identify patterns and potential health issues based on historical 

data. This can help in early intervention and personalized care. Cloud services offer 

scalability to handle increasing data volumes and device connections as more 

individuals use the monitoring system. Redundancy ensures system reliability and fault 

tolerance.  

  In our demonstration, the Cloud layer consists of a global data handling hub 

performing heavy computational tasks on the collected and stored data, a cloud based 

MQTT broker that allows communication with the local MQTT broker at consumer’s 

residence, and a decision-making model(s) supporting advanced machine learning 

algorithms for more powerful data analysis and decision making. 

  To demonstrate how the proposed residential learning healthcare gateway is 

connected and communicates with the Cloud, in the gateway code, we created a thread 

to publish sensor data to the cloud MQTT Broker. The same data is published by another 

thread to the local MQTT Broker to avoid any contradictions in the analysis processes 

between the local decision-making models and the cloud decision-making models. The 

data is published to the MQTT broker on the Cloud to specific topics on the CLOUD 

MQTT Broker, and received by Cloud services which are clients of the Cloud MQTT 

broker subscribing to the specific topics. Data analysis and decision making at the Cloud 

is out of the scope of our demonstration. Python code box 6.8: Clients and 
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Chapter 7: Discussion 

    The set of requirements proposed in Chapter 5, and the residential LHS architecture 

presented in chapter 6 inspires consumer healthcare researchers to divert from 

developing fixed gateways that are non-adaptive, and limited to one or two medical 

conditions, toward implementing the requirements of adaptive gateway that we are 

proposing in this research, i.e., an adaptive gateway in residential learning healthcare 

systems. The idea behind the proposed requirements is to achieve a holistic residential 

learning healthcare system with an adaptive gateway that has a set of characteristics. 

A gateway that adapts with different consumer needs that varies between monitoring, 

detection, and prediction of health conditions. A gateway that adapts with changing 

medical conditions for a consumer over time. A gateway that ensures the security and 

privacy of the consumer and can adapt to new technologies in the domain. A gateway 

that guarantees Internet connectivity and interoperability using various adaptable 

communication technologies. A gateway that is scalable in the means of introducing 

new components to the hardware (e.g., sensors, memory cards) and/or software. All 

these characteristics combined promote the development of a one and for all gateway 

system. A cheaper gateway that is suitable for any consumer’s needs and that can 

continuously adapt with each consumer’s needs over time. 

   This chapter discusses how the proposed requirements for an adaptive gateway in 

residential LHS facilitates the implementation of the proposed adaptive gateway. 
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Although addressing all the presented requirements was not applicable in our research 

due to resource, personnel, and time limitations. Still, to evaluate the importance of 

the proposed requirements we selected a set of requirements and implemented them 

in a proof-of-concept demonstration. The requirements addressed in the 

demonstration are:  

 Ensuring Interoperability and network availability at the edge  

 Developing a scalable system 

 Designing a consumer-oriented system 

 Implementing a service-oriented architecture 

 Implementing Local decision making 

   Edge-based computing in healthcare functions by extending the cloud computing 

paradigm to the edge of the network enabling new services such as local data 

processing, storage, and decision making in residential LHSs [1]. Based on the results 

of the demonstration performed in this research, we have conceptually proven the 

design of the RLHS architecture and on a theoretical level this should improve the 

quality of healthcare monitoring and QoL of patients. However, the implementation 

of the system is a further requirement to be fulfilled as final evidence of our 

system’s superiority in these respects. We were able to show how Edge computing 

can significantly improve the quality of healthcare home monitoring. As it allows 

data processing to occur closer to the source, which means that healthcare data 

from monitoring devices can be processed and analyzed in real-time or near real-

time. This reduced latency ensures that critical health information is acted upon 

quickly, potentially saving lives in emergency situations. We also showed how Edge 

computing can enhance privacy and security of patient’s/consumer’s healthcare 

data through keeping the data localized, reducing the need to transmit it over long 

distances and decreasing the risk of data breaches during transmission [2].  

    Edge computing enables monitoring devices to function offline or with 

intermittent connectivity. Data can be stored locally and transmitted when a stable 

connection is available. Edge computing can be easily scaled to accommodate a 
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growing number of monitoring devices and patients. New edge devices can be 

added to the network as needed without overloading centralized cloud servers. 

Healthcare providers can customize edge computing solutions to meet their specific 

monitoring and analysis needs. This flexibility allows for tailored solutions that align 

with the unique requirements of different patients/consumers.  

   The Edge computing paradigm depends on how IoT devices can be programmed 

to interact with each other and run user defined codes [3]. Thus, in our proof-of-

concept we concentrate on programming the gateway and sensors to enable 

communication and data transmission at the Edge. The implementation of a local 

MQTT broker [4] is a one and for all solution that enables communication between 

devices independently of internet availability, provides security and privacy of the 

transmitted data using SSL/TLS certificates, enables scalability of the residential LHS 

since with MQTT each device or service is considered as an independent client and 

MQTT enables the creation of unlimited number of clients.  

   The implementation of a local MQTT broker at the Edge permits various devices 

and services in the residential LHS to perform independently as clients, where 

different operations are properly defined and altered without degrading the 

interoperability of the system [5]. Thus, enabling the system to have a Service 

Oriented Architecture (SOA).  

   The Local MQTT broker with the client feature allows the development of a 

consumer oriented LHS [6]. MQTT allows for a publish-subscribe model, where 

clients (devices, applications, decision making models) can subscribe to specific 

topics of interest. Thus, patients/consumers can have their own dedicated MQTT 

topics, enabling them to access and monitor their own health data based on their 

healthcare requirements. This patient-centric approach enhances consumer 

engagement in their healthcare and enables a better QoS. 

   Edge computing and the implementation of a local MQTT broker played a major 

role in enabling real-time decision making at the edge.  Where, with the help of the 
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client feature in MQTT and the availability of the data close to the source due to 

edge computing, we were able to implement decision making models using machine 

learning algorithms for different healthcare scenarios that can work independently 

using data from various data sources (clients) through subscribing to different topic 

of interest. 

   Thus, the demonstration performed verified that edge computing and MQTT 

communication protocol improves the quality of residential LHS by making it more 

responsive independent of internet availability, secure, efficient, and adaptable to 

various healthcare scenarios. It enhances patient outcomes by ensuring timely 

interventions and reducing the burden on healthcare infrastructure. 
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Chapter 8: Conclusions 

 
   The process of research and design of smart adaptive residential learning healthcare 

systems is very important and requires deep understanding, exploration, and 

implementation to effectively deploy such systems. Healthcare conditions are 

challenging, and change over time, requiring monitoring over extended periods during 

which many decisions may be undertaken. Current residential healthcare systems do 

not easily enable consumers in the home to receive, integrate, or analyze healthcare 

data from different data sources. 

   Thus, this research has presented, for the first time, the requirements for creating 

residential learning healthcare systems (LHS) gateways for consumers that are 

fundamentally adaptive and support decision making, enabling a range of future 

consumer products and services to offer holistic management of their changing health 

conditions overtime. A system that performs continuous monitoring, self-configuration, 

exploration of new healthcare conditions, ensuring data privacy and security, and 

enables decision making locally.  

   In this research we discussed the implementation of a set of requirements from the 

proposed list of requirements. We developed a demo of an edge-based gateway 

merging cloud and edge computing as discussed in chapter 6. We presented and 



 

   

152  

explained how the proposed gateway is consumer-oriented and scalable. And finally, 

demonstrated network availability at the edge to enable local decision making.  

  The limitations of this research work lie in its disability to implement all the 

requirements proposed for the development of a residential learning healthcare 

system. It excluded important requirements such as merging EHR data sources with the 

developed residential LHS and integrating it with a real-world cloud service for 

advanced analysis and decision making due to resources, personnel, and time 

constraints. Although these two requirements are essential to attain the holistic 

perspective of the proposed residential LHS architecture.  

The procedure of merging EHR data sources with sensor data for relevant and valuable 

data generation and analysis is of great interest for researches. Recently, various ML 

models have been proposed to extract features from textual EHR and fuse it with sensor 

data in healthcare monitoring systems. Thus, information extraction and fusion models 

and feature identification models using various ML algorithms are crucial to improve 

the proposed residential LHS accuracy and decrease the error rate.  

The adoption of Cloud technologies in the context of healthcare has been termed 

Healthcare as a Service (HaaS). HaaS applications benefit healthcare monitoring 

systems through being scalable, on-demand, and provide virtually infinite computation, 

storage, networking resources, and advanced analytical services. Thus, integrating HaaS 

applications to the proposed residential LHS would ultimately enhance the accuracy in 

decision making and quality of service delivered to the consumer/patient. 

   Therefore, the future directions of this work would be the implementation of the 

uncovered requirements in our proof-of-concept. Requirements as the integration of the 

proposed RLHS with remote data sources like EHR data, and system integration with 

remote cloud services for advanced analysis and decision making as discussed in previous 

paragraphs of this chapter. 

   Another future goal would be the implementation of a local data storage solution to store 

processed sensor data for historical records, analytics, or auditing purposes. Data 
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storage is a major concern in healthcare systems, as personal and confidential 

information is used in such systems. Thus, more attention needs to be given to local 

storage and information processing management in edge-based residential healthcare 

solutions. One solution would be the development of a hybrid storage architecture by 

building a global blockchain in the cloud service layer and local blockchain at the edge. 

  All the mentioned future directions are ultimate future goals that serve more accurate 

consumer-oriented decision making in residential LHSs that requires researchers’ 

attention. And the ability to implement the overall Residential LHS in a real word scenario 

and test it with varying consumers’ requirements would be the substantial achievement of 

this research work. 

 




