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Current mobile payment schemes gather detailed information about purchases customers make. This data
can then be used to infer a customer’s spending behaviour, potentially violating their privacy. To tackle this
problem, we propose an untraceable mobile payment scheme that strikes a better balance, preserving user
privacy while allowing the Third-Party Service Provider (TPSP) to collect necessary information such as card
details and transaction amount for regulatory compliance. Our scheme offers untraceability for legitimate users
from malicious adversaries and curious TPSPs using cryptographic primitives such as partially blind signatures,
zero-knowledge proofs and identity-based signatures. It also guarantees that only authorised TPSPs can issue
valid payment tokens, and even with limited data the TPSP can still prevent dishonest customers/merchants
from double-spending a payment token. We also propose a comprehensive evaluation framework to assess the
untraceable payment schemes against seven key criteria such as untraceability, exculpability - merchant double-
spending, exculpability - customer double-spending, unforgeability, confidentiality, message authenticity,
efficiency and regulatory compliance. We rigorously benchmark the security and privacy of our proposed
payment scheme against this framework and other established schemes. Furthermore, we formally verify
these properties using complexity-based analysis and Proverif modelling.
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1 INTRODUCTION

The proliferation of mobile devices has led to rapid growth in mobile commerce, enabling users to
buy and sell goods and services using smartphones and other devices. Statistics indicate mobile
commerce sales reached $3.56 trillion in 2022, demonstrating significant growth from previous
years [40]. This growth is projected to continue, with estimates suggesting mobile commerce sales
could exceed $7 trillion by 2025 [41]. Hence, mobile payment, a core element in mobile commerce,
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has emerged as a significant research focus within industry and academia throughout the past
decade.

Mobile payment systems allow users to initiate, authorise and finalise purchases. A variety
of mobile payment options are available nowadays, including card-based payments, contactless
payments and carrier billing [22]. These technologies often bypass the need for credit card centres or
banks and rely on pre-registration with a Third-party Payment Service Provider (TPSP) which acts
as an intermediary between customers and merchants. Popular examples of TPSPs include Google
Pay, Apple Pay, Ali Pay, PayPal, and Venmo. TPSP-based mobile payment systems often store users’
credit/debit card details, transaction-related information such as item details, merchant details and
user login information. They build a comprehensive purchase profile of each customer using this
information. These profiles offer valuable insights into customer behaviour and preferences, which
are then utilised for marketing and advertising purposes. However, such extensive data collection
and analysis raise privacy concerns. A study by Preibusch et al. [36] found that over half of 881
online shopping sites shared customer information (names, emails, phone numbers, and purchase
details) with PayPal, who then forwarded it to Omniture, a third-party data analytics company.
Similarly, Ali Pay, a popular secure payment service for Taobao, has faced accusations of unethical
data collection practices [24]. While some argue that analysing customer data can benefit both
consumers and merchants, the growing public concern over user privacy has made TPSPs to start
thinking about privacy preservation for their consumers.

The architecture of privacy-preserving mobile payment schemes can be either centralised or
decentralised. Blockchain’s emergence spurred the development of decentralised payment schemes
that employ advanced cryptographic techniques to safeguard user privacy. The first decentralised
digital currency, Bitcoin, was introduced to enable online transactions without the involvement of
a bank or a TPSP [34]. Furthermore, Miers et al. [33] introduced Zerocoin, a cryptographic protocol
designed to enhance privacy in cryptocurrencies like Bitcoin by allowing users to convert their
bitcoins into untraceable zerocoins. Moreover, Lin et.al [30] proposed a decentralised conditional
anonymous payment scheme which protects the privacy of honest users and allows a trusted third
party to trace a malicious user’s real identity. Despite the theoretical advantage of transaction
anonymity offered by their decentralised nature, blockchain-based payment schemes suffer from
several critical drawbacks that limit their practicality as a mobile payment solution. Many popular
blockchains have a relatively low throughput in terms of the number of transactions they can
process per second. This creates a bottleneck, hindering the ability to scale up for the mass volume
of transactions in a mobile payment scheme [37]. Blockchain transactions require miners or other
participants for validation and security, leading to transaction fees as compensation for their work.
These transaction fees are determined by supply and demand. High transaction fees, driven by high
demand during network congestion, can make blockchain impractical for small everyday purchases
[11, 46]. In addition, the volatility of blockchain-based currencies makes it difficult for merchants
to set a stable price for their goods and services [23]. While users are not directly identified with
real-world identities, all transactions on the blockchain are publicly visible. With sophisticated
analysis, it’s possible to link transactions to specific wallets and potentially deanonymise users
[17, 21]. Finally, blockchain’s decentralised and unregulated nature, while often touted as a strength,
paradoxically increases its attractiveness for illicit activities. Studies have shown that the dark
web, which heavily uses cryptocurrencies for transactions, has seen a surge in activities such as
drug and human trafficking [2, 12]. The difficulty in tracing these transactions back to their origins
provides a sense of freedom to those engaging in these illegal operations.

The limitations of decentralised payment schemes mentioned above highlight the need for a
regulated intermediary and the importance of privacy-preserving centralised payment schemes.
However, ensuring complete user privacy protection within a centralised scheme is also challenging.
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Many proposed centralised privacy-preserving payment schemes mainly aim to protect privacy
of customers from merchants while allowing the intermediaries (like a bank or TPSP or CA) to
access transaction and user-related information [4, 13, 26, 28, 29, 39, 42]. These schemes inherently
assume that TPSP/bank/CA will act honestly and not collude with each other to compromise a
customer’s privacy. Some schemes [4, 13] also rely on the implicit assumption that the merchant
will act honestly and will not get involved in any dishonest actions. In reality, this might not be
always the case. Even though collecting transaction-related information enables the intermediaries
to identify and prevent fraudulent activities performed by the customers such as double-spending,
it also allows them to gain sensitive information regarding a customer’s spending patterns. Some
works have proposed using certificate authorities and virtual accounts to prevent TPSPs from
accessing transaction-related information [27, 35, 38]. Implementing and managing such schemes
with proxies or virtual accounts can be complex, potentially leading to higher fees or slower
transaction processing times. Additionally, these schemes do not offer any guarantee that these
proxies are trustworthy and will not collude with the TPSPs.

1.1 Motivation

Our proposal for an untraceable payment system is driven by the limitations we have identified
within the existing literature. Firstly, the existing untraceable payment systems prioritise customer
privacy under the assumption that key entities like the TPSP or bank or central authority (CA)
are trustworthy and will not try to track the transactions. Further, these schemes also assume
that these entities will not collude with each other to trace a customer’s transaction. Such an
assumption may not always hold in real-world scenarios. Our proposed system aims to address
this critical gap by explicitly considering the possibility of collusion between these entities. We
achieve this without compromising other critical security and privacy requirements. The most
important aspect of designing such an untraceable payment scheme lies in how to achieve the
following goals simultaneously: 1. Making transactions truly untraceable on the face of curious
TPSP while satisfying the necessity for regulatory oversight and ensuring that transaction details
remain private, even if participants in the scheme collude. 2. Preventing fraudulent activities
such as double-spending and illegal forging of payment tokens. 3. Using a single payment token
instead of multiple tokens for different face values. 4. Protecting the messages transmitted between
participants from unauthorised access. 5. Ensuring that only authorised participants can initiate
messages, and they can confirm each other’s identities without revealing any information that
could compromise their privacy or enable future tracking. 6. A dishonest customer/merchant should
be traceable. 7. Computationally efficient.

Secondly, the pursuit of proposing privacy-preserving untraceable payment systems has been
the subject of extensive research which has led to a plethora of proposed schemes. However, in the
literature, we can notice that the newly proposed schemes tend to discredit existing solutions and
then introduce a "new and improved" payment scheme while neglecting to thoroughly analyse
the security and privacy vulnerabilities inherent in their design. This continuous "break-fix-break-
fix" cycle [43] has significant consequences. Many new schemes lack robust privacy and security
justification leaving them susceptible to potential attacks. This challenge is caused by the absence
of a formally defined set of evaluation criteria for assessment. While most works do define their
own security and privacy evaluation criteria, they always overlook some other criteria which
hinders the understanding of whether the scheme completely addresses the gap we mentioned
above. The lack of an appropriate evaluation framework makes it difficult to identify a scheme that
truly satisfies all desired criteria. Hence, in this paper, we also propose an evaluation framework
that combines the most important privacy and security criteria that should be addressed by an
untraceable payment scheme.
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1.2 Contributions

Our key contributions are listed below:

e Privacy-Preserving TPSP Integration: We deviate from traditional models where TPSPs have
unrestricted access to transaction and customer data. Our proposed scheme introduces a novel
protocol which employs blind and partially blind signatures in the registration and token
withdrawal stage to achieve complete user privacy protection while meeting the regulatory
requirements. We achieve this goal even without relying on any external third parties,
streamlining the system architecture and reducing potential collusion-related vulnerabilities.

e Zero-Knowledge Mutual Authentication: We deviate from conventional TPSP-oriented au-
thentication models that risk exposing customer-merchant interactions. Our proposed scheme
introduces a mutual authentication scheme built upon a lightweight zero-knowledge proof
which is directly between the customer and merchant and adapted for mutual authentication.
This protocol uses discrete logarithm-based identity keys generated by the users themselves.
However, these keys are verified by the TPSP via blind signature ensuring that even the TPSP
cannot link these identity keys to specific users. This approach effectively enables the mutual
authentication process between the customer and the merchant, eliminating the TPSP as a
potential point of surveillance. This mutual authentication scheme also protects the honest
participants from dishonest merchants who try to double-spend.

e Proactive Fraud Prevention: Our proposed scheme enables the TPSP to detect and trace
double-spending attempts committed by customers using a novel security tag mechanism,
without requiring access to their transaction details. Hence, we continue to maintain the
untraceability of legitimate transactions. Additionally, our scheme also upheld the unforge-
ability property, ensuring that payment tokens cannot be fraudulently created or replicated by
malicious adversaries or dishonest customers/merchants. Moreover, our scheme incorporates
mechanisms that enable the TPSP to trace the identities of dishonest customers attempting
to engage in double-spending, while preserving the anonymity of honest participants.

o Single Token Flexibility: Our scheme also employs a single payment token design that
accommodates transactions of varying face values. This is achieved through partially blind
signature that allows for the representation of different denominations within a unified token
framework.

e Comprehensive Evaluation Framework: We introduce an evaluation framework that serves
as a valuable tool for assessing the security and privacy attributes of centralised untraceable
payment systems. This framework provides a structured methodology to systematically
analyse and compare different protocols, promoting transparency and facilitating informed
decision-making during the development and adoption of privacy-preserving payment solu-
tions.

The structure of the remaining portion of this paper is as follows: Section 2 discusses the existing
works. Section 3 describes the generic architecture of a third-party-based payment scheme. Section
4 describes the trustworthy and untraceable payment scheme we have proposed in this paper.
Section 5 presents the threat model for our proposed scheme and the evaluation criteria that can be
used to evaluate the effectiveness of untraceable payment schemes. Section 6 presents the formal
security analysis for the proposed scheme and section 7 explains the symbolic modelling process
used to evaluate our protocol. Section 8 presents the comparison of our proposed scheme with
other schemes. Finally, Section 9 concludes the paper.
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2 RELATED WORK

The untraceable centralised payment schemes are classified into online and offline schemes based
on the interaction between the customer, merchant, and service provider (either a TPSP or a bank
or CA). In online untraceable payment schemes [29, 42], there is a need for the service provider to
verify the payment token’s validity before the customer can use it to pay a merchant. This requires
the service provider to remain constantly online during each transaction, increasing complexity and
introducing a potential single point of failure. This questions their suitability for micro-payments in
real-world scenarios. Moreover, these schemes assume that the service provider is trustworthy and
can provide privacy guarantees against malicious third-party adversaries or dishonest merchants.
Recently [7] attempted to address some of these trust and efficiency concerns in online payment
schemes. While their scheme tries to protect the privacy of a customer against a curious TPSP, it
also assumes that the TPSP will not initiate active attacks to violate the privacy of the customer
or collude with other participants like CA to collect transaction-related information. Therefore,
addressing the persistent issue of collusion in online payment systems remains crucial for ensuring
user privacy.

On the other hand, offline payment systems [4, 8, 20, 26, 39] doesn’t require the TPSP to stay
online continuously, and the merchant can verify the payment token without the assistance of the
TPSP. These works have used numerous methods to reduce the involvement of the TPSP during
an active transaction. Some [4, 20] have explored the use of blind signature schemes to reduce
the involvement of TPSP and to provide untraceability. These schemes enable customers to have
their payment tokens verified by a service provider without revealing any information about the
tokens. However, since the customer cannot disclose any information, multiple payment tokens
must be issued to differentiate between different face values. As a result, these schemes incur high
computational and storage complexity on the customer side. Some works [19, 25] have proposed the
use of partially blind signatures [1] to tackle this issue. In partially blind signatures, the customer
reveals some information to the service provider and it allows the TPSP to issue a single token for
the required value.

However, these schemes have failed to address how a customer and merchant will be able to prove
their identity to each other without the involvement of the TPSP. Some offline payment schemes
[26, 39] address this issue by assigning anonymous identities to their customers, either issued
by the service provider themselves or a third-party anonymous identity provider. This approach
helps the customer to prove that they are a legitimate user of the system without revealing their
true identity, reducing the risk of revealing any information about the transaction to the TPSP.
However, in the case where the TPSP issues these anonymous identities, the TPSP still retains
the capability to track transaction details if they decide to act dishonestly. While a third-party
anonymous identity provider can enhance privacy compared to TPSP-issued anonymous identities,
it introduces more complexity to the existing payment architecture and still these schemes assume
that these entities will not collude with the TPSP. Hence, in our proposed payment scheme we
employ a RSA-based partially blind signature to completely limit the involvement of the TPSP
during token issuance phase. Using the partially blind signature customers can obtain a single
payment token for any desired value from the TPSP without revealing any other information about
the transaction. Additionally, we have introduced mutual authentication to eliminate the need for
anonymous identities, allowing both customers and merchants to confidently verify each other’s
identity.

A primary concern that arises when minimising the role of the TPSP is the increased risk of
double-spending attacks. The Cut and Choose technique [44] has been used in some schemes
to address the double-spending problem caused by the customer. However, this method incurs
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additional computational and communication overhead. Some works have introduced [18, 19]
restrictive blind signatures to prevent double-spending, where the customer can blind the message
body but not its internal structure. If the customer attempts to double-spend the payment token,
the TPSP can identify the dishonest customer through the message structure. This approach relies
on the TPSP’s trustworthiness, assuming they will only disclose transaction details in cases of
double-spending, not for routine tracking. Hence, in our proposed scheme we introduce a security
tag mechanism that enables the TPSP to detect and trace double-spending attempts by the customer.
This mechanism is designed in such a way that it prevents the TPSP from revealing any transaction
details unless double-spending has occurred. In summary, we propose a centralised payment scheme
that achieves strong user privacy protection, robust fraud prevention, and efficient implementation
without relying on complex third-party mechanisms.

3 ARCHITECTURE OF A GENERIC TPSP BASED MOBILE PAYMENT SCHEMES

This section provides an overview of the generic TPSP-based payment scheme. In the generic
scheme, the TPSP collects all transaction-related information of a customer. For a visual breakdown
of how a typical purchase happens, refer to Fig. 1. The transaction between a customer and a
merchant in the generic scheme consists of the following stages:

e Tokenising Card: When a customer first signs up with the TPSP, they add their credit or debit
card details. To keep this sensitive information safe, the scheme creates a unique code called
a "token" to replace it. This token is stored on the customer’s phone for contactless payments
(NFC) and the TPSP also keeps a copy for reference.

e Paying the merchant: When the customer wants to buy something, they send the order
details to the merchant, who confirms the order and the total cost. Once the customer
receives confirmation of the order total from the merchant, they can pay by tapping their
phone on the merchant’s payment terminal.

e Merchant payment processing: The merchant’s terminal then uses the token details received
from the customer’s phone to process the payment through the TPSP.

e TPSP translating the payment token: The TPSP first verifies the payment token details
provided by the merchant. If the validation is successful, the TPSP translates the token
information back into the actual card number and uses it to identify the customer’s account.
The relevant amount is then deducted from the customer’s account and temporarily placed
into a holding account. Simultaneously, the TPSP sends an authorisation response to the
point-of-sale terminal, confirming whether or not the transaction was successful.

e Terminal notification: The point of sale terminal notifies both the merchant and the customer
whether or not the payment attempt is successful.

4 PROPOSED UNTRACEABLE PAYMENT PROTOCOL SCHEME
4.1 Overview of the Protocol

Our proposed untraceable payment scheme involves three parties: a customer (C), a merchant (M),
and a third-party payment service provider (TPSP). It comprises of six stages:

e User Registration: Both customers and merchants need to register with the TPSP to use the
scheme.

e Purchase Request: When a customer wants to buy something, they first establish a secure
connection with the merchant. Even though the customer and merchant are registered with
the TPSP, the goal of an untraceable scheme is to limit the TPSP’s knowledge of individual
transactions. Hence, the customer and the merchant will use a mutual authentication scheme
to verify each other.
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Customer Merchant TPSP
o

- i

1. Select goods

2. Generate order confirmation
3. Send order confirmation

4. Send payment token and expiry date

5. Send customer’s payment token
and expiry date

6. Check Customer and Merchant validity
Generate payment confirmation

7. Payment authorization

8. Order delivery confirmation

9. Transfer money to merchant account
If there is no dispute

Fig. 1. Workflow of the Generic TPSP based Mobile Payment Scheme

e Token Withdrawal: Before making the payment, the customer gets a unique payment token of
the required value from the TPSP. In our scheme, we ensure the customer is not re-identified
by the TPSP using this token.

e Payment Using Token: The customer then sends the payment token obtained from the TPSP
to the merchant.

e Token Deposit: The merchant verifies the token and then forwards the token to the TPSP,
who checks if it’s valid. If it is a valid token then the TPSP authorises the payment.

e Refund: If the customer isn’t happy with the product or service, there’s an optional refund
process.

Fig. 2 displays the primary stages involved in the proposed untraceable payment scheme. The
key differences between the generic TPSP based payment scheme and our proposed untraceable
payment scheme can be summarised as follows:

(1) TPSP’s Role: In the generic scheme, TPSP plays an active role throughout the transaction. It
stores all information related to a transaction, issues/validates payment tokens and verifies
the validity of customers’ and merchants’ identities. Whereas in our proposed scheme, TPSP
handles user registration and issuance/validation of blinded payment tokens. They do not
aggregate/store information regarding the transactions, and the customer and the merchant
can verify their identities without the involvement of the TPSP.

(2) Complete User Privacy: In the generic scheme, TPSP collects and stores a significant amount
of user data including transaction details. This allows the TPSP to build detailed profiles
related to a customer’s preferences which raises privacy concerns. On the other hand, our
proposed scheme prioritises user privacy. The TPSP’s data collection is limited to essential
information like card details and transaction amounts. We use zero knowledge-based mutual
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Customer Merchant TPSP
[ ]
- == iii
1. Mutual Authentication

2. Purchase Request

3. Token Withdrawal

4. Payment by Token

5. Token Deposit

6. Payment Authorization

7. Delivery Confirmation

Fig. 2. Workflow of the Proposed Untraceable Mobile Payment Scheme

authentication scheme and partially blind signatures to ensure that the TPSP cannot track
individual purchases to build comprehensive customer profiles.

(3) Authentication: The authentication process in the generic scheme involves the TPSP ver-
ifying both the customer and merchant identities at every stage. Our scheme utilises a
zero-knowledge proof-based mutual authentication mechanism. This allows the customer
and the merchant to verify each other’s identity directly. However, we ensure the customer
and merchant are registered valid users who are authorised to use the platform.

(4) Double-Spending Prevention: The mechanism for preventing double-spending in the generic
scheme relies on the TPSP’s ability to track transactions. We, on the other hand, have
implemented appropriate mechanisms to detect and prevent double-spending attempts carried
out by both customers and merchants. The TPSP can trace the origin of a double-spent token,
even though individual transactions are untraceable.

In essence, our proposed scheme aims to address the privacy concerns associated with traditional
TPSP-based mobile payment schemes by significantly reducing the TPSP’s access to user data and
transaction details.

4.2 Preliminaries

Our proposed payment scheme utilises several cryptographic primitives to preserve customer’s
privacy and maintain security. This section provides a brief overview of these technologies.

4.2.1 Zero Knowledge Proofs. Zero-knowledge proofs (ZKPs) allow one party (the prover) to
assure another party (the verifier) that they know a secret without revealing the secret itself.
The prover who possesses the secret constructs a series of mathematical proofs that are tied to
this secret. These proofs which often involve modular arithmetic, elliptic curve cryptography,
or other advanced mathematical constructs, are meticulously crafted to demonstrate possession
of the secret without revealing its actual value. The verifier subjects these proofs to validation
which involves a series of computations and verification against publicly known parameters. The
strength of a ZKP protocol depends on its ability to ensure that a successful validation by the
verifier clearly implies the prover’s possession of the secret, even though the verifier gains no
information regarding the secret itself. In the context of our proposed payment scheme, ZKPs
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enable mutual authentication between the customer and merchant, ensuring they are legitimate
entities without disclosing identifying information to the TPSP or to each other. ZKP was first
introduced by [14] as an efficient cryptographic primitive that requires less computational power
compared to other public-key-based authentication methods. Motivated by this [31] proposed a
lightweight ZKP scheme to manage the authentication process in wireless body area networks.
However, this scheme relies on the base station to manage the key verification. Hence, in this paper
we have made substantial changes to the scheme proposed by [31] to make it suitable for a mutual
authentication scheme with limited TPSP involvement.

4.2.2  Partially Blind Signature. The partially blind signature acts as a specialised digital signature
scheme where the signer (TPSP in our context) validates a message without having full visibility of
its content. In our payment scheme the message, i.e. the payment token, is first ’blinded’ by the
customer using a random blinding factor. This blinding process hides the details of the payment
token so that the TPSP cannot link it back to a specific customer when they use it. However,
unlike blind signatures, partially blind signatures allow certain pre-agreed information such as
the transaction amount to be visible to the TPSP. The TPSP then signs the blinded token, and the
customer will be able to obtain a valid signature on the original payment token. Partially blind
signature allows us to incorporate two seemingly conflicting objectives: user privacy and regulatory
oversight. The blinding process is used to safeguard the customer’s privacy by preventing the TPSP
from tracking individual transactions through payment tokens. Simultaneously, since the TPSP
has access to some information (value of payment token withdrawn), it allows the TPSP to fulfil
its regulatory obligations, such as monitoring transaction amounts for potential fraud or money
laundering activities.

4.3 Registration and Key Generation

Both the customer and the merchant must first register with the TPSP so that the TPSP can generate
an RSA key pair for each registered user. Each user receives a public key (Pge,) which they can
share and a private key (Sk.,) which they keep secret. Additionally, each user generates their own
long-term identity key pairs, consisting of public identity keys (V,, ;) which they can share and
private identity keys (S, ;) which are stored locally and kept secret. These keys help verify the
customer’s identity during transactions with merchants without revealing personal information.
While users never disclose their identity keys to the TPSP, they do share their public identity keys
(Vim,j) for validation. However, these keys are blinded using a blind signature proposed by Zhang
and Kim [45] before sharing with the TPSP. The blinding process prevents the TPSP from linking a
user’s identity to the specific public identity key pair. On the other hand, the validation process
ensures the keys used during transactions are legitimate and belong to registered users. Algorithm 1
shows the steps involved in the registration and the key generation stage. The detailed registration
and key generation process is detailed below:

e TPSP chooses two large prime numbers p, and g, and computes N = p, X gq,. The prime
numbers p, and g, are kept private and N is a public parameter.

e Each registered user generates k number of public and private identity key pairs locally on
their device where k = 1,2, ......,20. We use V,, ; and S,,, j to represent the group of public
identity keys and private identity keys generated by the user m respectively. The public and
private key generation is as follows:

— Generation of private keys: Randomly generate an integer Sy, j = Spm1—j+1 (2 < j < k)
such that 1 < S, < N - 1.
— Generation of public keys: Vi, ; = g—mod N (1 < j < k).

2
St j
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e Let P be the generator of an additive cyclic group G1 of prime order q. G2 is a multiplicative
cyclic group with the same order g. The bi-linear pairing e is defined as e : G1 X G1 — G2.
The TPSP selects a random number s as the master secret key, which remains confidential
to the TPSP. The TPSP then sets a system parameter Py, = sP. Subsequently, the TPSP
chooses two hash functions, namely H1 and H2. The TPSP then shares the system parameters
G1,G2,e,q,P, Pyyp, H1 and H2 with each registered user and keeps s private.

e When a user submits their identity information (ID) to the TPSP, the TPSP then generates a
public key Qrp = H2(ID) and private key S;p = sQip.

e TPSP chooses a random number r € Z, and computes a commitment value U = rQ;p. The
TPSP then sends U to the user.

e The user then chooses blinding factors «, § € Z, and computes U’ = aU + affQp. Then the
user blinds the public identity keys V,,, ; by computing a blind message h = a ' H1(Vy, ;, U’)+p.
The blind message A is then sent to the TPSP for validation.

e TPSP computes V = (r + h)S;p and sends V back to the user.

e User computes V' = aV. The TPSP’s signature on the public identity keys Vp, ; is (U’, V).

Algorithm 1 Untraceable Payment Scheme - Registration and Key Generation Stage

TPSP (For all users):

for each user do
Generate RSA key pair
Set system parameters

end for

Each user:
Generate identity key pairs for themselves
Blind public identity keys using Zhang and Kim blind signature scheme [45]
Send blinded keys to TPSP for validation
Receive validation response from TPSP
Store validated keys securely

Users can verify the legitimacy of another user’s public identity key V,,, ; using the public system
parameters distributed by the TPSP and Qjp. The signature is acknowledged only if e(V’, P) =
e(U’ + Hl(Vm,j, U’)QID: Ppub)'

4.4 ZKP Mutual Authentication

Registered user in our payment scheme will use a commonly used authentication method when
proving their identity to the TPSP. However, when the customers and the merchants want to initiate
a transaction in our payment scheme, they use a zero knowledge-based mutual authentication
scheme without needing any assistance from the TPSP. Our proposed scheme allows customers
and merchants to switch roles during this mutual authentication phase. When a party proves their
identity as a "prover,' the other party verifies their credentials as a "verifier" Our proposed mutual
authentication scheme guarantees the verifier cannot learn the prover’s private identity key, but
can still confirm that the prover is a registered user. Additionally, this mutual authentication scheme
also prevents merchants from double-spending the token as they never learn the customer’s private
key. Hence, they cannot impersonate a valid customer to make fraudulent purchases with other
merchants. Algorithm 2 shows the steps involved in the mutual authentication process. The mutual
authentication scheme is described in detail below:
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e TPSP uses the parameters generated at the registration stage p,, q, and N in the mutual
authentication scheme.

e The prover initially sends an authentication request message to the verifier requesting an
authentication challenge.

o The verifier then generates a challenge Mcpq1; : (€1, €2, ...6x) Where ex = 0 or 1 and k =
1,2, ... , 20. The verifier then sends the challenge M_j4;; and a timestamp T to the prover.

o After receiving the challenge, the prover selects a random number a such that1 <a < N -1
and computes X,, = a> mod N and Y,, = a H?zl Sfé’j mod N (1 < j < k) where S, ; are the
private identity keys of user m.

e The hashed value H(X,,) is computed using SHA-1 algorithm and the prover will send H(X,),
Y., public identity keys V;, ;, Qrp along with the TPSP’s signature (U’, V’) and a timestamp
T; to the verifier.

e The verifier initially verifies whether At > T where At = T, — T; and T is the response time
threshold set by the verifier. If this verification fails, then the verifier rejects the authentication
reply from the prover.

o If At <= T, then the verifier verifies whether the signature (U’, V') is valid by performing a
verification check using the system parameters issued by the TPSP as explained in section
4.3. If the signature validity verification fails, then the verifier rejects the authentication reply
from the prover.

o If the signature verification is successful, then the verifier computes X, using the provers’
identity public key as X/, = Y2 le V:lfj mod N (1 < j < k). If X} is equivalent to X, then
the prover will be authenticated successfully by the verifier.

The payment scheme can proceed to the next step of initiating a purchase request if and only if

the mutual authentication process is successful.

Algorithm 2 Untraceable Payment Scheme - ZKP Mutual Authentication

Prover:
Send authentication request to the verifier
Verifier:
Generate a ZKP challenge and timestamp.
Send the challenge to the prover.
Prover:

Compute the answer to the challenge to prove their identity using their secret keys.

Send the answer to the verifier along with the TPSP’s signature to the verifier.
Verifier:
Verifies whether the signature is actually from the TPSP
if Verification is successful then:
Authentication is successful.
else:
Authentication failed.
end if
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4.5 Payment Process

This phase consists of five stages: purchase request, token withdrawal, token issuance, payment by
token and token deposit. Algorithm 3 provides a detailed breakdown of the steps involved in each
stage of the transaction process.

Algorithm 3 Untraceable Payment Scheme - Transaction Process

Stage 1: Purchase Request
Customer
Sends request to buy specific products to Merchant
Merchant
Generates security tag, total amount, and a unique transaction ID
Sends price and transaction details back to Customer
Stage 2: Token Withdrawal
TPSP
Generates parameters for partially blind signature
Publishes necessary public information to all their users
Customer
Generates unique token ID and random numbers needed for the process
Blinds the token ID so that TPSP will not be able to see it
Sends blinded token ID and corresponding total value of the transaction to the TPSP
Customer and TPSP exchange random values required for token issuance stage
Stage 3: Token Issuance
TPSP
Generates a signature on blinded token without seeing the token ID
Sends the required signature related values to the Customer
Customer
Unblinds the signature to get a valid signature on the token ID
Stage 4: Payment By Token
Customer
Generates a security tag to help detect double-spending
Sends the token ID, signature, and security tag to Merchant
Stage 5: Token Deposit
Merchant
Verifies the signature on the token
If signature is valid, send token ID, signature and security tag to the TPSP
TPSP
Verifies the signature on the token

if Verification is successful then:
TPSP informs the Merchant and processes the deposit;
TPSP stores the token ID and security tag;

else:
TPSP sends transaction failure message to Merchant;
TPSP initiates double-spending detection;

end if
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4.5.1 Purchase Request. In the purchase request stage, the customer sends a purchase request to
the merchant. The purchase request stage can be described in detail as follows:

o First C sends a purchase request containing the list of product IDs (Item;, [tems, ....Itemy,)
to M.

e M generates a random number R € Z,, accumulates the prices for the list of products X and
generates a transaction ID Prp.

e M sends a purchase reply tuple (R, Pip, X) to C.

We use the random number R to generate a security tag crucial for double-spending detection.

4.5.2 Token Withdrawal. Our scheme employs an RSA-based partially blind signature [9] to reduce
the computational complexity. We use the product price (X) as the information that can be shared
with the TPSP. Before withdrawing the token, the TPSP selects two large prime numbers p; and g;.
Then the TPSP calculates a modulus n; = p; - ¢;. In addition, the TPSP also computes the totient
function ¢(n;) = (pr — 1) - (¢ — 1) and private exponent d; such that e; - d; = 1 mod ¢(n;),
where ¢, is the blinding factor. The TPSP discloses (e, n;) and keeps the values of (d;, p;, q;)
private. Furthermore, the TPSP publishes a hashing algorithm H3. The detailed steps of the token
withdrawal stage are listed below:

e C generates a random Token ID Tjp and randomly chooses two numbers r; and u; where
Te,Ur € Zp,.

e C blinds the Token ID Typ and creates the blinded token ID Y = r{* H3(T;p) (u? + 1) mod n,,
where Y is the resulting message.

e C then sends (X, Y) to the TPSP.

o TPSP randomly chooses a positive integer a; where a; < n; and sends it to C.

e After receiving a;, C randomly generates another random number r; and computes b; = r.r}.

e C then computes = b}’ (u; — a;) mod n; and sends f to the TPSP.

4.5.3 Token Issuance. In the token issuance stage, the TPSP issues a valid digital signature on the
payment token without seeing or storing the Token ID. The process is described as follows:

e After receiving f from C, TPSP computes f~' mod n, and computes t = H3(X)% (Y (a? +
1)72)?% mod n,.

e TPSP then sends (871, ¢) to C.

e Upon receiving (871, t), C acquires the signature of TPSP on Token ID Tjp by computing
¢ = (wa, +1).f71.b5 mod n;, and s = t.r2.r;* mod n,. C uses (X,c,s) as the signature on
Token ID T;p.

4.5.4 Payment By Token. Following successful validation of the payment token, the customer
C submits the token to the merchant M. As part of the double-spending detection mechanism,
customer C also generates a unique security tag. The security tag is computed using the customer’s
public (Pkey) and private (Sg.,) keys assigned during the registration stage by the TPSP. The process
for payment by the token is detailed below:

o C generates a security tag T, = P,ii;R) using the random number R sent by M in the purchase

request stage and the public key Pyy,.
e C then sends a payment request tuple (Tjp, X, T, ¢, s) to M.
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4.5.5 Token Deposit. Merchant M verifies the signature on the Token ID, and then forwards the
payment tuple to TPSP to initiate token deposit. The token deposit stage process is described below:

o M verifies whether the signature on the payment token is valid by computing
s = H3(X)H3(Tip)%(c? +1)? mod n,. If the verification fails, then M sends Payment Failed
message to C.

o If the verification is successful, M forwards the payment request tuple (Tjp, X, T, ¢, s) to
TPSP and at the same time stores T, R, Trp locally.

o TPSP verifies whether the signature on the payment token is valid. If the verification fails,
then TPSP sends Token Deposit Failed message to M.

e Upon successful verification, the TPSP verifies whether the Token ID (Tjp) already exists in
the token deposit database. If the token ID is found, the TPSP sends a Token Deposit Failed
message to the merchant (M) and initiates the double-spending detection process.

o If the verification is successful, TPSP sends Token Deposit Successful message to M.

Following a successful token deposit, the TPSP adds the Token ID to the token deposit database.
The TPSP then sends a payment confirmation message to the merchant (M). Upon receiving
confirmation, M sends the product to the customer and transmits a product delivery confirmation,
concluding the transaction between the customer (C) and the merchant (M).

4.6 Refunding

Our protocol incorporates a customer-initiated refund mechanism, allowing customers to request a
refund directly from the merchant, bypassing the TPSP. During the refund process, the roles of the
customer and merchant are reversed in contrast to the transaction process. The merchant assumes
responsibility for executing the token withdrawal, token issuance, and payment by token phases
with the TPSP to obtain a valid anonymous token with the appropriate denomination for the refund.
Conversely, the customer is responsible for the final step - the token deposit - by submitting the
payment tuple to the TPSP. Once the refund token is successfully deposited, the TPSP stores the
corresponding refund Token ID in the token deposit database.

5 THREAT MODEL AND EVALUATION CRITERIA
5.1 Threat Model and the Adversary

We consider two types of adversaries when it comes to our proposed scheme. Firstly we assume
Dolev-Yao adversary [10] based external threat model. Such type of an adversary is assumed to
possess capabilities such as eavesdropping, modifying, intercepting, injecting and deleting any
messages transmitted between the customer, merchant, and the TPSP on public communication
channels. However, we assume that the power of the adversary is restricted by the assumption of
perfect cryptography. Hence they cannot break the encryption or digital signature schemes used
in our protocol to gain unauthorised access to information or forge messages that appear to be
coming from legitimate participants. The adversary is powerful when it comes to controlling the
public communication channel but is limited by the strength of the cryptographic primitives.

In addition to the Dolev-Yao attacker, we also consider the possibility of insider attacks conducted
by dishonest participants within the protocol. Firstly we assume a dishonest customer who will
attempt to double-spend their payment token [5] by reusing the same token they used to pay
for another purchase elsewhere. Secondly, we assume a dishonest merchant [3] whose goal is to
double-spend the token they received from the customer on another transaction. We consider
the possibility of this dishonest customer/merchant attempting to spend the same token multiple
times. We assume such an adversary cannot directly manipulate the TPSP’s internal records or
gain access to other users’ accounts. We also assume another type of adversary, a fraudulent
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customer/merchant, who may resort to token forgery [15] to gain unauthorised access to goods or
services. Most importantly we assume curious TPSP [7] is very harmful to our proposed scheme.
While we assume that the TPSP is honest and will not perform any dishonest activities such as
impersonating a customer, they might exhibit curiosity and attempt to analyse transactional data to
link customers with their purchases. Even without malicious intent, a TPSP’s curiosity can lead to
a significant privacy breach. Such privacy breaches can severely erode trust in the system in return.

In this paper, we do not address an adversary who may compromise either the customer’s
or the merchant’s device, gaining access to their secret keys and then gaining the ability to
initiate transactions on their behalf. This type of attack, where the adversary gains control of
user credentials, aligns with the capabilities of an adversary as defined within the Camenisch-
Lysyanskaya model [6]. If a merchant device is compromised, the adversary can impersonate the
merchant and obtain valid tokens from the customer and then refuse to offer the goods/services.
However, our scheme ensures that they cannot double-spend the token. Additionally, the scheme
doesn’t protect against any attacks when the customer device is compromised and the adversary
can continue to initiate a new transaction. The ZKP-based mutual authentication scheme does not
stop the adversary from creating new authentication responses if they have access to the customer’s
secret keys. To mitigate this risk, the TPSP can impose spending limits on individual transactions
or on a daily/monthly basis. Moreover, customers should be encouraged to promptly inform the
TPSP if their device is lost or stolen, allowing the TPSP to take necessary actions such as blocking
the associated account or revoking the compromised keys to prevent any further unauthorised
transactions.

5.2 Evaluation Criteria

Currently, there’s no universally accepted standard for the security and privacy features that an
untraceable payment scheme should consists of. Hanatani et.al [15] established four security goals
for untraceable payment systems. However, their framework doesn’t fully address the risk of
curious TPSP. Several other works [1, 4, 6, 26, 28] have proposed their evaluation criteria, but these
are often inconsistent and partial to their own work. Recently, [16] proposed ten desirable security
goals for decentralised payment systems. Building on this work, we propose a set of privacy and
security criteria that any centralised untraceable, TPSP-owned payment system should meet. Table
1 shows the criteria we have proposed in this paper.

Most previous schemes [4, 7, 8, 26, 28, 29, 39, 42] ignore possibility of collusion within the
payment scheme. Hence, we follow the definition by [15] and re-define the evaluation criteria
"C1" for the untraceable payment schemes. Furthermore, we further enhance the definition of
exculpability ("C2") compared to other works. Rather than solely focusing on dishonest customers
[15], our criteria require payment schemes to prevent double-spending attempts by both customers
and merchants. We use the same definition for criteria "C3, C4" and "C5" as given in [26]. In
addition, we introduce another criterion "C7" to strike a balance between preventing illicit use of
the untraceable payment scheme and safeguarding customers’ privacy. The criteria "C7" requires
the untraceable payment scheme to collect necessary information and at the same time prioritise
preserving the privacy of users.
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Table 1. Evaluation Criteria

C1 Untraceability: The system should ensure that the TPSP or any other entity cannot
link a customer to their specific transactions or payment tokens.

C2-a Exculpability - Merchant Double-spending: The system should have mechanisms
to prevent double-spending attempts by the merchants and to trace the dishonest
participant.

C2-a Exculpability - Customer Double-spending: The system should have mechanisms
to prevent double-spending attempts by the customers and to trace the dishonest

participant.

C3 Unforgeability: The system should guarantee that only authorised entities such as
TPSP can create legitimate payment tokens, preventing any attempts to forge tokens.

C4 Confidentiality: Information transmitted between the legitimate participants of the
payment scheme should be protected from unauthorised access.

C5 Message Authenticity: The system should ensure that messages and transactions are
originating from legitimate participants on the system.

Ceé Efficiency: The system should be computationally efficient.

C7 Regulatory Compliance: The system should allow the TPSP to collect necessary

information for regulatory purposes while still preserving user privacy.

6 COMPLEXITY-BASED FORMAL SECURITY PROOF

The complexity-based formal proof given in this section ensures the protocol’s robustness against
powerful internal and external adversaries. Through the proof we demonstrate that the security of
the protocol is directly linked to the strength of the RSA assumption which showcases its resilience.
The proof also shows that the protocol fulfils its intended goals such as confidentiality, message
authenticity, untraceability, unforgeability and exculpability.

6.1 Confidentiality

In the context of our proposed scheme, confidentiality ensures the adversary cannot learn the link
between a customer and their payment token or the details of the purchase request. We aim to
demonstrate that our protocol adheres to the above definition using the following proof.

THEOREM 6.1. Let 7 be the untraceable payment protocol described in this paper. Under the RSA
assumption, &t achieves confidentiality against a probabilistic polynomial-time (PPT) adversary.

Proor. We will prove this by contradiction. Assume there exists a PPT adversary who can
break the confidentiality of the protocol 7 with non-negligible probability . We will construct
a PPT algorithm AlgoCF that uses the adversary as a subroutine to solve the RSA problem with
non-negligible probability. This contradicts the RSA assumption. The steps involved in the AlgoCF
algorithm are as follows:

(1) AlgoCF receives an RSA challenge (N, e, y). The objective of the algorithm is to determine
the value of x such that it satisfies x¢ =y (mod N).

(2) AlgoCF simulates the role of the TPSP and engages with the adversary who is allowed to take
on the roles of both the customer and the merchant. It is crucial to note that AlgoCF generates
all the parameters of the protocol honestly. The exception is the specific modification outlined
below.

o If the adversary is acting as the customer, AlgoCF strategically embeds the RSA challenge
y into the protocol’s operation. During the token issuance phase, AlgoCF deviates from
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the standard computation of ¢t = Hs(X)% (Y (a? + 1)72)?% (mod n,) . Instead it computes
t = y4(Y(a?+1)$2)*? (mod N) where d represents the RSA private key corresponding to
the public key (e, N) employed in the partially blind signature scheme. AlgoCF is unaware
of the value of d;.

(3) The adversary proceeds to interact with the simulated protocol 7 and tries to violate the
confidentiality property of the protocol. If the adversary succeeds with the probability e,
it means that the adversary possesses the capability to differentiate between two different
scenarios, a) The protocol is executed in an honest and unmodified manner or b) During the
token issuance process, the hash of the Token ID, denoted as H3(TID), is substituted with
the RSA challenge y in the computation of t.

(4) The ability of the adversary to differentiate between these scenarios means that the adversary
has acquired some information regarding the blinded Token ID. Hence, AlgoCF can exploit
this information to compute the e-th root of y (mod N).

If the AlgoCF successfully solves the RSA problem with a non-negligible probability, that outcome
directly contradicts the fundamental RSA assumption. Hence, it makes our initial assumption about
the existence of such an adversary incorrect. Therefore, we conclude that the proposed untraceable
payment protocol 7 essentially ensures confidentiality under the assumption of the intractability
of the RSA problem. O

6.2 Message Authenticity

In the context of the proposed untraceable payment protocol, authenticity is defined as the guarantee
that the communication between the parties (customer, merchant, and TPSP) indeed originated by a
valid party within the protocol and has not been modified or tampered with during the transmission
by an adversary. We aim to demonstrate that our protocol adheres to the above definition using the
following proof.

THEOREM 6.2. Let i be the proposed untraceable payment protocol. Under the RSA assumption, &
achieves message authenticity against a probabilistic polynomial-time (PPT) adversary.

Proor. We will prove this by contradiction. Let’s assume there exists a PPT adversary who can
break the message authenticity of the protocol 7 with non-negligible probability €. That means the
adversary can forge or modify a message in a way that successfully deceives an honest participant
with a probability e. The adversary can eavesdrop on all communication channels and can initiate
sessions with the participants pretending to be participants in the protocol. We will construct a
PPT algorithm AlgoMA that utilises the adversary as a subroutine to solve the RSA problem using
the following steps.

(1) AlgoMA receives an RSA challenge tuple (N, e, y) and its goal is to compute the value of x
such that x® = y( (mod N)). The algorithm simulates the protocol 7 and embeds the RSA
challenge within the protocol execution.

(2) AlgoMA acts as the TPSP and, during the token issuance phase, modifies the computation of
tast=y?(Y(a?+1)$ %)% (mod N), where d is the RSA private key corresponding to the
public key (e, N) used in the partially blind signature scheme. Note that AlgoMA does not
know the value of d;.

(3) The adversary now tries to violate the message authenticity property of the simulated protocol.
A successful attack means the adversary was allowed to create a message that looks like it
came from a legitimate participant. There are two types of forgery attempts the adversary
can perform:
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e Forging a payment token: The adversary can act as a customer and attempt to forge a
payment token and the associated signature to deceive a merchant. If the adversary suc-
cessfully forges a payment token TID* and its signature (c*,s"), the signature verification
equation (s*)¢ = H3(X)H3(TID*)?((c*)?+1)%(modN) will hold. Since AlgoMA embedded
the RSA challenge y in the computation of ¢ during the token issuance phase for TID*, it
knows that H3(TID*) = y. Therefore, (s*)¢ = H3(X)y?((c*)? + 1)?(modN). AlgoMA can
compute the right side of this equation and obtain a value z where (s*)¢ = z(modN). Using
the Extended Euclidean Algorithm, AlgoMA can compute z~!(modN) and finally compute
x = s * z7!(modN). This x satisfies x¢ = y(modN), thus solving the RSA challenge.

e Modifying a message: The adversary could intercept and modify a message exchanged
between two participants of the actual protocol. If the adversary successfully modifies
a message then AlgoMA can be used to analyse the difference between the original and
modified messages. This can potentially reveal information about the secret keys or random
values used in the protocol. Hence, AlgoMA can derive the solution to the RSA problem by
carefully analysing the revealed information.

If AlgoMA can solve the RSA problem with non-negligible probability, it contradicts the RSA
assumption, which states that factoring large RSA moduli is computationally infeasible. Therefore,
our initial assumption about the existence of an adversary capable of breaking message authenticity
is incorrect. O

6.3 Untraceability

In the context of the protocol proposed in this paper, a payment token is untraceable if for a given
unblinded signature (X, ¢, s) on the token ID TID, if TPSP or merchant cannot link the signature to
the identity of the customer who requested the token. We aim to demonstrate that our protocol
adheres to the above definition using the following proof.

THEOREM 6.3. The proposed protocol achieves untraceability against a probabilistic polynomial-time
(PPT) adversary, assuming the RSA problem is hard.

PROOF. Let’s assume that TPSP stores a record of all the values of the parameters it computes and
receives from each customer during the token withdrawal and issuance phases. The untraceability
property is preserved if s = t.r2.r/* mod n, computed in the Token Issuance stage holds valid
for all the signature records stored by the TPSP. Let {X, Tip, ¢, s} be a valid signature tuple, and
{X.,Y,a, B, t} be the corresponding signature record stored by the TPSP. For the sake of contradic-
tion let’s assume that the TPSP can derive b;, r; and u, in such a way they satisfy the following

equations from the protocol:

Y = r{*H3(Tip) (u? + 1) mod n,, 1)
B =b;"(u — a;) mod n; 2)
¢ = (ura; + 1) (uy — a;)~ mod n, (3)

From Eq. (3) we can we can express u; as
uy = (cay +1)(c — a;) ! mod n, (4)
If we substitute Eq. (4) into Eq. (1), we get
Y = r{*H3(Tip) (((ca; + 1) (c — a;)™")* + 1) mod n,.
From this we can derive r; as

ry = Yd’H3(TID)_d’(uf +1)"% mod n, (5)
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Similarly, substituting the value of u; into Eq. (2), we get
B=0b"((ca, +1)(c—a,)™" - a;) mod n,
Then we can derive b; as
b; = ﬁf(ut - at)_df mod n; (6)
Now, even if the TPSP learns the values of b;, r;, u; from the signature record tuple X, Y, a;, f, ¢,
these values get eliminated when we substitute them back into the original signature verification
equation. This is demonstrated by the following reduction:
s=t-r’-r* modn,

= Hy(X)% (Y (a; + )B%)** - r;* - b mod n,

= Hy(X)% (Y (a; + 1)B2)* - [y H;(TID) ™ (((car + 1)(c — a;)™)* + 1) %] 2

B [((car + 1) (c—ar)™") - a;]"*]* mod n,

= H3(X)% Hs(TID)? [(a? + 1) (u? + 1)]%% p~49 . y=2dt H(TID)?% (u? + 1) =2

B [(ur = ar)™*¥] mod n,

= H3(X)% Hy(TID)*% (a? + 1)% - [r H3(TID) (u? + 1)] %% (u; — a;)~*%* mod n,

= Hs(X)% Hs(TID)*¥ (a? + 1)%% . r, 24¢ Hy(TID) =24 (u? + 1)72% (u; — a;)™*% mod n,

= H3(X)d’(af + 1)2d’ . rt_Zd’(ut - at)_4d’ mod n;

= Hy(X)¥ [(arue + )% + (ur — ar)*]** (u, — a,)~** mod n,

= Hs ()% [(c* + 1) (ur — @)*1** (u; — a,)™** mod n,

= H3(X)% (c* + 1)**

The above reduction shows that the values {b;, r;, u; } that are learned from corresponding signature

process record tuple {X, Y, a;, §, t} are eliminated. This shows that the s = t.rtz.r;4 mod n; holds true
for any values {b;, r;, u;} that are learned from other signature process records tuples. Therefore,
the TPSP cannot link the token ID to a specific customer’s signature process record using the

unblinded signature. O

6.4 Unforgeability

Unforgeability in the proposed protocol ensures that the digital signatures that are issued to
authorise payment tokens cannot be created or replicated by any malicious adversaries. We aim to
demonstrate that adversaries can’t forge the TPSP’s signature using the following proof.

THEOREM 6.4. The proposed partially blind signature scheme is unforgeable under chosen message
attacks, assuming the RSA assumption holds.

ProOF. We assume that there exists a PPT (Probabilistic Polynomial-Time) adversary who can
break the unforgeability of the scheme with a non-negligible probability e. We will construct a
PPT algorithm AlgoUF that utilises this adversary to solve the RSA problem with non-negligible
probability, thereby contradicting the RSA assumption. The adversary, in this case, can eavesdrop
on the communication between the customer, merchant, and TPSP, but cannot modify or inject
messages as per the proofs provided above. The adversary’s goal is to forge a new valid signature
(¢’,s") for a different token ID T’id (with common information X’) that passes the signature
verification process.
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The steps involved in the AlgoUF algorithm are as follows:

(1) AlgoUF receives an RSA challenge (N, e, y). It sets the public parameters of the signature
scheme as (e;, n;) = (e, N) and H3 as a random oracle.

(2) AlgoUF simulates the TPSP and interacts with the adversary as follows: When the adversary
makes a signing query on (X;, TID;) AlgoUF chooses a random (r;,u; € Zy;), computes
Y; = réH3(TID;)(u? + 1)(mod N), and sends Y; to the adversary. The adversary responds
with f3;. AlgoUF then computes #; = (H3(X;)?(Y;(a? +1)$;2))?(mod N), where d is the RSA
private key (which AlgoUF does not know). Finally, AlgoUF sends (f;, t;) to the adversary.
Note that this simulation is perfect since AlgoUF can compute all the values that the TPSP
would compute without knowing the private key.

(3) The adversary eventually will output a forgery (X*, TID*, ¢*,s*) such that TID* is different
from all TID; that are sent for query to the signing oracle and the signature verification
equation holds:

(4) AlgoUF now uses the forgery to compute the e-th root of y as follows.

e Case 1: X* is new
— AlgoUF programs the random oracle H3 such that H3(X*) = y. From the forgery, AlgoUF
has (s*)¢ = yH;(TID*)?((¢*)?+1)? (mod N). AlgoUF then can compute Hz (TID*)?((c*)?+
1)2 (mod N) since it knows all the values involved. Let z = H3(TID*)?((c*)? + 1)?
(mod N). Then, (s*)¢ = yz (mod N). AlgoUF can compute z~! (mod N) using the
Extended Euclidean Algorithm. Finally AlgoUF computes x = s*z~! (mod N). This x
satisfies x° = y (mod N) thus solving the RSA challenge.
e Case 2: X* is not new
— In this case the adversary must have made a signing query on X* before. Let the cor-
responding values be (X*,TID;, c;,s;). From the forgery and the previous signature,
AlgoUF has two equations, a) (s*)¢ = H3(X*)Hs3(TID*)?((¢*)? + 1)? (mod N) and b)
s¢ = Hy(X*)H3(TID;)*(c? + 1)* (mod N). If we divide this we get,

Sive Hs(TID;)?(c? +1)?
s* H3(TID*)?((c*)? + 1)
AlgoUF knows all the values on the right side of the equation and can compute that value
z= ()¢ =z (mod N). AlgoUF can compute the s;' (mod N) andz™' (mod N) using
the Extended Euclidean Algorithm. Finally AlgoUF computes x = $£z~' (mod N). This
x satisfies x* = 1 (mod N). Now, AlgoUF can pick any previous query (X;, TIDj, cj, s;)
where X is different from X*. It can similarly divide the verification equations for the
forgery and this query to get another equation of the form

( (mod N)

S
(—i)e =7z (mod N)
s

gjgﬂ; (mod N). Since

ZI: 8?*; with respect
HS(Xj) — ga

Hy(x*) — 7>

then,x’® = g* (mod N). Finally, AlgoUF computes the e-th root of y as x’~%-y (mod N).

(s*)¢ = Hs(X*)Hs(TID*)?((c*)* +1)* (mod N)
If the adversary succeeds in forging a signature with probability €, then the algorithm AlgoUF

succeeds in solving the RSA challenge with probability at least €/2 (considering both cases).
This contradicts the assumed hardness of the RSA problem which proposes that factoring large

and compute x’ = gz'_l (mod N). This x” will satisfy x’¢

AlgoUF knows the random oracle H3, it also knows the discrete log of

to the base ’g’ (the generator of the group used in the random oracle). If
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RSA moduli is computationally infeasible. Hence, we conclude that no adversary can forge valid
signatures within our payment system. O

6.5 Exculpability

The exculpability property of our protocol ensures that the merchant/customer cannot fraudulently
reuse (double-spend) the payment token. It also allows the TPSP to utilise the security tag to reveal
the identity of the customer attempting to double-spend.

6.5.1 Merchant-Double Spending. Our protocol employs ZKP-based mutual authentication, re-
moving the need for TPSPs during authentication between the customer and the merchant. Before
using a payment token with a new merchant, the customer must prove that they are a registered
user in the system. This is achieved through a ZKP-based challenge-response exchange, where
the merchant generates a unique challenge for each transaction, and the customer computes a
response using their secret keys. The same response cannot be reused for other transactions. Thus,
even if a merchant tries to impersonate the customer and reuse the token, they’ll fail because they
can’t generate the correct challenge response. Hence, in our proposed untraceable payment scheme
merchants cannot engage in double-spending activities.

6.5.2 Customer-Double Spending. Consider a scenario where a customer attempts to double-spend
a payment token, trying to spend it concurrently with two different merchants. In our untraceable
payment scheme, only one merchant’s deposit request will be successful, while the other will be
denied. While both merchants are not financially disadvantaged, this scenario allows the dishonest
customer to remain anonymous. To address this limitation and mitigate potential abuse, our protocol
incorporates a tracing mechanism that enables the identification of such dishonest customers, even
within the untraceable payment framework. To implement this mechanism, the customer generates
a security tag, denoted as T, using R and their public key, Py, as follows:

Tc = P’ELZR)

If a Token ID, denoted as Tjp, already exists within the TPSP’s database, the anonymity revocation
protocol is initiated. For instance, if a customer submits the same Token ID to merchants A and B,
the respective merchants will store (Tip, T;, R1) and (Tip, Tz, Rz), where T; and T; are security tags
created using random numbers R; and R, respectively. The TPSP can then request the merchants
who submitted the same Token ID to provide the security tags and corresponding random numbers.
This allows the TPSP to reveal the identity of the customer by calculating:

(Tle )(Rl—l‘?z)1
TR;
T,”

(1+R2)\R
Pkey ’ ) '

= ( (P(1+R]))R2

) (Ri—Ry)™!
key

(Ri—R;)™!
— (P(R1+R1R2—R2 —RzR;) )
T\ key

key

(Ri—Rz)™!
_ (P(Rle))

:Pkey

where Py, is the public key of the dishonest customer.
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7 PROTOCOL MODELLING IN PROVERIF

In this section, we model the protocol’s security and privacy properties using ProVerif. Security
and privacy properties in protocols are typically categorised into trace properties and equivalence
properties in Proverif. Trace properties must hold for every execution of the protocol. Examples of
trace properties include secrecy and authentication. On the other hand, equivalence properties are
evaluated by comparing concurrent executions of the protocol. These properties ensure that an
attacker cannot distinguish between similar executions. Untraceability falls under the category
of equivalence properties. In our ProVerif model, we treat cryptographic primitives like hashing,
signatures, encryption and decryption as perfectly secure black boxes.

7.1 Formalising The Protocol

In this section, we present the symbolic formal model of our untraceable payment scheme, which
involves three actors: the customer (C), the merchant (M), and the TPSP (S). We assume a Dolev-Yao
[10] attacker who can eavesdrop, modify, inject, or remove messages shared on public channels but
only if it possesses the correct key. Thus, the protocol assumes perfect cryptography and restricts
the attacker’s capabilities. Additionally, we distinguish between honest and fraudulent actors in
our payment scheme. Honest actors will follow the protocol and fulfil their tasks, while fraudulent
actors will perform malicious actions such as double-spending and disregarding the protocol.

To model communication between the customer, merchant, and TPSP, we introduce a public
channel c. The channel c represents the real-world communication medium. Messages transmitted
over the public channel can be encrypted and decrypted by the protocol participants. We represent
cryptographic primitives in our model as symbolic functions. Specifically, we use a constructor senc
to represent symmetric encryption and a destructor sdec to represent symmetric decryption. We
model digital signatures using a well-known ProVerif pattern in combination with our functional
model. Digital signatures, like asymmetric encryption, rely on private (sskey) and public key (spkey).
To denote the generation of key pairs, we use a constructor spk which takes sskey and returns
spkey. Signing a digital signature is represented by a constructor sign, which takes a bitstring and
a sskey as inputs and returns a bitstring signature as output. We use a destructor checksign to
verify the signature, which returns true if the verification is successful. The blind and unblind
functions represent blinding a message and unblinding a blinded message to obtain the original
message. We model our protocol by representing each participant (customer, merchant, TPSP) as a
separate process. We assume the authentication phase has been completed and that participants
have securely exchanged the necessary symmetric keys for encrypted communication.

7.1.1  Customer Process. Initially, the customer sends an encrypted Purchase Request (PR) to the
merchant. After receiving the Purchase Request-Reply (PRR), the customer generates a Token ID
(TD) and blinds it. The encrypted blinded Token ID is then sent to the TPSP, and the customer waits
for the TPSP to reply with a blind signature. After receiving the blind signature, the customer sends
an encrypted payment token along with the unblinded signature to the merchant. To indicate the
start of each phase of the protocol, we introduce events such as PurchaseRequest, Token Withdrawal
and PaymentbyToken.
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The customer process can be formalised as follows:

let CUSTOMER(k1:key, k2:key, r:bitstring)=
event PurchaseRequest;

out(c, senc(PR,k1));

in (c, y:bitstring);

let PRR= sdec(y, k1) in

event TokenWithdrawal;

out(c, senc(blind (TD, r), k2));

in(c, x:bitstring);

let BS=sdec(x, k2) in

let sign=unblind(BS, r) in

event PaymentbyToken;

out(c, (senc(TD, k1), senc(sign, k1)));

7.1.2  Merchant Process. The merchant first receives the Purchase Request (PR) from the customer
and sends a Purchase Request-Reply tuple PRR back to the customer. After receiving the payment
token from the customer, the merchant verifies the signature on the token. If the verification is
successful, the merchant sends a deposit request to the TPSP and waits for a reply. After receiving the
Deposit Confirmation DC message from the TPSP, the merchant sends the Purchase Confirmation
PC message to the customer. To indicate the commencement of each phase of the protocol, we
insert events such as PurchaseRequest, PaymentbyToken and DepositRequest. The formalisation of
the merchant process is given below:

let MERCHANT(k1:key, k3:key, pkS:spkey)=
event PurchaseRequest;

in (c, y:bitstring)

let PR = sdec(y,k1) in

out (c, senc(PRR k1);

event PaymentbyToken;

in (c, (x:bitstring, z:bitstring));

let TD=sdec(x, k1) in

let sign=sdec(z, k1) in

let (=pkS, k:key) = checksign(sign, pkS) in
event DepositRequest;

out(c, (senc(TD, k3),senc(sign, k3)));

in(c, w:bitstring);

let DC = sdec(w, k3) in

out(c, senc(PC, k1) ;

7.1.3  TPSP. The TPSP receives the encrypted blinded Token ID from the customer and issues a
blind signature on it. It sends the encrypted signature back to the customer. Upon receiving the
encrypted signature, the customer unblinds it to obtain the actual signature on the payment token.
The customer then sends the payment token and unblinded signature to the merchant, who in
turn sends it to the TPSP to initiate the deposit process. We insert events such as Token Withdrawal
and DepositRequest to indicate the start of each phase of the protocol. The TPSP process can be
formalised as follows:
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let TPSP(k2:key, k3:key, skS:sskey)=
event TokenWithdrawal;

in (c, y:bitstring)

let TD = sdec(y, k2) in

out(c, senc(sign(TD, skS), k2));
event DepositRequest;

in(c, (x:bitstring, z:bitstring));

let TD = sdec(x, k3) in

let sign =sdec(z, k3) in

out(c, senc(DC, k3) ;

7.2 Model Evaluation

We verify three important properties such as confidentiality, message authenticity and untraceability
using proverif.

7.2.1 Confidentiality. We use ProVerif’s reachability property to verify message confidentiality.
We model the property with a predicate query: query attacker(s), where "s" represents the message
in question. This query essentially determines if the attacker can access any messages exchanged by
the protocol participants, indicating a confidentiality breach. ProVerif is used to assess the secrecy
of all messages exchanged over the public channel in our protocol, both sent and received by the
actors. The secrecy evaluation results are presented in Table 2, where a (V') indicates that the

protocol upholds the secrecy property and a (X) indicates that the protocol does not uphold the
property.

Table 2. Analysis of Secrecy Property

Message Meaning From To Result
PR Purchase Request Customer Merchant
PRR  Purchase Request Reply Merchant Customer
TD Token ID Customer TPSP v
BS Blind Signature TPSP Customer v
DC Deposit Confirmation TPSP Merchant v/
PC Purchase Confirmation ~Merchant Customer V/

7.2.2  Message Authenticity. We verify message authenticity using ProVerif’s correspondence
assertion property. Correspondence assertions formalise the relationship between events in a
protocol execution. For example, the correspondence property can specify that if event e occurs, it
implies the prior occurrence of event e’. In our protocol, we declare the following events:

o PurchaseRequest - The customer has authenticated themselves successfully with the merchant
to commence the purchase.

o TokenWithdrawal - The customer can initiate the token withdrawal process with the TPSP
after receiving a purchase reply from the merchant. The customer is authorised to perform
this event only if it has been authenticated by both the merchant and the TPSP. Therefore, the
execution of the PurchaseRequest event must precede the execution of the TokenWithdrawal
event.

e PaymentbyToken - The occurrence of this event indicates that the TPSP has successfully
issued a valid signature on the token and that the customer can proceed with payment. To
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carry out this event, the customer must have obtained a valid payment token. Therefore, the
execution of the TokenWithdrawal event must precede the execution of the PaymentbyToken
event.

e DepositRequest - The occurrence of this event signifies that the merchant has verified the
payment token and is ready to deposit it with the TPSP. For a merchant to execute this event,
they must have authenticated themselves both with the TPSP and the customer. Therefore,
the PaymentbyToken event must precede the DepositRequest event.

From Table 3 we can observe that the authenticity property of the protocol is upheld during each
stages.

Table 3. Analysis of Authenticity Property

Event Correspondence Result

PurchaseRequest-TokenWithdrawal v
TokenWithdrawal-PaymentbyToken
PaymentbyToken-DepositRequest v/

7.2.3  Untraceability. Our protocol adheres to the established definition of untraceability, ensuring
that the TPSP cannot link a customer’s identity to a specific Token ID. We formally evaluate this
property within our ProVerif model.

Definition 7.1. For any two digital tokens T1 and T2 and for two customer processes C1 and C2
such that T1 and T2 are generated by C1 and C2 respectively, the untraceability property is upheld
in our protocol if the TPSP cannot distinguish whether tokens T; where i = 1 or 2 is generated by
ClorC2.

We demonstrate untraceability using the concept of observational equivalence. Specifically, our
protocol satisfies the untraceability requirement if and only if the customer process C1 with Token
ID T1 executed in parallel with another customer process C2 with Token ID T2 is observationally
equivalent to the customer process C1 with Token ID T2 executed in parallel with customer process
C2 with Token ID T1. In other words, we can express this as: C1 | C2 ~ C1T2/T1 | C2T1/T2.
ProVerif confirms that this untraceability property is upheld during each execution of our protocol.

8 EVALUATION
8.1 Computational Complexity Analysis

This section presents the comparative analysis of the computational performance of selected
schemes [8, 26, 28] against the scheme we proposed. We limit our performance comparison to
these payment systems because they share similar stages with our proposed scheme. Our proposed
scheme consists of different stages such as registration, token withdrawal, payment and token
deposit. These stages involve various cryptographic operations such as issuing and verifying digital
signatures, encryption, decryption and relevant key generation. In Table 4 we present the number
of significant operations such as exponents (E), hashes (H), modular multiplication (M) required
for the proposed scheme and other similar schemes [8, 26, 28]. When comparing we consider the
customer, merchant and TPSP as one single entity. We also provide another comparison in Table 5
in terms of computational cost where M, H, E etc. are in a 1024-bit modulus. For the computational
cost estimation, we follow the process provided by [32] and assume that E ~ 240M and H = M.
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Table 4. Complexity comparison based on number of operations

Protocol Stage [26] [28] [8] Proposed
Scheme
Registration 2E+2M+2H 18E+16M 2E+3M 2E+2M +2H
Token Withdrawal 7E + IM 10E + 9M 8E+8M+3H 6E+6M+1H
Payment 5E+5M+1H 8E+8M 5E+5M+1H 2E+1M+2H
Token Deposit 1E +2M 5E +5M 4E+2M +3H 3E+1M+1H

Table 5. Complexity comparison based on computational cost

Protocol Stage [26] [28] [8] Proposed
Scheme
Registration ~ 484M ~ 4336 M ~ 483M ~ 484
Token Withdrawal ~ 1689M ~ 2409M ~ 1931M ~ 1447
Payment ~ 1206M ~ 1928M ~ 1206M ~ 483
Token Deposit ~ 242M ~ 1205M ~ 965M ~ 722
Total Cost 3137TM 5542M 4102M 3136 M

The performance analysis presented in Tables 4 and 5 underscores the efficiency of our proposed
untraceable payment scheme. The results show that our proposed scheme causes the lowest overall
computational cost when compared to existing schemes [8, 26, 28]. The design choices we have made
in this scheme such as partially blind signatures and a lightweight zero-knowledge proof mechanism
contribute to the computational cost being lower than other schemes. Low computational cost
enhances our scheme’s practicality and suitability for real-world mobile payment scenarios, where
resource constraints are often a concern.

8.2 Security and Privacy

Table 6 presents a comparative analysis of online [7, 29, 42] and offline [4, 8, 26, 39] payment
systems with our proposed scheme and demonstrate its alignment with the evaluation criteria.

Payment scheme Cl C2-a C2-b C3 C4 C5 C6 C7‘

Online schemes
Eszczyna et al. [29] X X X X v Vv X X
Cao et al. [7] X v v v v v v X
Tso [42] X X v v vV v X X

Offline schemes
Kutubi et al. [26] X v v v v v vV X
Chang et al. [8] X X v v v v X X
Kutubi et al. [28] X v v v v v X X
Our proposed scheme v v v v v v/

Table 6. Comparison of Untraceable Payment Schemes: C1-Complete Untraceability, C2-a-Exculpability-
Merchant Double Spending, C2-b-Exculpability-Customer Double Spending, C3-Unforgeability, C4-
Confidentiality, C5-Message Authenticity, Cé-Efficiency, C7-Regulatory Compliance
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In Table 6 a (V') indicates that the protocol upholds the specific criteria and a (X) indicates that
the protocol does not uphold that criteria. This comparative analysis highlights the strengths of
our proposed scheme in addressing a wider array of security and privacy concerns compared
to the existing solutions. Online payment systems often operate under the assumption that the
TPSP or Bank is inherently trustworthy. They mainly focus on safeguarding user privacy against
a curious merchant or external adversaries. In contrast, offline payment systems do not make
this trust assumption regarding the TPSP. Instead, they introduce additional third parties, such as
certificate authorities or anonymous identity providers, to protect user privacy. However, these
systems inherently assume that these third parties will not collude with a curious TPSP to share
user-related information. Hence, as Table 6 shows, the majority of these systems fall short of
meeting the untraceability criterion when it comes to a curious TPSP.

Additionally, some works [8, 29, 42] does not explicitly state whether their proposed schemes
offer protection against merchant double-spending. Similarly, [29] does not explicitly address
whether their scheme protects against customer double-spending. Furthermore, [29] also fails to
specify whether their scheme ensures that only authorised parties can create payment tokens. Some
works [29, 42] did not provide a detailed description of their computational cost to demonstrate the
efficiency of their systems. At the same time, Section 8.1 showcases that our scheme outperforms
[8, 28] in terms of computational efficiency while maintaining a similar computational complexity
to [26]. Regarding regulatory compliance, all the works fall short of providing explicit mechanisms
to address this concern. While they prioritise user anonymity, they do not adequately address the
critical aspect of verifying user identities or managing illicit activities like money laundering. This
lack of clarity raises concerns about their practicality in real-world scenarios where regulatory
bodies mandate certain checks and balances to prevent financial crimes. In our proposed scheme
we aim to strike a balance between user privacy and regulatory compliance by allowing the TPSP
to collect basic information required to register a user and the corresponding transaction amount.

However, it’s crucial to acknowledge the limitations discussed in Section 5.1 when it comes to
our proposed scheme. Our proposed scheme does not address adversaries who might compromise
user devices to gain access to secret keys. While the zero-knowledge proof mechanism offers some
protection against a compromised merchant device, it doesn’t prevent fraudulent transactions
if a customer’s device is compromised. This limitation highlights the persistent challenge of
safeguarding user privacy and system security in the face of evolving threats. Therefore, in our
future work, where we plan to implement a working solution for real-world scenarios, we intend
to address this limitation by utilising secure hardware elements such as a Trusted Execution
Environment (TEE) or a Secure Element (SE).

9 CONCLUSION

This paper introduces a novel mobile payment scheme that prioritises user privacy while accommo-
dating necessary regulatory oversight. The scheme employs cryptographic primitives such as blind
signatures and zero-knowledge proofs to limit the Third-Party Service Provider’s (TPSP) access to
sensitive transaction related data We ensured that the TPSP cannot track user spending patterns
or link transactions to individual customers. Our proposed scheme also includes mechanisms to
prevent double-spending by both customers and merchants, further enhancing its security against
fraudulent activities. The paper also introduces a comprehensive evaluation framework consisting
of key criteria: complete untraceability, exculpability-merchant double-spending, exculpability
customer double-spending, unforgeability, confidentiality, message authenticity, efficiency and
regulatory compliance. This framework helps to rigorously assess the security and privacy charac-
teristics of centralised untraceable payment systems, offering a structured methodology to analyse
and compare different schemes, promoting transparency. Complexity based formal analysis and
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ProVerif based modelling further validates the scheme’s robustness in upholding its privacy and
security goals. In the future work we are fully committed to pursuing the practical evaluation of our
system. The prototype we are planning to develop will be tested in various simulated transaction
scenarios to evaluate it’s performance under different conditions.
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