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“Your account has been compromised” 
Exploring emotional triggers in scam emails 

Mostafa Morady Moghaddam and Erhan Aslan 
Shahrood University of Technology | University of Reading 

Scam emails pose a significant threat to online security, exploiting 
individuals’ vulnerabilities through emotional manipulation. This study 
explores emotional triggers in a corpus of scam emails (n = 371) compiled 
from ten genuine email accounts over a period of five years (2018–2023). 
Using Robinson’s (2008) taxonomy of basic emotions, the positive and 
negative emotional content and triggers were identified and analyzed. The 
findings reveal that an overwhelming majority of the emails allude to 
negative emotions (n = 252), suggesting a clear scammer strategy in 
stimulating negativity to achieve fraudulent objectives. Conversely, the 
emails that evoke positive emotions (n = 119) seem to create a false sense of 
trust, sociability and gratitude. In addition, many scam emails employ 
various combinations of emotional triggers to manipulate recipients. This 
study sheds light on the intersection between emotions and discourse 
pragmatics and highlights the affective dimensions of discourse in email 
communication. 

Keywords: discourse pragmatics, emotional triggers, scam emails, social 
psychology, cybersecurity 

1. Introduction 

Since the dawn of email communication, spam has compromised the privacy of 
users by exploiting their personal information. In 2018 alone, at least 14.5 billion 
spam emails were recorded (Karim et al., 2019). According to the FBI, spam-
related attacks caused financial losses to businesses amounting to approximately 
$ 257 billion between 2012 and mid-2020 (Karim et al., 2019). Chiluwa (2019) 
reported that the losses arising from scam emails totaled $ 12.7 billion in 2013, and 
individuals from the US, UK, and India were the primary victims. In 2023 alone, 
145.5 million American consumers were reported to have been affected by spam 

https://doi.org/10.1075/ip.00135.mog | Published online: 4 March 2026 
Internet Pragmatics  ISSN 2542-3851 | E‑ISSN 2542-386X 
Available under the CC BY 4.0 license. © John Benjamins Publishing Company 

https://doi.org/10.1075/ip.00135.mog
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/


  G
ue

st
 (

gu
es

t)
 IP

:  
91

.2
01

.1
60

.1
78

 O
n:

 F
ri,

 2
0 

M
ar

 2
02

6 
10

:3
7:

12
attacks that involved stolen personal information such as birthdates, credit card 
details, social security numbers (Febriyani et al. 2023). 

Scam emails are a form of phishing, a fraudulent practice that often uses 
forged emails or websites to deceive users into disclosing personal information 
(Daintith and Wright 2008). The goal of scam emails is to style messages in such a 
way as if they have been sent genuinely (Blommaert and Omoniyi 2006; Blanzieri 
and Bryl 2008; Kwak et al. 2020) under the guise of attempting the recipient of the 
email to perform an action for an ingenuine reason (Wash 2020). Some of these 
actions involve the recipient to click a link or open a file that would lead to the 
downloading of malicious software to collect sensitive personal information from 
the victim’s computer (Norris and Brookes 2021). Scam emails exhibit three main 
features: a) they are unsolicited; b) they are received from unknown senders; and 
c) they ask for personal information or require the addressee to reveal their per
sonal identity or take some action. 

Scam emails are on the rise globally, facilitated by technology that enables 
fraudsters to impersonate legitimate communications (Tambe Ebot et al. 2024). 
In this regard, Norris and Brookes (2021: 1) argue that “the growth in social com
munication facilitated by technology mean that online scams represent a growing 
societal issue, with perpetrators successfully persuading people to make fraudu
lent payments or download malicious attachments.” As the number of registered 
internet companies continues to grow, the complexity of fraud has also increased. 
This complexity is particularly evident in the content of scam emails (Safaei Pour 
et al. 2023). Email is considered a less-rich medium, making it less effective at con
veying feedback, nonverbal cues, voice, and emotions (Keil and Johnson 2002). 
Therefore, detecting deception in emails is often more challenging than in mes
sages communicated through richer media channels, such as face-to-face interac
tions or phone calls. Consequently, emails have become a primary medium for 
scam attacks, involving the illicit harvesting of addresses to promote fraudulent or 
worthless products (Khan et al. 2015). 

Scam emails serve two primary purposes, as noted by Shaw (2008: 270): 
overtly, they offer a profitable but questionable deal from which both parties may 
benefit; covertly, they aim to trick the recipient, providing no benefit at all. Scam 
emails include various types of deception, such as advance-fee scams that promise 
a large sum of money in exchange for a smaller upfront payment (Chawki 2009), 
lottery scams which inform recipients that they have won a lottery or prize and 
must pay a fee to claim it (Bourne et al. 2013), investment scams which offer too-
good-to-be-true investment opportunities (Naylor 2007), romance scams which 
seek online relationships to solicit money (Sorell and Whitty 2019), charity scams 
that solicit donations for fake charities, particularly after disasters (Fredericks and 
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Rowe 2016), and impersonation scams, where the sender pretends to be someone 
else, such as a relative in need or a government official (Vilardo 2004). 

The emergence of diverse web-based communication applications has led to 
the creation of numerous forms of digital expressions of emotions in instant mes
saging or chat, such as emoticons, emojis, and stickers to aid emotional expression 
and understanding (Alkhalil et al. 2021). Spending considerable time on digital 
media, we are also exposed to expressions of emotions by other people leading to 
emotional contagion, a term originally defined by Hatfield, Cacioppo and Rapson 
(1993: 96) as “the tendency to automatically mimic and synchronize expressions, 
vocalizations, postures, and movements with those of another person’s and, con
sequently, to converge emotionally.” Other scholars like Goldenberg and Gross 
(2020) describe the kind of emotional contagion observed on digital platforms as 
digital emotional contagion, which is more frequent and intense than emotional 
contagion observed in non-digital contexts. 

Much of what we consume on digital platforms is negative with unfavorable 
effects on our lives, directly or indirectly (Pellegrino, Abe and Shannon 2022). 
Negative content may have harmful effects on privacy, well-being and function
ing, equality, social relations and social cohesion, making individuals more vul
nerable to scam attacks (Shadel and Pak 2007). Although technological solutions 
and user awareness campaigns have been instrumental in mitigating scam attacks, 
they often overlook the emotional aspects of such scams. By incorporating 
insights from the fields of emotions and discourse pragmatics, this study attempts 
to bridge the gap between traditional cybersecurity approaches and the nuanced 
understanding of emotional manipulation techniques employed by attackers. 

Scam emails maintain their effectiveness as the strategies in their construction 
are frequently updated (Genc et al. 2021). Attackers strategically exploit recipients’ 
emotional vulnerabilities to manipulate their actions and increase the likelihood 
that recipients will fall victim to scams (Vishwanath et al. 2011). Emotions have 
long been recognized as powerful motivators of human behavior, influencing 
decision-making processes and shaping interpersonal interactions (Morris and 
Keltner 2000). Understanding the emotional triggers employed by attackers is 
crucial for developing effective interventions and countermeasures (Silic and 
Back 2016). As Korpela (2015) emphasizes, it is crucial to identify mechanisms 
for protection against email scams, and it is a good practice to provide education 
and knowledge to identify such fraud. The success or failure of a scam email is 
determined by the reaction of the recipients, and the recipients’ decisions to click 
on a link or open an attachment can be affected by how effective a phisher may 
trigger different emotions from the victims (Alkhalil et al. 2021). Emotions play a 
significant role in recipients’ responses to emails often clouding judgment about 
the legitimacy of the intended message (Jayatilaka, Arachchilage and Abar 2021). 

Exploring emotional triggers in scam emails [3]
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Therefore, to gain a deeper understanding of how scam attacks operate on digital 
platforms, it is essential to consider the significant role that emotions play in con
temporary digital discourse and communication practices (Karamagi 2022; Dutt 
2023). 

The theoretical underpinnings of the present study lie in the integration of 
emotions, discourse pragmatics, and cybersecurity. By examining the interplay 
between these fields, this study aims to contribute to a comprehensive under
standing of scam attacks and provide valuable insights to enhance individuals’ 
online security in an increasingly interconnected world. Against this background, 
this study addresses the following questions: 

1. What are the positive and negative emotions observed in scam emails? 
2. What are the possible combinations of different emotional triggers in scam 

emails? 

To situate the present study in view of the extant research on scam emails, we pro
vide an overview of the linguistic and discourse features of scam emails as they 
pertain to persuasion. Later, we discuss the emotional triggers associated with 
scam emails, the focus of the present study, followed by the methodology and 
findings. 

2. Literature review 

2.1 Linguistic and discourse features of scam emails 

Research on scam emails is diverse and multifaceted. Some studies have focused 
on the syntactic characteristics of scam emails. For instance, by exploring the cues 
that deceptive senders use, Zhou et al. (2003) identified the dominant use of ellip
sis, wordy sentences, and passive voice construction in scam emails. Other schol
ars have found inconsistent punctuation and use of informal style (Blommaert 
and Omoniyi 2006) and inappropriate capitalization and spelling/grammar 
errors in scam emails (Holt and Graves 2007), which suggest that the literacy skills 
of the writers are very poor. Investigating the pragmatic act of phishing in a corpus 
of 100 scam messages, Tseng (2010) found both direct and indirect uses of direc
tives. Bernal and Belli (2013) identified gendered language in fraudulent emails. 
In their study, scam email writers who presented themselves as female produced 
more emotional and affectionate words than their male counterparts, and male-
sender scam emails were mostly concerned with business or financial transac
tions. Analyzing 40 scam emails, Anafo and Ngula (2020) found that scam emails 
tended to be interpersonally rich in the use of personal pronouns to index and 
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position scammers relative to their target email recipients in manipulative ways. 
That being the case, the crafting of scam emails is associated with social variables, 
such as gender, power, and register, which likely contribute to the susceptibility of 
recipients to deception. 

Research has also shown that individuals tend to focus on the most noticeable 
elements of scam emails by evaluating the text (Stojnic, Vatsalan and Arachchilage 
2021). These elements refer to the key features that stand out, such as the overall 
layout, wording, and any highlighted information. Additionally, biases and 
heuristics in terms of the reliability of a message source, whether the material 
violates expectations, also affect recipients’ judgments (Metzger, Flanagin and 
Medders 2010). However, by increasing the sophistication of scam emails in their 
structure and the inclusion of implicit meaning, scam emails can have a better 
chance of reaching their intended purpose (Nadeem et al. 2023). 

Other studies have focused on the discourse features of scam emails including 
persuasive and manipulative strategies (Ajayi 2022) and opening and closing 
moves (Freiermuth 2011). Analyzing the discursive-pragmatic contents and struc
tures of scam emails, Chiluwa (2009) found that writers applied sociocultural 
greeting formulas, reassurance, and confidence building as well as action-
prompting strategies to sustain receivers’ interest. Vishwanath, Harrison and Ng 
(2018) investigated the effect of persuasive techniques on scam susceptibility using 
a unified information processing model. Persuasive techniques are included in the 
content of emails to encourage users to react accordingly. The scam emails con
veyed a sense of urgency by drawing on time-limited offers or deadlines, offering 
prizes, or signifying that failure to respond would probably cause a loss (Sillence 
et al. 2006). Although Vishwanath, Harrison and Ng (2018) did not identify any 
differences in susceptibility to emails containing reward-based versus threat cues, 
the psychological concept of loss aversion suggests that people are more sensitive 
to possible losses than gains. As a result, scam emails that refer to potential losses 
could be much more tempting than those describing potential rewards (Parsons 
et al. 2019). To determine the trustworthiness of emails, people typically use exter
nal cues, considering the ‘feel and look’ of the information (Sillence et al. 2006). 
In another study, Chiluwa (2019) highlights the emotional appeals to the receiver 
in the conclusion of scam emails in which religious tones or sentiments are 
evoked and a story of sudden death is sometimes shared. 

The existing research has also revealed that the common characteristics of 
scam emails include structural properties such as misleading hyperlinks and 
header information (Naqvi et al. 2023; Safi and Singh 2023). To make a scam email 
effective, its content requires the intended victim to act urgently; for example, an 
email that informs the recipient of account termination if the recipient does not 
respond or perform an action within a limited time. To obtain compliance from 

Exploring emotional triggers in scam emails [5]
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the recipient of a scam email, persuasive strategies and emotional triggers are used 
to elicit a positive response from the intended victim (Workman 2008). 

2.2 Emotional triggers in scam emails 

As discussed earlier, emotions play a significant role in today’s digital commu
nication shaping and affecting digital discourse and communication practices. 
The importance of emotion perception in emails has increased in recent years 
(Blunden and Brodsky 2021). Scammers often manipulate emotional triggers to 
fulfill their fraudulent intentions (Jayatilaka, Arachchilage and Abar 2021). Emo
tional triggers are often specific events or stimuli that elicit immediate reactions. 
These reactions can be classified as basic emotions, transient experiences result
ing from interactions with the environment or memories of past events 
(Kensinger and Ford 2020). For example, if a person has previously experienced 
joy from a particular activity, the emotional trigger associated with that activity 
may lead them to engage in the activity again. Robinson (2008: 115) argues that 
positive and negative emotions can “refer to mental experiences with strongly 
motivating subjective qualities akin to the basic sensations of either pleasure or 
pain.” For example, positive emotions like ‘attraction’ or ‘desire’ can lead to behav
iors aimed at seeking contact or engaging with beneficial environments, while 
negative emotions such as alarm and fear can result in avoidance or defensive 
behaviors (Shadel and Pak 2007). 

There is a scarcity of research exploring emotional triggers in scam emails 
(Jonas, Graupmann and Frey 2006; Cukier, Nesselroth and Cody 2007). Con
sequently, not many people are aware of the existence of emotional triggers in 
emails they receive (Blunden and Brodsky 2021). Emotional triggers can be effec
tively exploited in scam emails to manipulate recipients into taking actions that 
benefit the scammer. Current scam email countermeasures largely rely on tech
nical aspects (Almomani et al. 2013) which include technological measures and 
tools used to detect and prevent scam emails (Aleroud and Zhou 2017), such as 
spam filters, antivirus software, and algorithms that analyze email metadata and 
patterns. These measures primarily focus on identifying suspicious characteris
tics based on coding, formatting, and known scam patterns, without considering 
emotional triggers that scammers exploit to manipulate recipients. 

Despite the existing literature on the linguistic features and technical counter
measures against scam emails, our understanding of how psychological aspects, 
particularly emotional triggers such as fear and greed, are embedded within these 
scams is limited (Cukier, Nesselroth and Cody 2007). Freiermuth (2011: 127) high
lights the importance of this perspective, arguing that “it is imperative to establish 
a framework that considers what elements cause people to change their minds.” A 
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possible answer to this concern can be found in the realm of emotional triggers. 
Research findings indicate that individuals who have been scammed often experi
ence a range of negative emotions, including shame, anger, regret, betrayal, help
lessness, embarrassment, sadness, and depression (Shichor et al. 1996; Fischer 
et al. 2005; Jonas et al. 2006). In this regard, Norris and Brookes (2021: 1) mention 
that “there is limited examination of the context or state induced factors, such as 
emotional state of the individual, and, importantly, how that may impact upon 
their decision making process.” This limits the development of comprehensive 
strategies that enhance user awareness and resilience against such deceptive prac
tices. Therefore, further research is required to integrate insights from psychology 
and cybersecurity measures to address this critical gap. 

In the realm of psychology and behavioral science, understanding the intri
cate interplay between emotions, triggers, and human behavior is paramount 
(Dirwan and Latief 2023). Emotions serve as powerful motivators that signifi
cantly influence decision-making processes and actions (Lerner et al. 2015). The 
purpose of the present study is to explore the mechanisms through which emo
tional triggers may affect behavior, particularly in contexts where individuals may 
be vulnerable to manipulation, such as scam emails. By examining the underlying 
emotional dynamics and their implications in scam emails, we can gain valuable 
insights into how emotions shape our responses to various stimuli and the poten
tial consequences of these responses. 

3. Methodology 

3.1 Data 

The data collection in this study involved a systematic approach to gathering scam 
emails. The emails were compiled from 10 different accounts created specifically 
for research over a period of 5 years, from 2018 to 2023. These accounts were not 
associated with real participants; instead, they were established solely to collect 
data on email communications, with scam emails sent directly to these accounts. 
We had full access to these accounts during the data collection period. In acade
mic research, it is common practice to use anonymized data or research-specific 
accounts to ensure privacy and uphold ethical standards (Wiles et al. 2008). This 
method allows a diverse and representative sample of scam emails to be analyzed, 
providing valuable insights without compromising individual privacy. The types 
of scam emails received during the data collection period included a variety of 
common scams, such as phishing emails, investment fraud, lottery scams, and 
Nigerian Prince scams. 

Exploring emotional triggers in scam emails [7]
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The scam emails were primarily in English. However, a few emails received 

were written in languages other than English, reflecting the global nature of scam 
operations. These non-English emails were excluded from the analysis. To ensure 
dataset integrity, duplicates sent to different accounts were discarded. This was 
crucial to avoid skewing the results with repetitive data that could misrepresent 
the prevalence of specific emotional triggers. Additionally, other filtering criteria 
were applied, such as excluding emails that were clearly not scams (e.g., legitimate 
marketing emails) and those that lacked substantial emotional content. Emails 
that were too vague or generic and lacking identifiable emotional triggers were 
also excluded from the final analysis. 

3.2 Framework and data analysis 

The analysis of the data was based on Robinson’s taxonomy of basic emotions (see 
Table 1) which facilitated a comprehensive and systematic categorization of emo
tions, distinguishing between positive and negative emotional experiences. This 
dual categorization is particularly relevant in the context of scam emails, where 
understanding the specific emotional appeals used by scammers can illuminate 
their manipulative strategies. By using this taxonomy, we could effectively iden
tify and analyze the emotional content of scam communications, leading to more 
nuanced insights into how these emotions influence decision-making processes. 
In addition, Robinson’s taxonomy is grounded in psychological research, which 
lends credibility to its application in understanding emotional triggers. 

The thematic analysis conducted in this study involved several key proce
dures to ensure a comprehensive understanding of the emotional triggers in scam 
emails. The first step was to classify the emotional triggers in scam emails as 
either positive or negative and assigning them to the emotion category proposed 
by Robinson (2008). We immersed ourselves in the data by reading and reread
ing the scam emails to gain a deep understanding of the content. The next step 
was to identify and group the codes representing significant features of the data 
related to positive and negative emotional triggers. To name these codes, eleven 
pairs of positive and negative emotions proposed by Robinson (2008: 155) were 
used (Table 1). The identified themes were reviewed and refined to ensure they 
accurately represented the data and were distinct from one another. The themes 
identified in this study are shown in Figures 1 and 2. 

To ensure that each emotion was coded and identified appropriately, we fol
lowed the definitions of emotions in Robinson’s (2008: 157–159) framework. For 
example, Robinson (2008: 159) defines ‘alarm’ as “unlearned signals of immedi
ate and extreme danger, such as very intense stimulation.” In addition, Robinson 
(2008: 159) defines ‘gratitude’ as “acts of kindness, mercy, assistance and co-
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Table 1. Robinson’s (2008: 155) taxonomy of eleven pairs of positive and negative 
emotions 

Type of emotion Positive emotions Negative emotions 

Emotions related to object 
properties 

Interest, curiosity Alarm, panic 

Attraction, desire, admiration Aversion, disgust, revulsion 

Surprise, amusement Indifference, familiarity, 
habituation. 

Future-appraisal emotions Hope Fear 

Event-related emotions Gratitude, thankfulness. Anger, rage 

Joy, elation, triumph, jubilation Sorrow, grief 

Relief Frustration, disappointment 

Self-appraisal emotions Pride in achievement, self-
confidence, sociability 

Embarrassment, shame guilt, 
remorse 

Social emotions Generosity Avarice, greed, miserliness, 
envy, jealousy 

Sympathy Cruelty 

Cathected emotions Love Hate 

operation done by another.” The data were coded by a trained research assistant 
to ensure the reliability of the coding procedure. We used intercoder reliability to 
measure the amount of agreement among the independent coders. Cohen’s Kappa 
of 0.87 showed a high level of agreement. Table 2 presents some coding examples. 

Table 2. Examples of the coding procedure 

Email 
ID 

Trigger phrase Emotion 
category 

Specific 
emotion 

001 “Your account will be suspended unless you act now.” Negative Fear 

002 “Congratulations! You’ve won a prize!” Positive Joy 

003 “My late parents died during the political war.” Negative Sorrow 

In the analysis, raw frequencies and percentages were computed to provide a 
quantitative overview of the emotional triggers identified in the dataset. Raw fre
quencies were calculated by counting the total number of instances of each emo
tional trigger across the sample of scam emails. Subsequently, percentages were 
derived by dividing the raw frequency of each emotional trigger by the total num
ber of analyzed emails, allowing for a clearer understanding of the prevalence of 

Exploring emotional triggers in scam emails [9]
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each trigger relative to the entire dataset. Regarding the handling of combinations 
of emotional triggers, each email was analyzed for the presence of emotional trig
gers, and instances of combinations were counted separately as distinct groups. 
This means that if an email contained multiple emotional triggers, it was counted 
once in the overall total for each individual trigger category (e.g., alarm, fear, 
greed) and counted once as a combination. For example, if an email exhibited 
both ‘alarm’ and ‘fear’, it would contribute to the raw frequency counts for both 
‘alarm’ and ‘fear’ as individual triggers, as well as being counted as an instance 
of a combination of emotional triggers. This dual counting approach allows for 
a more nuanced understanding of how often specific combinations are used in 
scam emails while maintaining the integrity of individual trigger counts. 

4. Findings 

4.1 Quantitative analysis of data: Negative and positive emotional triggers 

Table 3 highlights the emotional triggers identified in scam emails, focusing on 
both negative and positive emotions. The table illustrates that negative emotions 
are prevalent in scam emails, with ‘alarm’ being a particularly dominant trigger. 
This suggests that scammers often employ tactics that evoke a sense of urgency 
or fear to convince recipients to act quickly without critical evaluation. Although 
positive emotions are present, they are less frequently observed than negative 
emotions. This highlights the strategic focus of scammers on inducing fear and 
urgency rather than fostering positive feelings. 

Table 3. The main emotional triggers found in scam emails 

Emotional 
triggers 

Sample message content Frequency Percentage 

Negative emotions 

Alarm I would like you to contact me via email for further details 
as this is a very sensitive issue that requires urgent 
attention from you. 

 93  25% 

Fear The Banking law and guidelines here stipulate that if such 
money remained unclaimed after nine years, the money 
will be transferred into the Bank treasury as unclaimed 
fund. 

 53  14% 

Sorrow My late parents died during the political war in my 
country in 2011. 

 42  11% 

[10] Mostafa Morady Moghaddam and Erhan Aslan
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Table 3. (continued) 

Emotional 
triggers 

Sample message content Frequency Percentage 

Greed Note that you will have 45% of the above sum if you agree 
to handle this business with me, while 50% will be for me 
and after this transaction, 5% will remove any expenses 
that may arise during the process. 

 33   9% 

Guilt I grew up as an orphan, and I don’t have anybody as my 
family member. So, I am expecting your response. 

 31   8% 

Subtotal 252  67% 

Positive emotions 

Sociability I am looking for a long term relationship and investment 
assistance. 

 28   8% 

Surprise I know that this letter will come to you as a surprise as we 
have never met before. 

 24   7% 

Trust I will send to you a copy of my international passport 
which you will show to the bank to make the bank know 
that I instructed you to contact them for the transfer of my 
fund. 

 19   5% 

Gratitude I appreciated your efforts at that time very much.  18   5% 

Generosity I want to donate my inherited ($ 10.7 Million dollars) to 
you so that you can use the money for humanitarian aid 
and charitable works. 

 15   4% 

Relief May Allah give you peace of mind.   9   2% 

Self-
confidence 

Our company has offices in major ports in China and 
always provides the best service for import and export by 
sea and air. 

  6   2% 

Subtotal 119  33% 

Total 371 100% 

The prevalence of negative emotions in scam emails is striking, with 252 
instances observed in the sample (considering the sum of the first five emotions 
in Table 3, which are negative emotions). On the other hand, the occurrence of 
positive emotions in scam emails, though less frequent with 119 instances, demon
strates scammers’ attempt to establish trust, build personal connections, and trig
ger recipients’ altruistic responses. Figures 1 and 2 illustrate the frequencies of 
positive and negative emotions observed in emails. The figures show the number 
of cases. 

Exploring emotional triggers in scam emails [11]
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Figure 1. Raw counts of negative emotions identified in scam emails 

One of the most striking features of Figure 1 is the high frequency of negative 
emotions such as fear, alarm, and anxiety. This prevalence underscores the effec
tiveness of these emotions in coercing recipients into making hasty decisions. The 
dominance of negative emotional triggers can be surprising and highlights the 
tactics that scammers use to exploit vulnerabilities. 

Figure 2. Raw counts of positive emotions recognized in scam emails 

The presence of positive emotions such as sociability, trust, and gratitude in 
scam emails indicates that scammers do not rely solely on negative emotions to 
manipulate victims; they also attempt to create a false sense of connection and 
trust. This dual approach is intriguing because it reveals the complexity of emo
tional manipulation in deceptive communication. By highlighting the positive 
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emotions, Figure 2 can help victims understand how scammers exploit recipients’ 
altruistic tendencies and desire for social connections. When viewed alongside 
Figure 1, the contrast between the frequencies of negative and positive emotions 
is compelling. This juxtaposition emphasizes the strategic focus of scammers on 
inducing fear and urgency while also revealing that they occasionally employ pos
itive emotions to build trust. 

4.2 Combinations of emotional triggers 

Scam emails often employ various combinations of emotional triggers to manip
ulate recipients. While specific combinations can vary, Table 4 reveals common 
emotional triggers observed in the dataset: 

Table 4. Combinations of emotional triggers in scam emails 

Combinations Elaboration Sample message content Frequency Percentage 

Alarm + Fear Scammers create a sense of 
urgency and fear by 
claiming that immediate 
action is required to avoid 
negative consequences, such 
as account suspension, legal 
trouble, and financial loss. 

Your account has been 
compromised. Take 
immediate action to prevent 
unauthorized access and 
potential financial loss. 

45 43% 

Greed + Alarm Scammers appeal to 
individuals’ desire for 
financial gain by offering 
limited-time or exclusive 
deals. They create a sense of 
scarcity that makes 
recipients feel that they 
must act quickly to secure 
the promised benefits. 

Only 10 spots left to invest 
in this exclusive opportunity 
that guarantees high returns. 

29 28% 

Guilt + 
Sociability 

Scammers may exploit 
individuals’ sense of guilt by 
claiming to represent a 
charitable cause or a person 
in need. They appeal to 
recipients’ sociability by 
emphasizing the importance 
of helping others and 
making them feel 
responsible for taking 
action. 

Your donation will make a 
difference in the lives of 
children suffering from this 
devastating disease. Act now 
and be part of this 
important cause. 

11 10% 

Exploring emotional triggers in scam emails [13]
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Table 4. (continued) 

Combinations Elaboration Sample message content Frequency Percentage 

Surprise + 
Trust 

Scammers may use 
unexpected or surprising 
information to attract 
recipients’ attention. They 
also try to establish trust by 
impersonating a reputable 
organization or using 
familiar logos, making it 
more likely for individuals 
to believe the content of an 
email. 

Congratulations! You’ve 
won a free vacation! Claim 
your prize by providing 
your personal details within 
24 hours. 

10 10% 

Gratitude + 
Generosity 

Scammers may offer 
something of perceived 
value, such as a free gift or a 
chance to win a prize. They 
may also appeal to 
recipients’ altruistic nature 
by claiming that their 
actions will benefit a 
charitable cause or help 
others in need. 

Donate $ 50 and receive a 
free gift worth $ 100! Your 
contribution will support 
underprivileged children 
and provide them with 
essential resources. 

 5  5% 

Relief + Self-
confidence 

Scammers may exploit 
individuals’ desire to escape 
a problem or difficult 
situation. They offer 
solutions or opportunities 
that promise to alleviate 
stress or improve personal 
circumstances, boosting 
recipients’ self-confidence in 
making a positive change. 

Our proven system will help 
you earn a six-figure income 
from the comfort of your 
home. Take control of your 
financial future today. 

4 4% 

The combination of alarm and fear is a common tactic used by scammers 
to create a sense of urgency and pressure recipients to take immediate action. 
By claiming that negative consequences, such as account suspension, legal trou
ble, or financial loss, would occur if they do not act quickly, scammers aim to 
instill fear and panic in recipients. This combination was observed in 45 instances, 
indicating its prevalence in attempting to capture the attention and of victims. 
In addition, the combination of greed with alarm was observed in 29 instances. 
By appealing to individuals’ desire for financial gains and offering limited-time 
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opportunities or exclusive deals, scammers create a feeling that the demand for a 
good or service is greater than the availability of the good or service. They make 
recipients believe that they must act quickly to secure the promised benefits. 

Scammers also exploit individuals’ sense of guilt and sociability to represent 
a charitable cause or a person in need by appealing to recipients’ empathy and 
responsibility to help others. This combination was observed in 11 cases, demon
strating the scammers’ efforts to manipulate recipients’ emotions and make them 
feel obligated to take action. The combination of surprise and trust is used by 
scammers to capture recipients’ attention and establish credibility. By providing 
unexpected or surprising information and impersonating reputable organizations 
or using familiar logos, scammers make recipients more susceptible to the content 
of the email. This combination was observed in 10 cases, demonstrating that 
scammers attempt to exploit recipients’ curiosity and trust. Scammers may also 
combine gratitude and generosity to manipulate recipients. By offering a token of 
perceived value, such as a free gift or a chance to win a prize, and appealing to 
recipients’ altruistic nature by claiming that their actions will benefit a charitable 
cause or help others in need, scammers aim to elicit a response. This combination 
was observed in 5 instances, indicating that scammers attempt to tap into recipi
ents’ generosity and desire to make a positive impact. Finally, relief combined with 
self-confidence is another tactic employed by scammers. By exploiting individu
als’ desire for relief from a problem or difficult situation and offering solutions or 
opportunities that promise to alleviate stress or improve personal circumstances, 
scammers aim to boost recipients’ self-confidence in making a positive change. 
This combination was observed in 4 instances, emphasizing scammers’ attempts 
to manipulate recipients’ emotions and persuade them to take action. 

4.3 Qualitative analysis of scam emails 

The qualitative analysis of scam emails involves examining the content, structure, 
and emotional triggers used by scammers to manipulate recipients. This analysis 
provides insights into the psychological tactics employed and their effectiveness 
in eliciting responses from potential victims. Although these emails are scam 
emails, proper names referring to places and people mentioned in these emails 
may resemble real names and real identities. Thus, proper names were removed 
from the emails to maintain anonymity. In addition, the grammatical and syn
tactic errors present in the scam emails were not corrected during the analysis 
process to maintain the authenticity of the emails. 

Exploring emotional triggers in scam emails [15]
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Email 1 Greetings 

My name is Miss …. It give me a great pleasure to write you, it attracts me 
to write to you so that we can be friends if you will have the desire as me. i 
will be very happy to be in communication with you so that we can get to 
know each other better and see what happens in future. I await your reply 
so that i can tell you more about myself and give you my picture. 
Have a blessed day. 
Miss … 

Email (1) expresses a desire for friendship and communication that appeals to the 
recipient’s sociability. The sender’s intention to connect and get to know the recip
ient better is a clear attempt to establish a personal connection, making the recipi
ent more inclined to trust the sender. The friendly tone and the offer to share more 
personal information (such as a picture) are strategies to build trust. The sender 
attempts to create a sense of familiarity that can lower the recipient’s defense and 
make them more receptive to further communication. 

Email 2 Dear Friend, 
I Mr …, Manager of bill and exchange at … BANK in Burkina Faso, I 
would like you to indicate your interest to receive the transfer of (12.3 Mil
lion Dollars) in your bank account, I will like you to stand as the next of 
kin to a deceased customer who die in plane crash. 
Thanks for your co-operation. 
Your Sincerely, 
Mr … 

In Email (2), the promise of receiving a large sum of money ($ 12.3 million) 
appeals to the recipient’s greed. This emotional trigger is powerful because it can 
cause individuals to overlook potential red flags in emails due to the allure of 
financial gain. The sender identifies himself as a bank manager to establish credi
bility and trust. By presenting himself in a position of authority, the sender makes 
the recipient feel secure about the legitimacy of the offer, despite the inherent 
risks. The email referenced a deceased customer who died in a plane crash. This 
mention inherently carries the connotation of loss and tragedy, which can evoke 
feelings of sorrow in the recipient. The sender may leverage this emotional aspect 
to create a narrative that elicits sympathy, making the recipient more inclined to 
respond favorably to the request. 

Email 3 Greetings, 
We noticed that you did not log into your ESL account for nearly 4 years 
and we are writing to inform you that we will unfortunately have to close 
your account soon. We are forced to do this due to our GDPR policy that 
prevents us from keeping user data for more than 4 years. 
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Kindly send me the following information to keep your account active: 
Full Names 
Address 
Occupation 
Direct Mobile Telephone Lines 
Nationality 
Thank you for being a valued member of our ESL family! We appreciate 
your attention to this matter and look forward to hearing from you soon. 
Your team 

In Email (3), the urgency implied in the statement about the impending account 
closure serves as an alarm. The mention of a specific timeframe (nearly 4 years) 
and the need for immediate action to prevent account closures can heighten a 
recipient’s sense of urgency, prompting them to act quickly. In addition, express
ing appreciation for the recipient’s attention and their status as a community 
member can evoke feelings of gratitude, encouraging them to respond positively. 

Email 4 Dear Friend, 
Greetings! 
How are you with your family today? I hope both of you are in good 
health. Decently I know that this message might meet you in utmost sur
prise as both of us never know each other before. I am Mr [name blocked]; 
a banker by profession, I need your urgent assistance in transferring the 
sum of $ 21.7 Million U.S Dollars into your account. It is 100% risk free and 
under this achievement you are entitled to receive 30% of the total cash. 
More details will be sent to you on confirmation of your interest. 
If this money remains unclaimed after my death, the bank executives or the 
government will take the money as unclaimed fund and maybe use it for 
selfish and worthless ventures, I need a very honest person who can claim 
this money and use it for Charity works, for orphanages, widows and also 
build schools for less privilege that will be named after my late husband 
and my name. 
Regards 
Mr. … 

In Email (4), the email introduces a sense of fear by stating that if the money 
remains unclaimed after the sender’s death, it will be taken by the bank or gov
ernment for ‘selfish and worthless ventures.’ This tactic instills fear of loss and 
urgency by compelling the recipient to act quickly to avoid a negative outcome. 
The phrase ‘100% risk free’ is designed to address any concerns that the recipient 
may have regarding the legitimacy of the transaction. This reassurance can create 
a sense of comfort and encourage the recipient to consider the offer more seri
ously. Framing the potential use of funds as selfish and worthless evokes feelings 
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of guilt in the recipient. The implication is that failing to act can result in a missed 
opportunity, which can pressure the recipient into compliance. 

The qualitative analysis of scam emails revealed sophisticated strategies 
employed by scammers to exploit emotional triggers and manipulate recipients. 
By combining elements of urgency, financial incentives, and emotional appeals, 
scammers create compelling narratives that can easily deceive individuals. Under
standing these tactics is crucial for developing effective preventive measures and 
raising awareness about the risks associated with such communication. Recog
nizing the emotional and structural components of scam emails can empower 
individuals to critically evaluate suspicious messages and protect themselves from 
potential fraud. 

5. Discussion 

By systematically analyzing a set of scam emails collected over five years, this 
study provides a detailed account of how negative and positive emotions can be 
employed as tools of manipulation. The distinguishing feature of the study is the 
depth of analysis it provides regarding the emotional dynamics at play. While 
prior research has acknowledged the role of negative emotions (Shadel and Pak 
2007; Goldenberg and Gross 2020), our employed Robinson’s (2008) emotional 
taxonomy to identify a diverse range of positive and negative emotions scam
mers use to influence behavior. This nuanced understanding of emotional pat
terns enriches the theoretical framework related to emotional manipulation in 
digital communication, providing deeper insights into the mechanisms that lead 
individuals to fall victim to scams. 

To answer the first research question, we coded emotions evoked in scam 
emails into negative and positive categories to understand the psychological 
strategies used by scammers to elicit specific responses from recipients. A key 
finding in this study was that negative emotional triggers such as ‘alarm’ and 
‘fear’ were frequently used in scam emails. Such negative emotions likely create 
a sense of immediate action and reduce the recipient’s ability to think critically 
or question the legitimacy of the email. While both ‘fear’ and ‘alarm’ are negative 
emotions that scammers exploit, fear is more about the underlying threat and 
emotional distress, whereas alarm is about the urgency and immediate need to act 
in response to that threat. Scammers use both emotions strategically to manipu
late recipients into making hasty decisions, but they do so through different emo
tional appeals. This highlights the effectiveness of negative emotions in capturing 
victims’ attention and coercing them into taking action. The use of alarm and fear 
tactics, such as emphasizing the need for immediate attention or warning of dire 
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consequences, aims to foster a sense of vulnerability and pressure recipients to 
respond quickly. In this regard, our findings lend support to those of Shadel and 
Pak (2007) who found fear and intimidation accounted for 45.24% of all tactics 
used. This is also in line with other studies that showed how scammers exploit 
urgency and fear to compel recipients to act quickly, often without critical evalu
ation (Carter 2015). The contribution of the present study is that it demonstrates 
how these emotions were embedded in scam emails through a systematic analysis 
of emotions. 

The prevalence of negative emotions in our data deserves some discussion. 
According to Robinson (2008), negative emotions are powerful emotional states 
that can significantly influence human behavior, often compelling individuals to 
act in ways they might not otherwise consider. These emotions can serve as strong 
motivators, driving people to respond to perceived threats or uncertainties in 
their environment. By threatening negative outcomes if demanded actions are 
not taken, scammers manipulate individuals to respond impulsively. For exam
ple, echoing Chiluwa’s (2019) findings, some of the negative emotions identified in 
the present study appealed to death or religious sentiments. Consistent with prior 
research that emphasized how the potential loss of a reward or monetary gain can 
influence victims’ compliance with phishing requests (Vishwanath, Harrison and 
Ng 2018), our findings showed similar patterns in scam emails where monetary 
gains manifest as feelings of relief or comfort when responding to a request. 

Although negative emotions such as fear and urgency are prominently utilized 
by scammers to manipulate recipients, the presence of positive emotions in scam 
emails cannot be overlooked. Among these, ‘sociability’ emerges as the most 
dominant positive emotional trigger. Scammers often craft messages that evoke 
a sense of connection and trust, appealing to recipients’ altruistic tendencies and 
desire for social interaction. By appealing to sociability, surprise, trust, gratitude, 
and generosity, scammers aim to create a false sense of camaraderie, gratitude, or 
obligation in recipients, making them more susceptible to the scam. As argued 
by Freiermuth (2011), scammers’ main goal is to engage victims and create soli
darity, and the best way to do so is by building trust. Freiermuth (2011: 123) fur
ther states that “scammers are most concerned about building solidarity with the 
mark [victim] and playing to a mark’s egocentrism, both of which keep the mark 
from making well-informed decisions.” By understanding how scammers exploit 
positive and negative emotions, we gain valuable insights into their psychological 
strategies. This knowledge is essential for developing effective countermeasures 
and enhancing public awareness, which empowers individuals to recognize and 
resist the multifaceted tactics employed in online scams. 

In response to our second research question, the findings of this study demon
strate that scammers also take advantage of a combination of emotions in their e-
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messages. Carter (2015: 99) discusses that “trust, credibility, urgency and secrecy 
are key facets of scam mail.” By exploiting a range of positive and negative com
binations of emotional triggers, scammers can manipulate individuals’ decision-
making processes, leading them to act against rational judgment. This dual 
approach — leveraging both negative and positive emotions — highlights the com
plexity of emotional manipulation in deceptive communication. 

The findings of this research indicate that the occurrence of a promise for 
a reward is less frequent than that of a loss, which indicates that the negative 
implications of scarcity might manipulate users more than potential gains. As dis
cussed earlier in the Introduction, negative emotions play a much more central 
role in digital communication, as evidenced by the massive circulation of negative 
content (Hornik et al. 2015; Goldenberg and Gross 2020). Consequently, it is not 
unusual that scam emails exhibit a similar pattern, as negative emotions are par
ticularly effective in capturing immediate attention and prompting compliance. 
This finding aligns with the psychological principle that negative stimuli often 
elicit stronger responses than positive stimuli. For instance, a scam email that 
warns recipients of potential account suspension or legal repercussions creates 
a sense of urgency that compels individuals to act quickly, often without fully 
assessing the situation. In contrast, while positive emotions can also be employed 
— such as promises of financial gains or rewards — they are less frequently 
observed in scam communications. For example, an email stating, ‘Congratula
tions! You’ve won a prize!’ may elicit excitement, but it often lacks the immediate 
urgency that negative emotions trigger. 

This study underscores the diverse range of emotional triggers that play a 
pivotal role in shaping the driving force behind scam emails (Serna-Zuluaga et 
al. 2024). Scammers often exploit a range of emotional triggers — such as fear, 
urgency, sociability, trust, and greed — to manipulate individuals into making 
hasty decisions that they might not otherwise consider (Robinson 2008). Accord
ing to Blunden and Brodsky (2021: 10), “email and other text-based communica
tions have a significantly greater variety of emotional cues than historical theories 
of virtual communication propose.” This underscores the necessity for a nuanced 
understanding of how emotional appeals function within the context of digi
tal communication. By recognizing the specific emotional triggers employed by 
scammers, individuals can develop heightened awareness and critical thinking 
skills that enable them to resist manipulation. In addition, this study highlights 
the importance of integrating emotional literacy into cybersecurity education, to 
equip users with tools to identify and respond to potential threats effectively. Ulti
mately, fostering an informed and emotionally aware online community can serve 
as a formidable defense against the pervasive issue of scam emails, promoting 
safer digital interactions, and reducing the likelihood of victimization. 
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6. Implications and conclusions 

The implications of this study for discourse pragmatics are significant, partic
ularly for understanding how emotional manipulation shapes communicative 
interactions in digital contexts. The findings reveal that scammers effectively 
leverage both positive and negative emotions to influence recipient behavior, 
highlighting the necessity for discourse pragmatics to incorporate emotional 
analysis as a core component of its framework. By recognizing that emotional 
triggers are not merely supplementary to the content of communication but are 
integral to its pragmatic function, researchers can gain deeper insights into how 
language operates in persuasive and deceptive contexts. This study indicates that 
the emotional landscape of discourse — encompassing feelings of urgency, trust, 
and sociability — plays a crucial role in shaping the interpretive processes of recip
ients (Levy 2016). 

The findings of this study have broader implications for corporate and busi
ness communication, public awareness and education. By highlighting the emo
tional tactics used by scammers, we highlight the critical need for targeted 
educational initiatives that focus on these manipulative strategies. Specifically, 
awareness-raising programs should aim to teach individuals how to identify com
mon emotional triggers in scam communications, such as fear, urgency, and false 
promises of reward. For instance, workshops or online courses could provide 
practical examples of scam emails, illustrating how emotional manipulation can 
be employed to elicit impulsive responses. Participants could engage in exercises 
that train them to recognize red flags, such as language that creates a sense of 
panic or urgency, and to adopt a more skeptical approach when encountering 
unsolicited messages (also see Fransen, Smit and Verlegh 2015). Additionally, 
educational materials could include guidelines on how to verify the legitimacy 
of requests for personal information or financial transactions, emphasizing the 
importance of taking time to assess the situation rather than reacting immediately. 
By equipping individuals with these skills, we can foster a more awareness to 
resist emotional manipulation and protect themselves from becoming victims of 
scams. This proactive approach not only enhances individual resilience but also 
contributes to broader efforts to promote online safety and security as well as our 
understanding of discourse pragmatics in the age of online interactions. 

Further exploration of the psychological mechanisms that lead individuals 
to comply with scam requests despite their awareness of potential risks can pro
vide valuable insights. Emotional strategies used in other forms of scams, such 
as romance and employment scams, may differ significantly. Future research 
should consider a broader range of scam types to capture the full spectrum of 
emotional manipulation techniques. As scams occur more frequently through 
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social media platforms, research should focus on how emotional manipulation 
tactics are adapted for these environments. Moreover, this study mainly used 
the emotional taxonomy proposed by Robinson (2008). Using more up-to-date 
taxonomies yields interesting results. This could involve studying factors such 
as personality traits, cognitive biases, and situational contexts that influence 
decision-making despite emotional appeals. In addition, future research can 
investigate qualitatively the experiences and insights of recipients who fell victim 
to scam emails. Understanding what specifically led them to comply with the 
scammers’ requests could offer deeper insights into the effectiveness of these tac
tics. This could also shed light on how emotional triggers interact with individ
ual psychological factors, such as personality traits, cognitive biases, or situational 
pressures. Incorporating these perspectives could complement the current focus 
on emotional taxonomy and provide a more holistic understanding of the mech
anisms driving compliance in scam scenarios. 
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