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A B S T R A C T

Data and information systems are valuable, rare, and often inimitable resources for any organization willing to 
innovate its products, processes, and business models, with the ultimate goal of gaining a competitive edge in a 
digital world. Data and information systems are also valuable and rare resources when organizations interact 
with each other within their ecosystems as data flows are deployed conjointly by organizations to achieve 
innovation and performance outcomes for their ecosystem. As such data and information systems within orga-
nizations, interorganizational relationships and ecosystems need to be protected. For this reason, organizations 
are required to strengthen their cybersecurity systems. This seems a necessary precondition to assist organiza-
tions and ecosystems to innovate their products, processes, and business models especially during times of 
dramatic changes (such as wars or pandemics) that can pose threats to organizational and ecosystem data 
protection. Accordingly, cybersecurity resilience allows to address those threats triggered by dramatic changes. 
In this light, this study aims to investigate how components of cybersecurity resilience can influence organiza-
tions’ innovation capabilities and ultimately sustainable business excellence as well as the moderating influences 
of macroeconomic policies and regulations. By building on a cross-sectional research design we found that 
cybersecurity resilience positively influences innovation capabilities that in their turn positively influence sus-
tainable business excellence. We also find that macroeconomic policies and regulations moderate the relation-
ship between government efficacy and sustainable business excellence.

1. Introduction

Cybersecurity resilience has become vital for many existing essential 
services, such as emergency services, banking systems, water manage-
ment systems, electric power grids, and navigation systems for air and 
sea travel (Dalal et al., 2022; A. Mishra et al., 2022). Information sys-
tems (IS) literature more broadly has pointed out that cybersecurity 
resilience might be conducive to enhanced performance in the guise of 
business excellence (Slapničar et al., 2022; Taherdoost, 2022). It is not a 
case that an increasing number of reports have stressed that it is critical 
for organizations to develop solid cybersecurity systems in the guise of 

infrastructure and data protection mechanisms since they allow orga-
nizations to survive in the existing turbulent economic environment, 
also in light of digital transformation that is making cybersecurity 
increasingly important for organizational operations and performance 
(Dupont, 2019; Mhlanga, 2020; D’Ambra et al., 2022; Mariani and 
Borghi, 2019; Ranjan et al., 2022). Extant studies have also highlighted 
that cybersecurity resilience is as relevant as cybersecurity as it allows 
organizations to survive over time and maintain and cultivate a sus-
tainable advantage. More specifically, cybersecurity resilience is not a 
monolithic construct, but it consists of different components such as 
compliance, risk management, and the efficacy of incident response 
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(Schmitz-Berndt, 2023). All these components are critical to enable or-
ganizations navigating a competitive digital, physical and phygital 
environment to cope with uncertainty and to safeguard and protect data 
which are valuable, rare, inimitable, and non-substitutable resources for 
individual organizations and for organizational ecosystems (Cram and 
D’Arcy, 2023; Melaku, 2023).

Consequently, strengthening cybersecurity systems seems a neces-
sary precondition to assist organizations and ecosystems to enhance 
their individual and collective innovation capabilities to innovate 
(singularly or collectively) their products, processes, and business 
models.

During times of dramatic changes such as pandemics, global warm-
ing, and severe warfare that can pose threats to organizational and 
ecosystem data protection, cybersecurity and cybersecurity resilience 
become of paramount importance to minimize the risks related to the 
aforesaid dramatic changes. For instance, in recent and ongoing wars in 
Eastern Europe and Russia as well as the Middle East, cyber-attacks have 
been deployed as a tactical war weapon to disrupt businesses and their 
operations (Biller and Schmitt, 2019). By protecting essential and 
confidential business data, cybersecurity initiatives – taken at both the 
organizational and the inter-organizational and ecosystem levels – are 
aimed at avoiding the disruption of organizational activities and 
operations.

Extant studies have examined how global warming, warfare, pan-
demics, and rapid technological advances like ’deep-tech’ innovation 
have reshaped business operations (Granstrand and Holgersson, 2020; 
Jarjoui and Murimi, 2021; Xu and Mahenthiran, 2021; Audretsch et al., 
2022). While ’deep-tech’ innovation can curb unhealthy competition, it 
may also widen the economic divide among nations and communities, 
making the world less sustainable (Granstrand and Holgersson, 2020; 
Vittori et al., 2022; Cosenz et al., 2023).

That said, all these studies did not explicitly discuss and analyse if 
and how cybersecurity resilience (and its components) influence orga-
nizational innovation capabilities (Hodapp and Hanelt, 2022; Ranjan 
et al., 2023; Safitra et al., 2023) and ultimately impact on sustainable 
business excellence (Felício et al., 2022; Wiertz et al., 2004). This is very 
surprising as in an increasingly digital world, organizations increasingly 
rely on data (Jossen, 2017; Economist, 2017), information systems and 
digital and interconnected technologies to gain a competitive advan-
tage, and in so doing they also face higher exposure to various cyber 
threats that can severely impair their operations and performance 
(Al-Sartawi and Razzaque, 2020; Chaudhuri et al., 2022b; Gutiérrez 
Ponce et al., 2023; Giovando et al., 2023 Melaku, 2023). To summarize, 
we do not know if cybersecurity and more specifically cybersecurity 
resilience constitutes a suitable means of protecting an innovation eco-
system’s data, data flows, and information systems and if this can 
enhance innovation capabilities and ultimately firm performance.

To bridge this research gap, this work leverages on the Resource- 
Based View (RBV) (Barney, 1991) and the Institutional Theory 
(DiMaggio and Powell, 1983) as well as cybersecurity studies 
(Al-Sartawi and Razzaque, 2020; Smaili et al., 2023) to address this focal 
research question:

RQ: How can the components of organizational cybersecurity resilience 
influence the innovation capabilities and the performance (i.e. sustainable 
business excellence) of organizations that belong to an innovation ecosystem 
and what is the role of macroeconomic policies and regulations in this 
context?

The above RQ has been addressed by analysing the responses of 359 
respondents of companies belonging to an innovation ecosystem in 
India. A theoretical model has been developed by building on both the 
resource-based view (RBV) (Barney, 1991) and the institutional theory 
(DiMaggio and Powell, 1983). This model has been validated deploying 
the PLS-SEM technique. Interestingly, the combination of the 
resource-based view (RBV) (Barney, 1991) and institutional theory 
(DiMaggio and Powell, 1983) is relevant as none of the two theories, 
alone, can explain how the multiple components of cybersecurity 

resilience influence innovation capabilities, government efficacy, and 
sustainable business excellence of the organizations under the moder-
ating influence of macroeconomic policy and regulations.

We found that cybersecurity resilience, through its components - 
cybersecurity compliance, cybersecurity risk management, and incident 
response effectiveness – positively influences innovation capabilities 
that eventually influence performance in the guise of organizational 
sustainable business excellence, as defined in extant literature (Felício 
et al., 2022; Wiertz et al., 2004), under the moderating influence of 
macroeconomic policies and regulations.

The topic that we cover in this study is important for the following 
reasons. First, through the study, we identify three salient and specific 
components of cybersecurity resilience which influence innovation ca-
pabilities within innovation ecosystems. Second, we highlight that some 
intermediate factors like innovation capabilities and government effi-
cacy can facilitate the relationship between cyber security resilience and 
performance in the guise of organizational sustainable business excel-
lence. Third, the study is among the first (if not the first) to analyse the 
impact of macroeconomic policies and regulations as a moderating 
variable that can facilitate the understanding of the relationship be-
tween cybersecurity resilience, innovation capabilities, government ef-
ficacy and organizational sustainability.

2. Background studies

2.1. Review of literature

The field of cybersecurity has traditionally prioritized protection 
against malicious attacks. Cybersecurity helps to protect data of orga-
nizations which are valuable, rare, inimitable, and non-substitutable 
(VRIN) resources (Lees et al., 2018; Lee, 2021). However, over the last 
decade, the concept of cyber resilience has come to the forefront as a 
vital component of effectively managing digital risks. Initial cyberse-
curity standards focused on safeguarding the internal boundaries of a 
system via firewalls, etc. By contrast, cyber resilience stresses enabling 
organizations to adequately prepare for, endure, and recover from 
inevitable security violations (Saeed et al., 2023a). This shift acknowl-
edges the impracticality of perfect prevention and underscores the need 
for businesses to minimize fallout when incidents transpire. The pio-
neering study by Saeed et al. (2023) first delineated resilience from 
standard security, emphasizing that cyber systems must have adaptive 
capacities to withstand, respond to, and rebound from disruptions. The 
National Institute of Standards and Technology (NIST) in the U.S. sub-
sequently characterized cyber resilience as the ability to forecast, 
tolerate, recuperate from, and adapt to adverse cyber events (Alexander 
and Panguluri, 2017; Chaudhuri et al., 2022a). Since information se-
curity comprises both digital and physical security, academia has strived 
to refine resilience assessment methods, models, and tools. It is pertinent 
to mention here that robust cybersecurity helps the organizations to use 
their data in an effective manner helpful to innovate their products, 
processes, and business designs (Saeed et al., 2023a).

Research has uncovered various dimensions and indicators for an 
organization’s capacity to overcome cyber risks. Lees et al. (2018)
devised a benchmark assessment to evaluate security approaches that 
we consider to safeguard most type of cyber domain. Rajapathirana and 
Hui (2018) stated one resilience approach as a key part of innovation 
ability to recover and regenerate what was lost. Furthermore, Jarjoui 
and Murimi (2021) showed resilience measures which can enhance risk 
identification and response efficacy. Ekelund and Iskoujina (2019)
demonstrated cyber resilience in terms of operational and financial 
performance benefits if aligned with organizational outcomes. These 
findings confirm that in addition to conventional security, resilience is 
vital for corporate survival amidst changing technology and expecta-
tions (Sheshadri et al., 2022; Demetris et al., 2022). In case of any un-
toward apocalyptic situation, when dramatic changes take place in 
organizations, cybersecurity measures become very relevant since it 
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requires cybersecurity resilience to adequately address such dramatic 
changes (Alexander and Panguluri, 2017). However, expansion in 
technological integration in business operations can expose firms to 
significant cyber risks that can affect their performance, because tech-
nological breaches can instantly disrupt operations, erode stakeholder 
trust, and impose substantial recovery expenses (Xu and Mahenthiran, 
2021; Viardot et al., 2023). Therefore, it is always a good idea to invest 
in cybersecurity resilience and it is increasingly imperative for main-
taining organizational excellence despite unavoidable threats. In this 
research we explored cybersecurity resilience through three central 
pillars: cybersecurity compliance, effective risk management, and inci-
dent response effectiveness. Cyber security and cyber compliance are 
equally important and protect the institutes’ internal rules, processes 
and behaviors adhering to external cybersecurity standards and best 
practices (Taherdoost, 2022). It provides a critical resilience baseline as 
it incorporates fundamental capabilities like access control, data secu-
rity, and vulnerability management with well-known standards such as 
ISO 27001, NIST, and PCI DSS. Choo et al. (2021), stated that cyber risk 
management entails the continuous process of identifying, evaluating, 
and mitigating information security risks. This encompasses methodical 
approaches to detect major exposures and implement varied adminis-
trative, technical and physical controls to avert, identify and address 
threats. Be it mentioned here that cybersecurity measures play a critical 
role in organizations since it can protect data allowing the organizations 
to do businesses successfully with their partners who are often part of 
their business ecosystems (Viardot et al., 2023). Besides, organizational 
data protection is essential since it helps to improve innovative eco-
systems to develop products, processes, and business model innovations 
(Melaku, 2023).

Ongoing assessment and mitigation of cyber threats compound 
resilience advantages. An effective incident response is defined as the 
ability to swiftly detect breaches, coordinate actions, minimize damage, 
eliminate vulnerabilities and restore normal operations (Jarjoui and 
Murimi, 2021; Meszaros and Buchalcevova, 2017; Audretsch et al., 2022
et al., 2022). The capacity to recognize, react to, and remediate events 
expeditiously demonstrates cyber resilience. As per Lattanzio & Ma 
(2023), innovation means the ability to deliver substantial new pro-
cesses, products, services, business models or marketing methods 
conferring competitive edge. Under the resource-based view, rare and 
inimitable assets like cybersecurity capabilities promote innovation by 
safeguarding intellectual property and sensitive information; enabling 
data exchange and transparency vital for innovation; and releasing 
funds otherwise spent on breach costs for more R&D investment 
(Kosutic and Pigni, 2022). Advanced cyber governance mechanisms like 
zero-trust architecture and multifactor authentication also impart eco-
nomic upsides. Elevated innovation capacities boost governance effec-
tiveness, defined as an organization’s aptitude for direction-setting, 
evaluation, risk management, accountability, transparency, ethics and 
fairness fundamental to robust operations and leadership (Dupont, 
2019; Lattanzio and Ma, 2023; Melaku, 2023; Garcia-Perez et al., 2023). 
Furthermore, creative problem solving and programming concepts can 
support emerging risk identification, while innovative solutions increase 
operational openness. Basically, innovation leads to more resilient and 
vigilant governance systems through shared relationships. Finally, 
innovative abilities with efficient governance help to achieve sustain-
able business value. Innovation facilitates the adoption of newer 
cybersecurity capabilities, products and services to satisfy changing 
business needs. Also, robust governance ensures ethical conduct, 
transparency, accountability and seamless translation of ideas into 
tangible outcomes. These cumulative benefits manifest in balanced 
scorecards and triple bottom lines which serve as benchmarks for sus-
tainable excellence.

2.2. The resource-based view theory

The Resource-Based View (RBV) theory considered one of the most 

influential views in management history (Lockett et al., 2009), traces its 
roots to the seminal works of different scholars (Connor, 2002; Obitade, 
2019; Salimath and Philip, 2020). The central tenet posits that sustained 
competitive advantage arises from a firm’s ability to acquire and control 
valuable, rare, inimitable, and non-substitutable resources and capa-
bilities (Grant, 1991; Park et al., 2017; Chatterjee et al., 2021). Park 
et al. (2017) defines a firm’s resources as encompassing all assets, ca-
pabilities, organizational processes, firm attributes, information, and 
knowledge controlled by the firm, enabling the development and 
implementation of strategies to enhance efficiency and effectiveness. It 
is pertinent to mention here that while earlier views considered strategic 
investments which deter market entry as well as raise prices as critical 
factors to ensure firms’ competitiveness, RBV possesses an intra-firm 
focus since it can successfully explain how firms can achieve a 
competitive advantage by aptly deploying firm-specific inhouse re-
sources (Teece et al., 1997; Wójcik, 2015).

This study adopts the Resource-Based Theory (RBT) as its guiding 
framework, introduced by Jay Barney in 1991, which posits that a 
company’s internal resources and capabilities form the basis for 
attaining a competitive advantage (Borchert, 2008; Elia et al., 2021). 
Cavusoglu et al. (2015) argued for the applicability of the RBV in 
framing information security investments, citing the dual nature of IT 
resources as both non-security (e.g., IT systems, data, processes) and 
security resources (e.g., firewalls, security knowledge). The RBV has 
been utilized in the information systems literature, as seen in the works 
of Cavusoglu et al. (2015) and Borchert (2008), addressed issues like 
organizational size, security breaches, and its link to security in-
vestments. The VRIN qualities—valuable, rare, unique, and non--
substitutable—emphasize the potential of resources and forces to 
generate significant value and outperform rivals over time. This un-
derscores the importance of examining cybersecurity technologies to 
enhance resilience. The integration of governance, finance, infrastruc-
ture, technology, training, and staff promotes competencies such as 
cyber-compliance, risk management, and incident response, crucial for 
addressing digital risks and vulnerabilities in organizational ecosystems.

The RBV framework has a longstanding presence in the field of IT 
systems, with scholars like Hoskisson et al. (2018) and Weishäupl et al. 
(2018) who viewed IT and cybersecurity capabilities as organizational 
capacities influencing competitive advantage. Configurations of cyber-
security capabilities vary across companies, impacting organizational 
performance. Resource Based Theory (RBT) enhances governance 
effectiveness, acting as a crucial intermediary capacity through 
cyber-enabled innovation capabilities. Investments in cyber technology 
stimulate innovation, contributing to improved governance. RBT ac-
knowledges the need to evaluate institutional norms and laws as 
external factors impacting sustainable business excellence outcomes 
(Connor, 2002). underscores the mutual benefits of coordinated gover-
nance and innovation, with their effective combination driving excel-
lence while inadequate coordination hampers growth. This perspective 
views companies as open systems influenced by internal capabilities and 
external circumstances. In this context, cybersecurity in organizations 
emerges as a protective measure for IT systems, involving a set of 
measures, strategies, organizational processes, and procedures to miti-
gate risks and vulnerabilities. The configuration of these cybersecurity 
capabilities encompasses both operational and strategic organizational 
aspects (Borchert, 2008; Grant, 1991; Salimath and Philip, 2020; 
Weishäupl et al., 2018).

2.3. Institutional theory

Institutional Theory, a sociological perspective exploring how formal 
and informal norms and structures influence behaviors within organi-
zations and institutions, complements the Resource-Based Theory in 
understanding the intricate dynamics of cybersecurity, governance, and 
organizational sustainability. While the Resource-Based Theory em-
phasizes internal capabilities as the driver of competitive advantage, 
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Institutional Theory posits that external environments shape internal 
structures, behaviors, and outcomes. Rooted in social science disciplines 
like ethnography, political science, anthropology, phenomenology, and 
organization studies, Institutional theory, as articulated by DiMaggio 
and Powell (1983), asserts that organizations tend to converge towards 
similar practices and behaviors over time. van Rijmenam and Logue 
(2021) elaborate on how organizations are significantly influenced by 
institutional environments, dictating legitimate and successful organi-
zational appearances and behaviors while constraining decision makers’ 
ability to conceive and implement certain types of organizational 
change. Institutional pressures from social, cultural, and regulatory in-
stitutions drive businesses to conform to standards, gaining legitimacy 
and vital resources for sustained growth. This alignment with estab-
lished conventions, expectations, and regulations enriches the study by 
illustrating how broad cybersecurity policies, benchmarks, and legisla-
tion impact organizational strategies and decision-making. Formal in-
stitutions, including comprehensive cyber laws and breach notification 
mandates, and informal norms emphasizing transparency and account-
ability in managing cyber risks, exert coercive, mimetic, and normative 
drivers for companies to adopt cyber compliance. Institutional Theory 
posits that the quest for legitimacy is a primary driver of organizational 
behavior, surpassing efficiency considerations. This idea aligns with the 
argument that institutional pressures lead top managers to make stra-
tegic decisions similar to those of other reference organizations in their 
industry. Ording et al. (2022) highlighted how institutional pressures 
related to Information System (IS) security influence senior manage-
ment’s beliefs and participation in IS security initiatives. Moreover, 
Institutional Theory expands the Resource-Based framework by 
emphasizing how external cybersecurity structures influence internal 
governance orientations, covering responsibility, ethics, risk manage-
ment, and leadership. This argument posits that organizational re-
sponses to institutional expectations are closely tied to and interwoven 
with culture. Organizations, in order to gain cognitive legitimacy, 
conform to taken-for-granted expectations set by institutional constitu-
encies. In essence, organizations react to pressures from these constit-
uencies, aligning with regulations, norms, values, beliefs, and 
expectations to secure legitimacy (DiMaggio and Powell, 1983; Hsu 
et al., 2012; Ording et al., 2022; Wang et al., 2021). Governance, 
encompassing policies, roles, and procedures, is under external over-
sight, with Institutional Theory reinforcing the notion that macro-level 
cyber regulations and expectations influence internal adoption of 
cyber compliance. This shift transforms boards, executives, and units 
into vigilant and resilient stewards, shaping robust governance linked to 
sustainable excellence. Within the realm of Institutional Theory, a key 
focus revolves around legitimacy applied within an organizational 
context, signifying the perception or assumption that entity actions align 
with socially constructed norms, values, beliefs, and definitions. Previ-
ous research has delved into both macro and micro applications of 
legitimacy, exploring how companies gain and maintain legitimacy as a 
whole and examining individual employee perspectives. Recognizing 
the limitations of even the most capable state to independently antici-
pate and fend off all cyber-attacks, cooperation becomes a critical 
aspect. Cybersecurity governance as such is seen as voluntary collabo-
rative actions that ensure the accessibility, authenticity, reliability, and 
secrecy of digital information transmitted across cyberspace. In addi-
tion, Institutional Theory is crucial as we assess public cyber policies and 
norms as moderating variables that impact sustainable business excel-
lence. The evaluation assesses the alignment or resistance of external 
pressures with the internal governance efficiencies required to adopt 
innovation and achieve balanced performance. Institutions that enable 
additional initiatives and governance mechanisms prioritize exceptional 
quality which can attain institutional synergy (Galati et al., 2021; 
Chatterjee et al., 2022; Mariani, 2018; Mariani et al., 2023). In contrast, 
institutions that are not compatible with this create internal conflicts. 
This adverse situation can impede the ability to maintain effective 
leadership and further progress. The assessment of institutional cyber 

norms is considered crucial since it acts as a factor that influences the 
paths taken by organizations.

3. Development of hypotheses and conceptual model

3.1. Cybersecurity resilience and innovation capabilities

The acknowledgment of innovation through cyber resilience as a 
sustainable and competitive enabler is widespread among both industry 
professionals and academics. However, the understanding of innovation 
management and practice remains fragmented, misunderstood, and 
untamed by practitioners and researchers. The innovation capability of 
an organization is directly influenced by its cybersecurity posture, 
particularly as digitalization becomes more pervasive across operations, 
products, and business models (Li and Liu, 2021). Cyber resilience cre-
ates an environment conducive to creativity and change, ensuring robust 
protection against various threats. This safeguarding of innovative ef-
forts and financial investments from potential disruptions emphasizes 
that innovation cannot occur within a vacuum. It is impacted by a range 
of external contextual factors, in addition to internal considerations such 
as strategy and culture, resources and skills, leadership, organizational 
structure, and external linkages (Chatterjee et al., 2023). Advancing 
cybersecurity compliance, risk management, and incident response ef-
ficacy becomes vital for establishing a solid foundation and headroom 
for persistent innovation. This can be achieved through three central 
mechanisms. Firstly, stringent adherence to cybersecurity policies, 
controls, and best practices necessitates gathering security intelligence, 
enforcing access rules, securing data and system backups, implementing 
testing protocols, and internalizing continuity habits. Collectively, these 
actions constitute a sturdy compliance-based foundation (Von Solms 
and Van Niekerk, 2013). This multi-layered security approach, coupled 
with ingrained vigilance, frees up organizational resources for future 
initiatives, eliminating encumbrances that could hinder idea generation, 
strategic risk-taking, and new undertakings crucial for innovation. 
Cybersecurity is positioned as a strategy of preventive action, allowing 
for technological growth, advancement, and innovation. Resilience in 
cybersecurity is reflected in various fields, particularly through coop-
erative or global cybersecurity strategies.

The need for a joined cooperative strategic and operational capacity 
is crucial. Deploying specialized assessments, audits, and strategies to 
tackle cyber risks promotes persistent awareness, knowledge acquisi-
tion, and continuous improvement within the company (Kriaa et al., 
2019; Sheshadri, 2021). Proactively uncovering and mitigating vulner-
abilities instills organizational instincts for detecting issues, compre-
hending root causes, and delivering solutions — all critical drivers for 
innovation. The real cost of cybercrime is often overlooked, stemming 
from delayed or lost technological innovation. This issue arises partly 
from how thoroughly companies screen technological investments for 
their potential impact on the cyber-risk profile. From a macro-economic 
standpoint, Information and Communication Technology (ICT) in-
novations have direct and indirect effects on firm performance, 
emphasizing the strategic role of CIOs in delivering new innovations 
empowered by technology. Strategizing and drilling for rapidly identi-
fying, containing, eradicating, and recovering from unforeseen breaches 
bolsters confidence in effectively handling unanticipated disruptions. 
Extensively tested response systems provide assurance that incidents can 
be swiftly remediated with minimal fallout, enabling innovative efforts 
to progress without major concerns. This resilience permits greater 
flexibility in exploring technological frontiers and pioneering business 
models, knowing that crises can be aptly and efficiently resolved.

Therefore, this study hypothesizes. 

H1. Cybersecurity compliance has a significant positive effect on an 
organization’s innovation capability.

H2. Cybersecurity risk management has a significant positive effect on 
an organization’s innovation capability.
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H3. Cybersecurity incident response effectiveness has a significant 
positive effect on an organization’s innovation capability.

3.2. Cybersecurity resilience and governance efficacy

An effective cybersecurity strategy reinforces the necessary gover-
nance competencies to steer strategic decision-making, oversee opera-
tions, monitor risks and uphold responsible standards integral to overall 
corporate wellbeing (Michalec et al., 2022a; Renaud et al., 2019). 
Stringent cyber compliance guidelines place pressures on oversight 
processes and leadership skills by instituting rules around access rights, 
change control, vendor selection, business continuity planning and in-
ternal audits encompassing people, processes and technology 
(Al-Sartawi and Razzaque, 2020; Ranjan et al., 2021; Naseer et al., 2021; 
Melaku, 2023). The expanding need for round-the-clock data and 
network security brings heightened cyber-related discussions in board-
rooms, executive performance reports and policy updates to meet 
enlarged due diligence requirements (Michalec et al., 2022a). Herein, 
pursuing compliance with external information security regulations and 
benchmarks precipitates organizational governance trans-
formation—prioritizing, allocating resources towards and monitoring 
cyber risk mitigation as fiduciary and ethical imperatives. Institution-
alizing cyber risk management programs augments corporate gover-
nance infrastructure by identifying risks across units and recalibrating 
controls to avoid, divert or minimize incidents (Smaili et al., 2023; van 
Rijmenam and Logue, 2021). Conducting regular assessments, audits 
and control upgrades helps construct robust governance to systemati-
cally pinpoint and address emerging vulnerabilities, comprehend un-
derlying reasons and implement remedies. Governance now aligns more 
closely with the iterative cadence of cyber risk treatment—anticipating 
new vulnerability sources and proactively resolving them before fallout 
intensifies. Thus, risk intelligence fulfills the demands for vigilance 
imposed on responsible and transparent leadership. Additionally, 
devising and drilling cyber breach response instills concrete incident 
management playbooks for directors and executives to demonstrate 
crisis leadership around critical systems disruptions (Michalec et al., 
2022a; Park et al., 2017; Sheshadri, 2019). Evaluating the ability to 
swiftly detect and respond to events ensures adequate preparedness to 
steer through uncertainty. Investigating, remediating, recovering and 
adapting to breach consequences hones long-term capacities to alter 
policies, procedures, technology and staff to mitigate further harm. 
Therefore, resilience preparation signifies governance readiness to 
navigate unexpected contingencies, which is vital for stakeholder 
confidence.

Therefore, this study hypothesizes. 

H4. Cybersecurity compliance has a significant positive effect on an 
organization’s governance efficacy.

H5. Cybersecurity risk management has a significant positive effect on 
an organization’s governance efficacy.

H6. Cybersecurity incident response effectiveness has a significant 
positive effect on an organization’s governance efficacy.

3.3. Cybersecurity resilience and sustainable business excellence

Sustainable business excellence denotes overall long-term corporate 
health and performance based on balancing financial returns with so-
cietal consequences (Sahu et al., 2020). As cyber threats escalate, cyber 
resilience attained through compliance, risk management and response 
capacities can enable this. These three pillars contribute to compre-
hensive balanced outcomes. Implementing extensive data, application, 
host and network security fulfils legal, industry and internal cyber 
compliance dictates, safeguarding foundational IT infrastructure that 
operationalizes functions (Bredt, 2019; Sulich et al., 2021). Cyberattacks 
globally have a detrimental impact on enterprise performance. Despite 

increased investments in cybersecurity to prevent such attacks, there is a 
scarcity of studies on the factors affecting overall cybersecurity adoption 
and awareness within organizations. Basic cyber hygiene measures, 
including enforcing device encryption, access rules, system patches, and 
credentials hygiene, play a crucial role in maintaining system integrity 
and availability, thereby supporting favorable business outcomes. This 
cyber hygiene eliminates obstacles to continuity, preventing unexpected 
disruptions that may occur in the absence of robust compliance. 
Rigorous cyber risk monitoring, audits, and control updates through 
formal risk programs enhance companies’ understanding of emerging 
dangers, allowing proactive measures to address potential threats (Sahu 
et al., 2020). Cybersecurity not only protects against attacks but also has 
the potential to improve an organization’s reputation, core competency, 
and overall performance. Marketers recognize the importance of 
addressing cybersecurity risks to carry out marketing activities effec-
tively (Mishra, 2023). Businesses relying on digital services consistently 
identify cybersecurity as a significant challenge for growth and pro-
ductivity (Dube and Mohanty, 2021; Vrontis et al., 2022). Consistent 
addressing weaknesses through regular risk management enables orga-
nizations to adapt corporate strategies and offerings in response to 
evolving customer needs and market conditions, leveraging secure 
digital platforms. Ongoing, future-focused cyber risk management is 
crucial for preserving excellence and supporting business operations. To 
counter the escalating cyber threats, organizations must elevate their 
current strategic cybersecurity management and pivot towards 
achieving cybersecurity excellence in their day-to-day activities. 
Cybersecurity, as a global phenomenon, presents a multifaceted 
socio-technical challenge for governments, necessitating the active 
participation of individuals (Singh and Alshammari, 2020). Despite 
being one of the most critical issues faced by governments today, public 
awareness and visibility regarding cybersecurity remain low. While the 
term is widely recognized, the urgency and behaviour of individuals do 
not necessarily reflect a high level of awareness. Building cyber resil-
ience emerges as a pivotal strategy to reduce disruptions and fallout 
from frequent cyber-attacks, particularly for unprepared companies 
lacking swift response plans. This approach facilitates persistent quality 
improvement grounded in balanced assessments. Ensuring the accessi-
bility, efficacy, and utilization of IT infrastructure is crucial to support 
business operations within a company. Organizations need to carefully 
consider IT infrastructure, capacity, and investment when determining 
cybersecurity resilience, emphasizing a comprehensive and proactive 
approach to safeguard their digital assets. An effective cyber resilience 
practice goes beyond technology and infrastructure; it must incorporate 
people, processes, and technologies to manage risks effectively and 
achieve greater firm performance (Bredt, 2019; Kure et al., 2022; Sahu 
et al., 2020; Siachou et al., 2022). Mature cybersecurity management 
within organizations involves well-defined processes governing the 
confidentiality, integrity, and availability of information within the 
cybersecurity resilience framework (See Fig. 1). Such processes 
contribute to sustainable business excellence by ensuring that opera-
tions are robust and resilient against breaches and attacks.

Therefore, this study hypothesizes. 

H7. Cybersecurity compliance has a significant positive effect on an 
organization’s sustainable business excellence.

H8. Cybersecurity risk management has a significant positive effect on 
an organization’s sustainable business excellence.

H9. Cybersecurity incident response effectiveness has a significant 
positive effect on an organization’s sustainable business excellence.

3.4. Mediation of governance efficacy

Given the escalating awareness of cybersecurity breaches and asso-
ciated policies, research on the impact of cybersecurity risks on corpo-
rate decisions is gaining prominence (Cavelty and Wenger, 2022; 
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Michalec et al., 2022b). However, existing studies often concentrate on 
the post-event repercussions of data breaches, wherein breached firms 
are compelled to increase precautionary savings, consequently reducing 
cash available for innovation endeavors. The governance of digital 
technologies revolves around infrastructural control points, intricately 
weaving together technical and economic efficiency with considerations 
of human and societal values (Dehghani et al., 2023). If cybersecurity 
risks influence innovation through the risk-taking channel, the effect on 
innovation should be more pronounced for firms less tolerant to risk. 
The complexity of governing software systems is significantly influenced 
by the growing number and sophistication of cyber threats to both open 
and closed system architectures. Despite concerns, there is scant evi-
dence supporting a government takeover of internet governance in the 
name of security, making the discourse on the ‘global war’ or ‘battle’ 
over cybersecurity governance somewhat perplexing. Weak awareness 
of potential risks often results in vulnerabilities in software projects, 
which could threaten the product’s integrity across its entire lifecycle. 
Nevertheless, cyber capabilities play a significant role as they encourage 
innovation and governance systems that lead to successful outcomes 
over time (Selimoglu and Saldi, 2023; Sun et al., 2021). This is important 
since innovation is a crucial element to improve the competitiveness and 
long-term development of organizations. Attaining a high level of cyber 
compliance maturity, consistently addressing risks, and implementing 
response plans foster an environment that is favorable for innovative 
problem-solving and effective change management. Resilience fosters a 
sense of psychological security among workers, enabling them to 
confidently present innovative ideas, and encourages their interest and 
research in state-of-the-art technologies that are essential for developing 
innovative and revolutionary products. The European Union’s proposal 
for a formal regulation to establish a European cybersecurity industrial, 
technical, and research competence center highlights the significance of 
resilience in fostering innovation in response to changing consumer 
demands. Effective regulatory supervision is necessary to transform 
prospects into concrete market results while minimizing risks (Melaku, 
2023; Selimoglu and Saldi, 2023). Effective implementation of innova-
tive ideas at scale, while ensuring compliance, is facilitated by robust 
governance that includes leadership, accountability, ethical principles, 
and openness. Better governance via cyber rules and rigorous response 
testing provides a foundation for careful acceptance of the business 
opportunities brought by modernization. The combination of resilience, 
creativity, and governance expertise enables unhindered innovation on 
digital platforms. In today’s context, it is crucial to achieve consistent 
excellence by implementing responsible innovation, which is facilitated 
by resilient governance. Cyber resilience not only strengthens long-term 
achievement but also improves the ability to innovate and manage 

effectively. It offers essential support for both financial and social 
advancement that is crucial for long-term achievement. The fast growth 
of cyberspace, particularly the Internet, has driven commercial and so-
cial exchanges beyond national boundaries via technology. The 
acknowledgment of the interaction between different entities and 
components in the cyber ecosystems, together with the complex nature 
of cyber resilience, has led to the concept of co-production of cyber 
resilience. Accordingly, the following hypothesis is developed. 

H10. An organization’s governance efficacy positively mediates the 
effect of innovation capability uplifted by cybersecurity compliance, risk 
management and incident response effectiveness on its sustainable 
business excellence.

3.5. Moderating effect of macroeconomic policies and regulations

In today’s world, cyber threats have become a major national secu-
rity concern, prompting countries to implement security rules for critical 
infrastructure operators as part of their efforts to be resilient to cyber 
threats (Broeders, 2021; Lilli, 2021). There are different models for 
protecting critical infrastructure, ranging from relying on the market to 
government ownership. While it might seem obvious to have strong 
government oversight for cyber resilience in critical infrastructures, the 
effectiveness of governance and achieving sustainable business excel-
lence are closely connected. To achieve comprehensive corporate sus-
tainability, it depends on macroeconomic policies and regulations that 
either help or hinder the translation of strong governance into overall 
excellence. In a supportive policy environment, stakeholders can 
enhance cyber risk management through collaboration between public 
and private entities. This implementation ensures secure infrastructure, 
rules for handling breaches, and adherence to technical cybersecurity 
standards (Kure et al., 2022; Malatji et al., 2022). The ongoing discourse 
about digital surveillance primarily revolves around the authorities’ 
ability to access encrypted data. Mainly, it focuses on potential regula-
tory intervention in stakeholders’ affairs and the protection of civil 
rights within the context of security measures. Regular audits of IT assets 
with frameworks such as NIST’s cybersecurity provides risk manage-
ment support. These frameworks assist in resource allocation based on 
the prevalent risk situation. In response to the mounted threats, regu-
latory authorities have strengthened the current regulatory framework 
(Alexander and Panguluri, 2017; Malatji et al., 2022). It results in a 
framework that is more robust, albeit complex. The emphasis on 
disclosing breaches and enforcing cybersecurity standards underscores 
the industry’s need for resilience. According to recent literature, specific 
policy approaches become imperative to enhance governance efficiency. 

Fig. 1. The proposed conceptual framework.
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These policies foster sustainable excellence through secure digital ca-
pabilities. A notable aspect is the consideration given to smaller or less 
complex firms and organizations, with regulatory adjustments aimed at 
reducing the operational burdens for these entities. Policymakers nor-
mally contend with the challenge of balancing financial stability while 
maintaining a competitive domestic environment. In this way, the policy 
landscape provides crucial resources, such as data repositories, threat 
indicators, and response toolkits, which can enable the government to 
leverage collective knowledge for enhanced defense and strategic 
formulation in cyber resilience. Basically, governance relies on external 
policy platforms to comprehend the significance of potential risks and 
approaches to mitigate them. Also, the cybersecurity landscape shares 
similarities with antitrust issues, as it involves preventive detrimental 
behavior (Broeders, 2021; Liu et al., 2022). In order to implement the 
regulations that facilitate official data sharing between the government 
and businesses it is necessary to support organizational learning. It al-
lows the government to find a balance between digital hazards and 
benefits. Diverse perspectives exist regarding the necessity of precise 
regulations for cyber risk. Some researchers argue that current laws 
which cover technological and operational risks are sufficient. On the 
other side a few researchers advocate for a specialized regulatory 
framework (Michalec et al., 2022a; Rajapathirana and Hui, 2018; Saeed 
et al., 2023b). However, cybersecurity from a regulatory standpoint not 
only provides a richer analytical framework but also expands the range 
of possible responses. Furthermore, adopting solutions from other reg-
ulatory contexts offers a broader menu of policy choices. While effective 
policies promote governance competencies, sometimes the imple-
mentation may lead to internal conflicts. Hence, harmony in policy 
settings is essential to avoid disputes that could undermine governance 
effectiveness and overall performance. Ekelund and Iskoujina (2019)
stated that the optimal level of cyber intrusions is not zero and cyber-
security expenditures should not be infinite. Therefore, an economic 
perspective emphasizes achieving an efficiently manageable level of 
cyber-attacks rather than the impossible goal of preventing all attacks.

Hence, the study hypothesizes. 

H11. Macroeconomic cyber policies and regulations positively mod-
erate the relationship between governance efficacy and sustainable 
business excellence, that is existence of impactful policies significantly 
strengthens the association between governance efficacy and sustain-
able excellence.

The above discussions lead to developing a theoretical framework 
conceptually which is provided in Fig. 1.

The above figure elucidates that cybersecurity resilience, entailing 
its three components - cyber security compliance, risk management, and 
incident response effectiveness – is likely to influence innovation capa-
bilities which eventually influence sustainable business excellence of the 
firms mediated through governance efficacy. Besides, cyber security 
resilience influences both sustainable business excellence and gover-
nance efficacy. The figure also shows that macro-economic policies and 
regulations could moderate the relationship between governance effi-
cacy and sustainable business excellence.

4. Research methodology

4.1. Sample and data collection

The empirical study utilized a survey of IT firms to analyse cyber-
security resilience in the context of research and development. Investi-
gating cybersecurity resilience in the IT Sector is significant for several 
reasons. Firstly, specialized IT firms in cybersecurity possess the 
expertise to deal with cybersecurity challenges, rendering them well- 
placed to offer insights into practical aspects of cybersecurity resil-
ience. Secondly, these firms play a direct role in providing services that 
contribute to the cybersecurity and overall operational resilience of 
organizations, making their perspectives invaluable for understanding 

the connection between cybersecurity resilience and sustainable busi-
ness excellence (Felício et al., 2022; Haseeb et al., 2019; Wiertz et al., 
2004). Lastly, IT firms involved in cybersecurity are likely well-versed in 
the regulatory environment, facilitating a nuanced exploration of the 
moderating effect of macroeconomic policies and regulations. The 
sample was drawn from the total population of listed IT companies. 
According to information sourced from the Money control for BSE 
(Bombay Stock Exchange) database, India’s IT sector comprises a total of 
197 companies (data accessed on Nov 07, 2023), with a majority being 
SMEs having an annual average market cap of 199 billion INR. A subset 
of 129 companies with a market cap exceeding 10 million INR was 
selected. Be it mentioned here that India has been preferred to collect 
data for this study for many reasons. Some of the authors of this study 
are based out of India. They have some closed link with the practitioners 
of Indian IT firms. Besides, India is considered as one of the fastest 
growing emerging economies and a part of BRICS countries. An online 
questionnaire, self-administered, was sent to these companies, reaching 
out to 496 respondents. The sample size surpassed the minimum 
threshold required for the employed technique (Partial Least Squares 
modeling, PLS) in this research, ensuring acceptable levels of statistical 
power (Reinartz et al., 2009). The data collection commenced with the 
initial questionnaire, gathering information on cybersecurity resilience, 
innovation ability, sustainable business excellence, and control vari-
ables. The first mailing resulted in 372 complete questionnaires. After a 
four-week interval, the same 129 firms were approached with a second 
questionnaire to collect information about governance efficacy, and 
macroeconomic policies and regulations. Following the exclusion of 
incomplete responses, 359 appropriately completed questionnaires, 
yielding an overall response rate of 72.37%–34% were answered by the 
company’s senior managers, 48% by IT managers, and the remaining by 
other company managers. Here, non-response bias test has been per-
formed following the procedure recommended by Armstrong and 
Overton (1977). For this, independent t-test has been performed ana-
lysing the responses of first and last 100 respondents. No marked devi-
ation of results was noted in these two cases. It confirms that 
non-response bias could not pose a major threat in this study. It is 
worth mentioning that 142 responses were not considered for two rea-
sons: some of the respondents (47) were found to have kept the response 
sheet completely vacant and the remaining respondents (95) put tick 
mark in more than one option against each question.

4.2. Measures

Maintaining cybersecurity compliance is crucial for protecting sen-
sitive data and building stakeholder confidence. Shaheen and Zolait 
(2023) standardized scale assess adherence to security protocols, 
measuring commitment through the implementation of cybersecurity 
standards. This includes allocating resources, executing incident man-
agement policies, and establishing clear governance. The framework 
ensures consistent log monitoring, reflecting a dedication to effective 
cybersecurity practices.

Effective cybersecurity risk management involves continuous pro-
cesses to identify, assess, and address system vulnerabilities. Marsch 
(2018), in their Global Cyber Risk Perception Survey, proposes a 
quantitative evaluation, emphasizing organizational capabilities in 
threat detection and response. Their questionnaire assesses the priori-
tization of cybersecurity in the overall risk management strategy, gauges 
confidence in managing cyber-attacks, and examines roles and re-
sponsibilities between the IT department and the board. Furthermore, it 
explores the existence of a well-developed plan for promptly addressing 
cybersecurity incidents. The corresponding descriptive statistics are 
provided in Table 1.

Efficient incident response, vital for prompt detection and recovery 
from security breaches, relies on key metrics such as reaction timeliness, 
detection accuracy, and restoration completeness. Catota et al. (2018)
provides a set of 5 scale items for rigorous evaluation. The questionnaire 
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assesses the use of alerts for timely threat detection, the efficiency of 
incident handling processes, and the organization’s ability to swiftly 
respond to cybersecurity incidents. It also explores information sharing 
for enhanced cybersecurity awareness, the regularity of vulnerability 
analysis, and the use of effective malware analysis techniques.

Staying ahead of cybersecurity threats involves building innovation 
capability and enhancing practices. Metrics for gauging capability 
include proficiency in producing, assimilating, and executing new 
methods. Calantone et al. (2002) offers five items for measurement. The 
questionnaire assesses the frequency of experimenting with new ideas, 
the perceived creativity in methods, and the ability to pioneer new 
products and services.

Effective governance is essential to ensure that cybersecurity is in 
line with business objectives. The governance construct was evaluated 
using a set of five scale items from Kim et al. (2013). The questionnaire 
analyzes the organizations and their IT service providers’ distribution of 
resources, shared knowledge of objectives, and comprehensive assess-
ment of governance efficiency. Also, all the constructs evaluated the 
extent to which IT service providers prioritize cybersecurity in their 
decision-making and their readiness to provide governance support.

Sustainable business excellence is the integration of economic, so-
cial, and environmental factors into security measures to ensure the 
continued progress of a firm. The questionnaire evaluated the active 
incorporation of responsibility, with a focus on achieving sustainable 
business excellence (Felício et al., 2022; Haseeb et al., 2019; Wiertz 
et al., 2004). It consists of five questions from Haseeb et al. (2019). This 
examines the level at which sustainable practices are essential to the 
company plan and evaluates their compatibility with long-term sus-
tainability, with the ability to achieve excellence in their environmental 
and social impact.

It is essential, yet difficult to adjust cybersecurity measures to 
continuously evolve regulatory settings. The evaluation centers on the 
organizational capacity to adapt and comply with standardized metrics 
as outlined by Khan et al. (2021). The questionnaire evaluates the 
effective execution of the National Policy on Information Technology, 
and the implications for any breaches of the policy to guarantee 
adherence. Furthermore, it explores the implementation of technical 
awareness training and the promotion of a culture that values IT 
literacy.

4.3. Statistical method

Common method variance refers to the variance of variables 
resulting from biases in using a single survey instrument to collect data 
from respondents on independent and dependent variables (Tehseen 
et al., 2017). These biases arise from respondents potentially answering 
questions in a positive way to favor attractive correlations, rather than 
being realistic (Jakobsen and Jensen, 2015). To address this, tests are 
essential to observe and eliminate such biases, known as common 
method variance. Tehseen et al. (2017) emphasize the need for a sta-
tistical approach, particularly in PLS-SEM. Kock (2023) argues that 
common method bias exists when the variance inflation factor (VIF) 

exceeds 3.0. However, in this study, the maximum inner VIFs in model 1 
and model 2 are 1.007 and 1.037, respectively, indicating the absence of 
common method bias (CMB) and multicollinearity. To confirm that this 
study is not impacted by CMB, Harman’s single factor test (SFT) has 
been conducted. The results show the first factor came out to be 26.21% 
of the variance which is less than the recommended highest valued of 
50% (Podsakoff et al., 2003). Since, researchers criticized that Harman’s 
SFT is not a conclusive proof for testing CMB as opined by Ketokivi and 
Schroeder (2004), marker corelation ratio test has duly been performed 
(Lindell and Whitney, 2001). Both these statistical tests did not provide 
any evidence of having CMB. Hence, it should be construed that CMB 
could not affect the data. In this context, the Cronbach’s alpha, Com-
posite Reliability (CR), and Average Variance Extracted (AVEs) of the 
constructs have been computed and is shown in Table 2. The estimated 
values of Cronbach’s alpha (α), composite reliability (CR), and average 
variance extracted (AVE) were found to be within the specific range 
(Chin, 2010; Hair et al., 2017).

The researchers employed structural equation modeling (SEM), 
specifically PLS-SEM with Smart-PLS software (Matthews et al., 2016), 
to test predicted hypotheses. PLS-SEM is suitable for complex models, 
allowing constructs measured with both single and multiple items, as in 
the current study. Additionally, PLS-SEM is widely used in IT field 
studies (Alharbi and Sohaib, 2021; Dash and Paul, 2021; Henseler et al., 
2016). Besides, the PLS-SEM approach does not require any sample re-
striction (Willaby et al., 2015). The PLS-SEM approach also does not 
require the data to be normally distributed which is considered to be the 
essential condition for CB-SEM approach (Rigdon et al., 2017). The 
study followed a two-step procedure, assessing the measurement model 
and then the structural model, based on a statistically significant sample 
size and advanced statistical techniques to ensure result validity and 
reliability (Hair et al., 2010).

4.4. Results

The study investigates the relationships among cybersecurity 
(CYBSEC), Cybersecurity Risk Management (CRM), Incident Response 
Effectiveness (IRE), Innovation Capability (INC), Governance Efficacy 
(GE), Sustainable Business Excellence (SBE), and the moderating effect 
of Macroeconomic Policies and Regulations (MPR) on the relationship 
between GE and SBE. The descriptive statistics show a favorable 

Table 1 
Descriptive statistics.

Mean STDEV CYBSEC CRM MPR GE INC IRE SBE OrgAge

CYBSEC 3.61 0.82        
CRM 3.80 0.72 0.09       
MPR 3.67 0.80 0.133* 0.09      
GE 3.82 0.74 0.206** 0.04 0.393**     
INC 3.80 0.68 0.202** 0.114* 0.325** 0.282**    
IRE 3.86 0.68 0.166** 0.03 0.247** 0.263** 0.334**   
SBE 3.65 0.82 0.274** 0.151** 0.394** 0.307** 0.200** 0.229**  
OrgAge 1.77 0.70 − 0.04 − 0.07 − 0.01 − 0.02 − 0.05 0.02 0.02 
OrgSize 2.34 0.77 − 0.04 0.00 0.06 0.05 0.04 0.06 0.06 − 0.151**

Note: Significance of Correlations: (*p < 0.050), (**p < 0.010) (Authors’ calculation).

Table 2 
Scale validity.

Variables Cronbach’s 
alpha

Composite 
reliability

Average variance extracted 
(AVE)

CRM 0.814 0.976 0.614
CYBSEC 0.843 0.887 0.608
GE 0.848 0.875 0.621
INC 0.843 0.845 0.614
IRE 0.837 0.880 0.599
MPR 0.847 0.878 0.617
SBE 0.873 0.876 0.664
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perception about all variables (See Table 1). The reliability analysis 
(Cronbach’s alpha) indicates strong internal consistency for all con-
structs. Composite reliability and average variance extracted (AVE) 
values exceed recommended thresholds, confirmed convergent validity 
(Table 2). For examining the discriminant validity of the construct, 
Heterotrate Monotrate (HTMT) test has been conducted. The results 
confirm discriminant validity of the constructs, and the results are 
shown in Table 3. From Tables 3 and it appears that all the HTMT vales 
did not exceed the highest threshold value of 0.85 (Henseler et al., 
2015).

Results reveal a positive and significant impact of cybersecurity 
compliance (CYBSEC→INC: β = 0.134, p = 0.006) and incident response 
effectiveness (IRE→INC: β = 0.336, p = 0.000) on innovation capability. 
However, the influence of cybersecurity risk management on innovation 
capability (CRM→INC: β = 0.098, p = 0.081) is positive but not statis-
tically significant. These findings imply that organizations with robust 
cybersecurity compliance and effective incident response mechanisms 
tend to exhibit higher innovation capabilities. Cybersecurity compliance 
(CYBSEC→GE: β = 0.158, p = 0.002), incident response effectiveness 
(IRE→GE: β = 0.200, p = 0.001), and innovation capability (INC→GE: β 
= 0.190, p = 0.001) positively and significantly contribute to gover-
nance efficacy. Surprisingly, cybersecurity risk management (CRM→GE: 
β = 0.010, p = 0.912) does not exhibit a significant influence on 
governance efficacy (See Table 4). These results emphasize the pivotal 
role of cybersecurity compliance, incident response, and innovation in 
bolstering governance efficacy within organizations.

All three cybersecurity components—compliance (CYBSEC→SBE: β 
= 0.177, p = 0.000), risk management (CRM→SBE: β = 0.119, p =
0.013), and incident response effectiveness (IRE→SBE: β = 0.086, p =
0.111)—positively impact sustainable business excellence. Additionally, 
governance efficacy (GE → SBE: β = 0.149, p = 0.009) and the moder-
ating effect of Macroeconomic Policies and Regulations (MPR x GE → 
SBE: β = 0.119, p = 0.016) exhibit positive and significant relationships 
with sustainable business excellence. These results underscore the 
interconnectedness of cybersecurity practices, governance, and external 
regulatory environments in shaping sustainable business outcomes.

The study confirms the mediating role of governance efficacy in 
enhancing the relationship between innovation capability and sustain-
able business excellence. Moreover, Macroeconomic Policies and Reg-
ulations (MPR) act as a significant moderator, strengthening the positive 
association between governance efficacy and sustainable excellence. 
This highlights the importance of regulatory frameworks in augmenting 
the impact of governance on long-term business sustainability.

5. Discussion on the findings

The research introduced a new integrated framework to improve 
understandings of business excellence and cybersecurity resilience as-
sociations. The developed framework provided governance-technical 
insights for industry experts, academics, policymakers and firm man-
agers. Firstly, based on resource-based view, organizations can achieve 
continued competitive benefit through the strategic use of unique and 
valuable resources. The study examines empirically from a management 
view to fill the gap in cybersecurity literature. Park et al. (2017) as well 

as Xu and Mahenthiran (2021) argued firms need both IT and organi-
zational tools to address and control cybersecurity risks. In this study, 
cybersecurity resilience is a critical factor that contributes positively to 
innovation capability. Out of the components of cybersecurity resil-
ience, the significant and positive relationship between cybersecurity 
compliance and innovation capability aligns with Resource-Based The-
ory principles. Organizations who invest in robust cybersecurity prac-
tices not only safeguard digital assets but also encourage an 
environment good for creative thinking and technological progress.

The secure foundation from compliance allows employees to focus 
on innovation rather than be worried about security. Secondly, incident 
response effectiveness provides feedback to security routines when the 
team sees what technical and procedural aspects worked well and which 
did not and need fixing. Hence, the security team is responsible not just 
for management of the technical response after an incident but also to 
provide input for improvement in the incident response process. 
Therefore, it can be stated that resource-based view also stresses the 
importance of effective resource management. Unlike above two, the 
non-significant relationship between cybersecurity risk management 
and governance efficacy highlights a nuanced aspect of resource allo-
cation. It suggests while risk management is crucial for assets protection, 
its direct influence on governance efficacy might depend on other fac-
tors. For example, allocation of resources for risk management can be 
more directly tied to maintenance assets than determining governance 
structures. This finding prompts organizations to critically assess how 
they distribute resources across cybersecurity areas. With reference to 
the literature review results (Choucri et al., 2014; Lees et al., 2018), 
based on the characterization of cybersecurity in industrial contexts, 
cyber risk management and incident response recovery are considered 
the main industrial components involved in cybersecurity resilience.

Setting aside externalities, there are evidence that firms invest in 
cybersecurity activities at a level below what would be optimal. There 
are few firms that had a major cybersecurity breach recently (e.g. 
Amazon, Facebook, and Google, are constantly subject to cyber threats) 
shows a significant step for the firms to increase their cybersecurity 
investments. Even though, government assumed business firms are 
underinvesting in cybersecurity activities. However, effective cyberse-
curity practices are valuable organizational resources that contribute to 
long-term sustainability. Organizations that view cybersecurity not just 
as a compliance requirement but a strategic resource are better posi-
tioned to achieve sustainable business excellence. The results emphasize 
cybersecurity is not just a defensive strategy but an integral part of the 
organizational resource portfolio which can shape business into long- 

Table 3 
Discriminant validity (HTMT) – Matrix.

Variables CRM CYBSEC GE INC IRE MPR SBE

CRM       
CYBSEC 0.114      
GE 0.076 0.244     
INC 0.135 0.238 0.339    
IRE 0.087 0.201 0.315 0.410   
MPR 0.136 0.179 0.466 0.384 0.296  
SBE 0.179 0.319 0.361 0.231 0.281 0.460 
MPR × GE 0.094 0.079 0.176 0.044 0.084 0.122 0.094

Table 4 
PLS-SEM assessment.

Paths β-values P-values

CRM → GE 0.006 0.912
CRM → INC 0.095 0.081
CRM → SBE 0.117 0.013
CYBSEC → GE 0.155 0.002
CYBSEC → INC 0.132 0.006
CYBSEC → SBE 0.176 0.000
GE → SBE 0.150 0.009
INC → GE 0.188 0.001
IRE → GE 0.199 0.001
IRE → INC 0.333 0.000
IRE → SBE 0.086 0.111
MPR → SBE 0.296 0.000
MPR × GE → SBE 0.118 0.016
Var R-square R-square adjusted
GE 0.152 0.142
INC 0.162 0.155
SBE 0.279 0.266
Model Fit Saturated model Estimated model
SRMR 0.057 0.073
Chi-square 1058.562 1099.950
NFI 0.812 0.804
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term sustainable outcomes. On the other side, several national govern-
ments have adopted laws aimed at penalties and punishments for spe-
cific cyber-attacks or exploitation. For example, India has adopted laws 
for various criminal conducts such as improper intrusion and deliberate 
damage of computer systems. China also adopted similar rules governed 
by China’s Cyberspace Administration. They decided if a firm violated 
the country’s network security law, data security law, and personal in-
formation protection law, strict action would be taken. On a broader 
note, if companies make profit from personal information, it means they 
have extra responsibility to protect and secure that data. A successful 
cyber-attack can cause major damage to a business. It can affect the 
bottom line, business standing, and consumer trust. The impact of a 
security breach can be divided into three categories: financial, reputa-
tional, and regulations.

If we look at the third aspect, regulations, we could relate it to 
institutional theory. Institutional theory states organizations are influ-
enced by the broader institutional environment. In this study, the 
moderating effect of Macroeconomic Policies and Regulations (MPR) on 
the relationship between governance efficacy and sustainable business 
excellence aligns with this view. MPR serves as an institutional force 
that shapes organizational behaviour. The positive and significant 
interaction suggests adherence to external regulations strengthens the 
impact of governance efficacy on sustainable business excellence. Or-
ganizations who operate within a regulatory framework are more likely 
to align governance with societal expectations and reinforce commit-
ment to sustainable practices.

Overall, our research findings align with the sustainable business 
excellence of cybersecurity resilience. Our results suggested firms’ 
innovation ability has a positive effect on business excellence. Institu-
tional Theory also views governance structures as institutional mecha-
nisms organizations adopt to conform to pressures. The positive 
relationships between cybersecurity practices, innovation capability, 
and governance efficacy highlight the institutional role of cybersecurity. 
Governance efficacy serves as a mechanism through which organiza-
tions respond to demands for secure and responsible practices. The re-
sults underscore cybersecurity is not only a technical necessity but an 
institutional imperative which each organization must embed in 
governance. A study by Tosun (2021) examined the stock market impact 
of cybersecurity breaches on publicly traded US firms. Their study shows 
some breaches have a significant negative effect, but there has been a 
general downward shift in the impact breaches have on firms. Further-
more, the mediating role of governance efficacy in enhancing the 
innovation capability and sustainable business excellence relationship 
aligns with both Resource-Based Theory and Institutional Theory. From 
a resource perspective, governance efficacy acts as a mechanism through 
which innovation capability, facilitated by cybersecurity practices, 
translates into sustained excellence. Institutionally, the mediation re-
flects the embeddedness of governance in translating innovation into 
tangible, sustainable outcomes. It reinforces that innovation needs 
effective governance to meaningfully contribute to long-term 
achievement.

6. Implications of the study

In today’s digital world, the ever-growing complexity of cyberse-
curity issues has led CEOs and boards to prioritize digital protection as a 
top priority. The need to protect digital assets is closely associated with 
the duty of trust as illustrated by a 2021 Deloitte survey which found 
that 85% of CEOs consider cybersecurity to be a significant fiduciary 
obligation (Deloitte, 2021). This emphasizes the increased importance 
of digital assets in the corporate world. Executives and managers must 
navigate the complex challenge to discover a middle ground between 
financial factors, regulatory adherence, and other consequences. 
Cybersecurity has become recognized as a competitive edge, goes 
beyond a simple focus on compliance. The implementation of strong 
practices such as subsequent regulations, risk management, and an 

integrated response system to incidents is essential to offer an adequate 
foundation for organizational activities (Ahmad et al., 2020; Mishra, 
2023). This perspective views cybersecurity as more than just a reactive 
control mechanism, but also as a proactive facilitator of innovation and 
excellence. Essential to this fundamental change in perception is the 
development of an organizational culture that effortlessly integrates 
innovation with security. Effective decision-making, based on data, is 
crucial for ensuring comprehensive protection and utilizing digital 
prospects in today’s interconnected world. Organizations must respond 
promptly and efficiently to the unpredictable and more sophisticated 
cyber threats that exist in today’s dynamic landscape. The present study 
has uniquely advocated that without ensuring better cybersecurity 
measures, it is very different for the organizations to protect their VRIN 
related data helpful to navigate businesses with their partners who form 
part of their business ecosystems. Besides, different cybersecurity mea-
sures help in superior use of organizational VRIN related data for 
different innovation purposes such as inventing new products, 
modernizing processes, and developing new business models. This study 
has also suggested that cybersecurity measures become more important 
and critical when any dramatic changes happen abruptly since in such 
time organizations need cybersecurity resilience to address such dra-
matic situations.

Malicious entities and cybercriminals utilize a range of methods, 
such as malware, phishing, ransomware, and social engineering, to take 
advantage of vulnerabilities and security flaws (Choucri et al., 2014; 
Kure et al., 2022; Timofeyev and Dremova, 2022). In order to effectively 
respond to the ever-changing nature of these threats, organizations must 
not only facilitate innovation but also seamlessly incorporate security 
measures into their processes. The key aspect of this integration involves 
the execution of training initiatives that cultivate a deep-seated aware-
ness of cybersecurity accountability among staff members which high-
lights the harmonious coexistence of innovation and security. The study 
highlights the necessity for businesses to assess their strategies for the 
allocation of resources, especially when confronted with limitations 
such as restricted finances and a shortage of trained individuals. These 
constraints present obstacles that prevent strong security measures. To 
achieve an effective equilibrium in investments in compliance, risk 
management, and incident response, one must possess a deep compre-
hension of the specific requirements and goals of the firm. Managers are 
advised to strengthen governance frameworks that are in line with 
cybersecurity practices while acknowledging the important role of 
governance efficacy. This entails emphasizing and assigning specific 
duties and obligations to ensure strong supervision and monitoring and 
regularly evaluating policies. Although several companies involve 
third-party providers, Eisenbach et al. (2022) emphasized that these 
associations can bring forth possible challenges. Threats to suppliers 
might compromise organizational systems and data that require due 
diligence and the implementation of robust processes when interacting 
with third parties. Mainly, management bears the primary responsibility 
for the acquisition and effectiveness of security systems, while IT teams 
with expertise are responsible for their implementation, monitoring, and 
maintenance.

An established governance structure arises as the means of trans-
forming the advantages of innovation and cybersecurity into long- 
lasting economic superiority. MPR is recognized as a beneficial factor 
that enhances the effectiveness of governance and promotes long-term 
excellence. It is crucial for managers to actively comply with and 
embrace external regulations. This not only safeguards against legal 
concerns but also improves governance effectiveness, which in turn 
promotes sustainability. Boards are recommended to designate a person 
who will comprehend security requirements and conditions, deliver 
updates, and handle significant concerns. Regularly monitoring legis-
lative changes enables flexibility and conformity with expectations. 
Managers are expected to promote innovation that is in line with sus-
tainable objectives, recognizing the complex links between innovation, 
governance, and excellence. This entails incorporating sustainability 
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into the process of innovation and ensuring that governance frameworks 
guide innovative initiatives. In order to keep up with the ever-changing 
digital environment, it is essential to constantly adjust and modify 
cybersecurity methods. Managers should implement procedures for 
continuous evaluation of processes, governance, and resilience through 
audits, assessments, and scenario planning. It is considered crucial to 
provide thorough training that covers practices, policies, and adherence 
in order to develop a cybersecurity attitude. In this sense, governance 
refers to the required organizational modifications and enhancements to 
established procedures (Hartmann and Carmenate, 2021; Selimoglu and 
Saldi, 2023). The fundamental principles of corporate governance, 
including fair treatment of shareholders, transparency, accountability of 
the board, adherence to legal requirements, and oversight of regula-
tions, continue to be relevant. It is crucial for managers to ensure that 
staff fully understand their roles in security and innovation. They should 
also encourage collaboration both within and outside the organization 
to gain valuable insights and enhance their overall posture. Addition-
ally, managers must focus on building and regularly updating reaction 
plans, including protocols, teams, and exercises. This study focuses on 
cybersecurity, but it also suggests the possibility of future research 
investigating the impact of disclosures on investment decisions.

7. Conclusion

The contemporary business landscape has embraced the concept of 
cybersecurity resilience, permeating both technological and governance 
domains. While developed markets have integrated this paradigm shift, 
emerging markets are taking their initial steps in this direction. This 
research has explored the intricate relationships involving cybersecurity 
resilience, innovation capabilities, governance effectiveness, and sus-
tainable business excellence. The findings of the study are relevant for 
innovation ecosystems as they suggest that cybersecurity, and more 
specifically cybersecurity resilience, positively influences the innovation 
capabilities of organizations belonging to an innovation ecosystem and 
that innovation capabilities in their turn influence positively sustainable 
business excellence. More generally, we find that without proper 
cybersecurity measures, organizations part of innovation ecosystems 
cannot effectively protect their data and information systems that 
possess VRIN characteristics (Barney, 1991) that are critical to innovate 
new products, processes, and business models.

Second, this research further reveals the mediating role of gover-
nance effectiveness in enhancing the connection between innovation 
capabilities and sustainable excellence. These results underscore the 
importance of cybersecurity resilience in a digital world where the 
protection of data and information systems is at the heart of any business 
activity and especially of business activities involving more than just one 
organization.

Third, this study suggests that cybersecurity is not merely a technical 
requirement but a strategic and institutional imperative for organiza-
tions and organizational ecosystems to achieve sustainable business 
excellence.

Last, this work highlights that as cyber threats have become a major 
security concern for organizations, also regulators should articulate 
appropriate security policies and regulations as a part of their endeav-
ours to shape a secure business environment.

8. Limitations of this study and direction for future research

This study is not without limitations. First, the study results princi-
pally rely on data which are cross sectional. Scholars could undertake a 
longitudinal study in the future to control for potential endogeneity is-
sues. Second, the present study results are based on the inputs of the 
respondents who are based in India. This creates external validity issues. 
Future researchers are suggested to consider responses of respondents 
scattered across the globe. This would assure more generalizability of 
the study. Third, this study did not analyse a rival model which could 

help to compare the proposed theoretical model with the rival model to 
analyse whether the proposed theoretical model is of superior quality 
compared to the rival model. This should be considered as another 
limitation of this study and future researchers are suggested to nurture 
this issue. Last, the explanatory power of the model could have been 
improved by consideration of other constructs and other boundary 
conditions. Future researchers should investigate this issue.
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