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ABSTRACT

In the digital age, online reviews play a critical role in consumer decision-making. Despite growing interest in fake online

reviews, the personality antecedents of posting such reviews remain largely unexplored. This study addresses this gap by

investigating the influence of Dark Triad personality traits on the behavior of posting fake reviews. Leveraging Interpersonal

Deception Theory, we apply natural language processing techniques to detect fake reviews in Amazon's data set and employ
logistic regression modeling to examine the relationship between these traits and deceptive online behavior. Our findings reveal
that Machiavellians use fake reviews as calculated tools to manipulate perceptions, whereas narcissists, driven by their need for

validation and fear of detection, avoid posting fake reviews to protect their credibility and online self-image. Furthermore,

psychopaths' impulsivity and short-term focus deter them from the cognitively demanding task of crafting plausible fake

reviews. These new insights into the distinct effects of each Dark Triad trait on online deceptive behavior enhance theoretical
models and offer practical implications. Incorporating personality-based metrics into fake review detection systems can help
businesses safeguard their platform integrity and promote authentic consumer feedback.

1 | Introduction

The digital era has significantly influenced consumer behavior,
making online reviews a vital resource for decision-making
regarding products and services (Banerjee and Chua 2023).
However, the reliance on user-generated content has also led to
deceptive practices, such as the spread of fake reviews, which
misrepresent experiences and mislead consumers (Birim
et al. 2022). These fraudulent reviews undermine the credibility
of online platforms and present substantial challenges for both
consumers and businesses (Walther et al. 2023). Consumers
often struggle to verify the authenticity of online reviews, while
businesses face the potential damage to their reputations from
fake feedback (Sahut et al. 2024). With the threat that fake
reviews pose to market integrity and consumer trust, major
digital platforms hosting online reviews such as Amazon,
Trustpilot, and Expedia have begun collectively combating the

spread of fake reviews (Vallance 2023). Governments are also
responding with the aim of increasing transparency online and
ultimately enabling consumers to make informed decisions
based on authentic feedback. For instance, the UK government
is set to introduce legislation that classifies fake reviews as a
prohibited practice and holds online platforms accountable for
the content they host (UK Government 2024).

The increasing prevalence of fake reviews has garnered signif-
icant attention across various academic fields, including infor-
mation systems, engineering, and marketing (Wu et al. 2020).
Researchers have primarily focused on enhancing detection
methods through advanced data analysis and natural language
processing (NLP) techniques (e.g., Birim et al. 2022; Hajek
et al. 2023). However, recent syntheses of the fake review lit-
erature show that the antecedents of fake reviews remain lar-
gely unexplored (Sahut et al. 2024), particularly the
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psychological and motivational elements that drive consumers
to engage in this behavior (Birim et al. 2022; Wu et al. 2020).
Within this research area, psychology scholars suggest that
personality traits play a crucial role in one's decision-making to
engage in unethical behaviors (Harrison et al. 2018). Existing
research indicates that certain personality traits—specifically
Machiavellianism, narcissism, and psychopathy, collectively
known as the Dark Triad, significantly influence unethical
activities and antisocial behaviors (Miller et al. 2019). According
to Paulhus and Williams (2002), these traits may potentially
influence one's process regarding ethical decision-making due
to their callous, self-serving, and manipulative characteristics.

Recent research has expanded the investigation of Dark Triad
personality traits to the domain of electronic Word of Mouth
(eWOM), exploring their influence on online consumer behaviors
such as the intention to exaggerate reviews (Kapoor et al. 2021) and
their impact on review ratings and perceived helpfulness (Yousaf
and Kim 2023). While a growing body of literature identifies the
Dark Triad as a significant driver of deceptive behaviors (Miller
et al. 2019), prior research in online review contexts (Kapoor
et al. 2021) has primarily focused on intentions rather than actual
deceptive behaviors. However, as noted by Webb and Sheeran
(2006) in their meta-analyses, intentions do not consistently
translate into behaviors, a pattern that also applies to deceptive
behaviors linked to the Dark Triad (Harrison et al. 2018). More-
over, research highlights that each Dark Triad trait manifests
uniquely in individual behavior (Furnham et al. 2013). For
instance, Kapoor et al. (2021) found distinct effects of narcissism
and psychopathy on the intention to post exaggerated reviews,
whereas studies using behavioral data (e.g., Bogolyubova
et al. 2018; Jones and Paulhus 2017; Yousaf and Kim 2023) suggest
these traits drive different behaviors in digital settings. This un-
derscores the importance of understanding how individuals with
Dark Triad traits rationalize and enact deceptive practices like
posting fake reviews, given the various ways these traits can
manifest in online settings. By addressing this unexplored area, our
study seeks to answer the following research question:

Do Dark Triad personality traits influence the posting of
fake online reviews?

To address the gap, our study pioneers the use of Interpersonal
Deception Theory (IDT) (Buller and Burgoon 1996) to explore
the role of Dark Triad traits in the actual behavior of posting fake
online reviews. Thus, we extend prior research on deceptive
online behaviors by shifting the focus from intentions to deceive,
as explained through Moral Disengagement Theory (MDT) (e.g.,
Kapoor et al. 2021), to actual deceptive behavior, applying IDT to
provide a more behaviorally grounded understanding of fake
review posting. To achieve this, we leverage a large, publicly
available data set of balanced fake and genuine Amazon product
reviews (Saxena 2018; Kronrod et al. 2023) and employ NLP
techniques to identify language associated with the Dark Triad
(Yousaf and Kim 2023). By independently and concurrently
analyzing the influence of these traits on deceptive behavior
online, our study responds to the call for further research on the
antecedents of fake reviews (Sahut et al. 2024), particularly those
linked to psychological motives (Birim et al. 2022; Wu
et al. 2020). By examining Machiavellianism, narcissism, and
psychopathy among online reviewers, the research provides new

insights into their distinct psychological and strategic under-
pinnings. Machiavellians leverage fake reviews as calculated
tools to manipulate perceptions, while narcissists, driven by their
need for validation and fear of detection, refrain from deceptive
practices to protect their credibility and online self-image.
Moreover, psychopaths' impulsivity and short-term focus deter
them from the cognitively demanding task of crafting plausible
fake reviews. This study advances the understanding of decep-
tion in eWoM (e.g., Yousaf and Kim 2023; Zhang et al. 2016),
contributing novel perspectives on the interplay between psy-
chological traits and manipulative behaviors in digital contexts.
Our findings, therefore, offer practical guidance for managers
and platform developers in combating fake reviews. By inte-
grating metrics to detect Dark Triad traits into review filtering
systems and tailoring strategies to address deceptive behaviors,
businesses can enhance fake review detection accuracy while
promoting authentic feedback to build trust and maintain plat-
form integrity.

The article is organized as follows: Section 2 reviews the liter-
ature on the Dark Triad, and fake reviews and introduces the
main theoretical framework. Following this, the hypotheses
linking Machiavellianism, narcissism, and psychopathy to the
behavior of posting fake online reviews are presented. Section 3
outlines our research methodology and empirical models while
Section 4 presents and interprets the results of our analyses.
Finally, Section 5 discusses our findings, highlighting theoreti-
cal contributions and practical implications, and concludes with
the study's limitations and suggestions for future research.

2 | Literature Review
21 | The Dark Triad

The term “Dark Triad,” originally conceived by the seminal
study of Paulhus and Williams (2002), brings under the same
umbrella three “socially aversive” personality traits, namely,
Machiavellianism, narcissism, and psychopathy. These traits
were chosen by the authors for the large empirical literature
surrounding them. From that point in time, studies in the Dark
Triad have flourished, especially in psychology, due to Dark
Triad traits' potential impact on numerous realms of human
behavior, from professional settings to interpersonal relation-
ships (Lee et al. 2013). Scholars in this area have paid particular
attention to how these traits influence antisocial behaviors
across various domains (Hollebeek et al. 2022; Miller
et al. 2019). Empirical evidence shows how rating high in any of
the Dark Triad traits increases the likelihood of individuals
engaging in unethical behaviors, including fraud, cheating, and
manipulation (Harrison et al. 2018; Jones 2014). These deviant
behaviors can naturally lead to negative outcomes for organi-
zations and teams, by affecting trust and cooperation in both
personal and professional relationships (Spain et al. 2014).
However, as Miller et al. (2019) suggest, to fully comprehend
Dark Triad traits' contribution to decision-making processes
and ultimately behaviors, there is a need to understand their
overlapping and distinctive aspects. Indeed, as per the initial
conceptualization of Paulhus and Williams (2002), while each
of these traits shares common features such as callousness and
a propensity for manipulation, they each exhibit unique
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characteristics that influence behavior differently in various
contexts (Jones and Paulhus 2017).

Machiavellianism, stemming from the work of Niccolo Machia-
velli, is characterized by a cynical view of others, combined with
a manipulative interpersonal style and a focus on self-interest
(Malédr and Giuffredi-Kdhr 2024). Those scoring high in Machi-
avellianism distrust others and may exploit them for personal
benefit, often using manipulative tactics (Drouin et al. 2016).
Narecissists display grandiosity, dominance, and superiority, often
perceiving themselves as superior to others and seeking admi-
ration (Lambert and Desmond 2013). This involves an excessive
preoccupation with oneself, including fantasies of success and a
sense of entitlement to special treatment (Bowen et al. 2022).
Psychopathy, associated with low levels of empathy and anxiety,
is defined by high impulsivity and thrill-seeking behaviors
(Patrick et al. 2009). With this, individuals characterized by this
trait tend to engage in antisocial behaviors, showing little
remorse or guilt for their actions and disregarding others’ well-
being (Karampournioti et al. 2018).

The effect of Dark Triad traits has largely been simplified due to
their commonality. Yet, there is an ongoing debate about their
structure and organization. For example, some researchers argue
that Machiavellianism and psychopathy may be redundant due
to their substantial overlap in their measurements (Rogoza
et al. 2019). Other scholars suggest the formation of a “Dark
Dyad,” excluding narcissism based on its distinctiveness from
Machiavellianism and psychopathy (Kowalski et al. 2016). For

instance, Jones and Paulhus (2017) found that although both
Machiavellianism and psychopathy involve deceit, individuals
with high Machiavellianism are more careful in calculating the
risk of punishment than those with high psychopathy. Never-
theless, narcissism with its focus on self-admiration and gran-
diosity is distinct from these two traits, which are antagonistic
and manipulative in nature (Back 2018). Table 1 presents a
comparison of the Dark Triad traits across various dimensions,
highlighting their similarities and differences.

2.2 | Fake Reviews

Consumers tend to trust online reviews more than direct pro-
motional content from businesses (Harrison-Walker and
Jiang 2023). Yet, this trust is undermined when there is suspi-
cion of fake reviews (Moon et al. 2021). Fake reviews are
defined as “deceptive reviews provided with an intention to
mislead consumers in their purchase decision-making, often by
reviewers with little or no actual experience with the products
or services being reviewed” (Zhang et al. 2016, 457). This defi-
nition emphasizes the intention to deceive consumers and
captures the deliberate nature of fake reviews. They are stra-
tegically crafted to manipulate consumer perceptions
(Chatterjee et al. 2023). Building on this, the UK Government
(UK Department for Business & Trade 2023) further under-
scores that fake reviews are specifically designed to mislead.
Highlighting the extent of the issue, a report from U.S. PIRG
suggests that ~30%-40% of online reviews may be fake,

TABLE 1 | Comparative analysis of Dark Triad traits: characteristics, similarities, and behavioral implications.
Trait Machiavellianism Narcissism Psychopathy
Core Cynical, manipulative, self- Grandiosity, self-focus, need Emotional callousness,
characteristics interested (Malédr and Giuffredi- for validation (Morf and impulsivity, low empathy
Kidhr 2024; Drouin et al. 2016) Rhodewalt 2001; Bowen (Paulhus and Williams 2002;
et al. 2022) Patrick et al. 2009)
Similarities All three traits share callousness and a propensity for manipulation (Paulhus and Williams 2002; Lee

Key distinction

View of others

Focus/

orientation

Behavioral

tendencies

Social interaction

et al. 2013), and increase the likelihood of unethical behaviors such as fraud and cheating (Harrison

Calculated manipulation, strategic
in achieving personal goals
(Jonason and Webster 2012)

Distrustful, manipulative,
exploitative (Drouin et al. 2016)

Self-interest, goal-directed
manipulation (Maldr and Giuffredi-
Kihr 2024)

Deceptive behaviors (e.g., lying and
misleading others), strategic
manipulation (Trevino and

Youngblood 1990)

Manipulates for personal gain, uses
tactics like ingratiation,
supplication, and self-disclosure
(Jonason and Webster 2012)

et al. 2018; Jones 2014).

Need for external admiration
and social approval (Besser
et al. 2016)

Perceives self as superior, seeks
admiration (Bowen et al. 2022)

Self-enhancement, social
desirability (Morf and
Rhodewalt 2001)

Self-enhancement behaviors,
exploiting others for attention
(Emmons 1987; Besser
et al. 2016)

Seeks admiration, self-
promotion, maintains social
status (Morf and
Rhodewalt 2001; Besser
et al. 2016)

Impulsivity and short-term
focus (Patrick et al. 2009)

Low empathy, disregard for
others' well-being
(Karampournioti et al. 2018)

Short-term gratification, thrill-
seeking (Harrison et al. 2018;
Furnham et al. 2013)

Antisocial, impulsive
behaviors, minimal remorse
(Harrison et al. 2018;
Karampournioti et al. 2018)

Thrill-seeking, risky behaviors,
no concern for social norms,
short-term actions (Patrick
et al. 2009)
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indicating the widespread nature of this deceptive practice
(Fawler 2023). While fake reviews aim to deceive, it is also
important to distinguish them from authentic and exaggerated
reviews. Authentic reviews reflect genuine consumer experi-
ences and are primarily posted to communicate real opinions
(Hajek et al. 2023). However, reviewers may misrepresent these
experiences by overstating certain positive or negative aspects,
leading to exaggerated reviews (Kapoor et al. 2021). Unlike fake
reviews, which are entirely fabricated, exaggerated reviews
remain grounded in actual consumer experiences (Chatterjee
et al. 2023; Kapoor et al. 2021). As Banerjee (2022) suggests,
exaggeration refers to a writing style that is not necessarily
associated with fake reviews.

Fake reviews, compared to authentic ones, have been found to
exert greater influence on consumer decision-making (Hajek
et al. 2023), which can severely undermine the value of online
consumer reviews, such as their perceived authenticity and
helpfulness (Lie et al. 2024). Indeed, perceived authenticity
significantly influences review helpfulness, shaping whether
consumers find a review credible and useful (Lie et al. 2024).
Fake reviews often provide conflicting information, causing
cognitive dissonance as consumers attempt to reconcile the
discrepancies (Chatterjee et al. 2023). This situation highlights
the psychological burden on consumers to discern the authen-
ticity of online reviews. The motivations behind producing fake
reviews can be various. Intrinsic factors may include personal
grudges or brand loyalty, while extrinsic factors often involve
monetary rewards or incentives (Harrison-Walker and
Jiang 2023). Some businesses engage in this practice to enhance
their reputation or damage competitors' reputations (Banerjee
and Chua 2023). For companies, fake reviews present both risks
and opportunities. They must navigate the challenge of using
user-generated content for marketing while ensuring the
authenticity of the information they present (Lie et al. 2024;
Sahut et al. 2024).

Researchers have recognized the importance of detecting fake
reviews. However, recent literature reviews on the topic (e.g.,
Sahut et al. 2024; Walther et al. 2023; Wu et al. 2020) highlight
the complex nature of this task. Efforts to identify them involve
a combination of manual inspection and automated systems
that leverage machine learning and AI algorithms (Sahut
et al. 2024). According to Walther et al. (2023), five key areas for
detecting fake reviews include: (1) characteristics of the review,
(2) textual features, (3) traits of the reviewer, (4) attributes of
the seller, and (5) features of the platform. Wu et al. (2020) note
that motivations behind review manipulation often include
seeking rewards and fulfilling psychological needs, such as
reducing frustration, showing self-declared brand loyalty, and
boosting social status. However, the antecedents of fake reviews
remain largely unexplored (Sahut et al. 2024). Psychological and
motivational factors driving consumers to engage in this
behavior deserve further investigation (Birim et al. 2022; Wu
et al. 2020). In particular, personality traits may influence such
behaviors (Harrison et al. 2018).

In a recent study, Kapoor et al. (2021) applied MDT
(Bandura 1991, 1999) and examined Dark Triad personality
traits to understand consumers’ intentions to exaggerate their
consumption experiences in online reviews. Through four

studies, they found some significant positive relationships
between dark personality traits and the intention to exaggerate
reviews—whether positive or negative—across both search and
experience products. However, the findings regarding narcis-
sism and psychopathy were inconsistent when examining their
direct effects. Specifically, psychopathy showed nonsignificant
effects in three out of four experimental scenarios. Kapoor et al.
(2021) addressed this inconsistency by demonstrating that
moral disengagement mediates the relationship between Dark
Triad traits and exaggeration intentions, effectively explaining
the variability in their direct effects. However, their study fo-
cused on intentions rather than actual review-posting behavior
and on exaggerated reviews rather than fake ones. While ex-
aggerated reviews may involve overstatement, they remain
grounded in real consumer experiences and represent a writing
style not inherently linked to fake reviews (Banerjee 2022).
Moreover, intentions associated with Dark Triad traits do not
always translate into actual deceptive behaviors (Harrison
et al. 2018), suggesting a need to examine whether and how
these traits influence the actual behavior of posting fake re-
views. These findings underscore the importance of shifting the
focus from intentions to enacted deception, by further re-
searching into the behavioral manifestations of the Dark Triad
in online deception.

2.3 | Theoretical Framework: Interpersonal
Deception Theory

Numerous theories and models have been proposed to explain
deceptive behavior in online settings, including self-selection
theory, information processing theory, and source credibility
theory (Birim et al. 2022). However, this study adopts IDT, de-
veloped by Buller and Burgoon (1996), as it offers a compre-
hensive framework for understanding deception in interpersonal
communication. IDT defines deception as “a message knowingly
transmitted by a sender to foster a false belief or conclusion by
the receiver” (Buller and Burgoon 1996, 205). This occurs when
communicators strategically manipulate information to create
meanings that deviate from the truth. The process requires sig-
nificant cognitive effort. The theory posits that deception involves
both strategic and nonstrategic behaviors. Strategic behaviors are
deliberate actions aimed at manipulating messages, managing
impressions, and fostering false beliefs, while nonstrategic
behaviors, or “leakage,” are involuntary cues that may unin-
tentionally reveal deceptive intentions due to the cognitive load
involved in sustaining the deception (Buller and Burgoon 1996).
Consequently, effective interpersonal communication is
viewed as a skillful activity, where understanding the dynamics
between participants is crucial for accurately interpreting com-
munication phenomena (Buller and Burgoon 1996).

The term “interpersonal” in IDT refers to the dynamic exchange
of messages between two or more individuals, which is not
necessarily interactive (Buller and Burgoon 1996). While tra-
ditional applications of IDT have focused on face-to-face in-
teractions, recent studies (e.g., Birim et al. 2022; Zhang
et al. 2016) suggest that its principles can be effectively extended
to online contexts, where communication often occurs asyn-
chronously and without direct interaction. For instance,
deceptive online reviews may lack the nonverbal cues
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characteristic of face-to-face communication but can still reveal
signs of deception through specific language patterns, such as
overly detailed descriptions, excessive emotional appeals, or
inconsistencies in the narrative (Zhang et al. 2016).

IDT highlights deception as a goal-oriented activity, strategi-
cally crafted to manipulate the receiver's beliefs. Broadly,
senders employ deception to fulfill instrumental, relational, and
identity objectives, which may be shaped by their personality
traits (Buller and Burgoon 1996). For example, instrumental
motivations suggest crafting a fake review to maintain influence
over the receiver, aligning with IDT's focus on the deliberate
and purposeful nature of deceptive communication. These in-
sights make IDT particularly relevant for studying deceptive
behaviors in online consumer reviews.

This study adopts IDT to understand how individual personality
traits, influence the behavior of posting fake reviews. By
applying the principles of IDT to the distinct characteristics of
the Dark Triad traits, we can conceptualize how goal-oriented
and strategic deceptive behaviors are shaped by individual
tendencies. Unlike exaggerated reviews, which are grounded in
real experiences, fake reviews involve deliberate fabrication and
strategic manipulation, aligning closely with IDT's conceptual-
ization of deception. The applicability of IDT to the online
domain has been demonstrated in prior research (e.g., Birim
et al. 2022; Zhang et al. 2016), offering a robust foundation for
analyzing deceptive practices. This study builds on these find-
ings to focus specifically on the strategic behaviors outlined by
IDT in the context of fake reviews.

2.4 | Machiavellianism and Fake Reviews

Machiavellians are more likely to engage in deceptive behaviors
such as lying, stealing from, cheating and misleading others
(Trevino and Youngblood 1990; Harrison et al. 2018; Kapoor
et al. 2021). To influence others and achieve their personal
goals, Machiavellians utilize a set of manipulative tactics. The
latter include ingratiation, supplication, and self-disclosure,
which allow them to appear more likeable and trustworthy to
others (Jonason and Webster 2012). By leveraging these tactics,
they can craft favorable impressions and manipulate social in-
teractions to their advantage.

In offline conversations Machiavellians have been associated
with complex forms of socially unacceptable manipulation,
such as deliberately lying (Wilson et al. 1996), using entirely
fabricated information to create plausible messages. In the
realm of online reviews, these manipulative tendencies may
manifest as fake reviews, where Machiavellians fabricate ex-
periences that—distinctively from exaggerated reviews (Kapoor
et al. 2021)—are not grounded in any actual consumer experi-
ences, to mislead potential consumers and influence their
purchasing decisions. Posting fake reviews aligns with Ma-
chiavellians' inclination to use deception for personal gain and
their belief that manipulation is a valid means of achieving their
goals (O'Boyle et al. 2012). Their propensity toward unethical
behaviors further supports the likelihood that they would con-
sider posting fake reviews as a means of manipulating

consumer perceptions and influencing market outcomes
(Harrison et al. 2018; Drouin et al. 2016).

According to IDT, deceivers must strategically manipulate
information to create believable messages and are often driven
by instrumental goals (Buller and Burgoon 1996). IDT defines
“strategic behaviors” as reflecting broad plans and intentions
rather than specific routines or tactics (Buller and
Burgoon 1996). Despite their expertise in various manipulative
tactics, it is crucial to note that Machiavellians believe inter-
personal manipulation is key to life success and act accordingly
(Furnham et al. 2013). Given their strong tendency for manip-
ulation, Machiavellians fit the profile of the skilled individuals
described in IDT, capable of effectively manipulating their
communication behavior. Therefore, in the context of online
reviews, it is reasonable to hypothesize that:

H1. Machiavellianism is positively associated with the behavior
of posting fake reviews.

2.5 | Narcissism and Fake Reviews

Narcissism is characterized by grandiosity, self-focus, and self-
importance, along with a strong need for validation and atten-
tion (Morf and Rhodewalt 2001). Narcissists often exhibit en-
titlement, self-absorption, and a willingness to exploit others
(Emmons 1987). While narcissists may initially be perceived
favorably, their tendencies toward arrogance and exploitation
become more apparent over time (Paulhus 1998). This behavior
is goal-oriented and aimed at obtaining affirmation, often
insensitive to social constraints (Morf and Rhodewalt 2001).
Narcissists seek social approval and admiration, using public
platforms to showcase their experiences and elevate their social
status (Besser et al. 2016). They often post reviews online as a
form of self-representation and to project their decision-making
ability (Kapoor et al. 2021).

However, while narcissists engage in self-serving and at times
unethical behaviors, they strategically avoid actions that could
jeopardize their long-term social standing and credibility. As
Bergman et al. (2011, 706) note, narcissists “lack empathy and
have few, if any, close relationships, yet they strongly desire
social contact, as others serve as their primary source of
admiration and attention.” Unlike Machiavellianism and psy-
chopathy, narcissism is uniquely characterized by a strong focus
on maintaining a favorable self-image and social superiority
(Jones and Paulhus 2011). This leads narcissists to engage in
behaviors that reinforce their perceived expertise and authen-
ticity, rather than those that could publicly expose them as
deceptive. For this reason, posting fake reviews could threaten
their credibility and authenticity in the online community,
which are essential to their self-image.

According to IDT, “deceivers may experience varying degrees of
physiological arousal and negative affect stemming from
detection apprehension (the fear of being caught deceiving) and
guilt or discomfort associated with violating conversational
rules and social prescriptions against deceit” (Buller and
Burgoon 1996, 10). For narcissistic individuals, this detection
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apprehension is particularly pronounced in contexts where
deception could damage their self-presentation. Posting fake
reviews—if discovered—could severely undermine their per-
ceived credibility and expertise, which are central to their self-
image. Additionally, due to their primary needs being genuine
validation and self-enhancement, Jones and Paulhus (2017) also
found that narcissists are less likely to engage in risky deception
activities compared to other Dark Triad personality traits.
Therefore, we hypothesize that:

H2. Narcissism is negatively associated with the behavior of
posting fake reviews.

2.6 | Psychopathy and Fake Reviews

Psychopathic traits are characterized by emotional callousness,
impulsivity, and inadequate self-control (Paulhus and
Williams 2002). Individuals with these traits frequently engage
in behaviors driven by immediate egocentric gratification, often
making impulsive, short-term decisions (Harrison et al. 2018).
While they may engage in deceptive behaviors, these are typi-
cally spontaneous rather than strategically planned (Anestis
et al. 2009). Posting fake reviews, however, involves a deliberate
and calculated form of deception. According to IDT, deception
in interpersonal contexts requires careful planning and
manipulation of information to maintain credibility, which is
more cognitively demanding than truthful communication
(Buller and Burgoon 1996). IDT differentiates between sponta-
neous deception and strategic deception, with the Ilatter
requiring effort, consistency, and the ability to sustain a
believable narrative (Xiao and Benbasat 2011). Crafting fake
reviews falls under the strategic category, as it requires con-
structing detailed, plausible content and maintaining credibility
over time (Birim et al. 2022).

The Triarchic Model of Psychopathy (Patrick et al. 2009) out-
lines three core traits: boldness, meanness, and disinhibition.
While meanness is associated with exploitative and harmful
behaviors, boldness and disinhibition are characterized by high
self-assurance and impulsivity, respectively. These traits suggest
that individuals with psychopathic tendencies prioritize
immediate gratification over calculated, goal-directed decep-
tion. Due to their impulsivity, they are more likely to engage in
reactive, unstructured dishonesty rather than effortful and
sustained deception (Jones and Paulhus 2011), which under-
mines their capacity for the strategic behavior IDT describes.
Furthermore, the short-term focus inherent in psychopathy
(Harrison et al. 2018) conflicts with the deliberate, sustained
effort IDT emphasizes for successful deception (Petrescu
et al. 2022). Psychopaths tend to favor spontaneous,
uncalculated actions (Ramirez-Martin et al. 2020) over the
calculated manipulation necessary for creating credible fake
reviews (Buller and Burgoon 1996). For this reason, their
impulsive nature and short-term focus make them less likely to
engage in the cognitively demanding task of posting fake re-
views. Hence, we hypothesise that:

H3. Psychopathy is negatively associated with the behavior of
posting fake reviews.

3 | Methods
3.1 | Data Set

For this study, we utilized Amazon's fake product reviews data
set, a widely recognized resource in the domain of deception
detection in online reviews (Birim et al. 2022; Hajek et al. 2023;
Kokkodis et al. 2022; Kronrod et al. 2023). This data set, origi-
nally sourced from Aayush Saxena's GitHub repository
(Saxena 2018), comprises 21,000 reviews, evenly split between
10,500 labeled as fake and 10,500 as genuine (Birim et al. 2022).
Each review is annotated with features including product ID,
product category, verified purchase status, star rating, and a
label indicating the authenticity of the review (Hajek
et al. 2023).

The data set is particularly valuable for several reasons.
First, it provides a balanced distribution of fake and genuine
reviews. This balance helps ensure that algorithms can
learn to distinguish between real and fake reviews effec-
tively, without being biased toward one class (Kokkodis
et al. 2022). Second, the inclusion of verified purchase data
adds another dimension to the analysis by allowing for the
exploration of whether purchasing behavior influences the
likelihood of writing real or fake reviews (Birim et al. 2022).
The reviews span 30 different product categories, with each
category containing 700 reviews—350 fakes and 350 reals.
This diversity in product categories enhances the data set's
applicability to various domains within e-commerce, mak-
ing it a robust tool for studying the patterns and char-
acteristics of fake reviews across different contexts (Kronrod
et al. 2023).

Amazon was selected for this study due to its dominant
position in the online retail sector and the comprehensive
nature of its review system, which includes a mix of
positive and negative reviews with a full range of star
ratings (Birim et al. 2022). The platform's popularity and
extensive review database make it a fertile ground for
both genuine consumer feedback and the potential for
fraudulent activity. This environment provides a realistic
setting for studying deceptive behaviors in reviews, as well
as the challenges of identifying such behaviors (Hajek
et al. 2023).

3.2 | Variables
3.2.1 | Dependent Variable

The dependent variable in this study is a binary variable
indicating whether a review is categorized as fake (Fake
Review). This variable takes the value of 1 if the review is
identified as fake and O otherwise. The categorization
method aligns with established methodologies in the liter-
ature, as utilized by Birim et al. (2022), Hajek et al. (2023),
and Elmurngi and Gherbi (2017). This binary categorization
facilitates the clear delineation between authentic and
deceptive reviews, enabling a focused analysis of the lin-
guistic and psychological traits that characterize fake
reviews.
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3.2.2 | Focal Independent Variables

To investigate the influence of Dark Triad personality traits on
framing deception behaviors in writing fake reviews, we utilize
linguistic characteristics identified through the Linguistic
Inquiry and Word Count (LIWC) tool (Pennebaker et al. 2015).
Our approach is informed by the methodology outlined by
Yousaf and Kim (2023), which provides a robust empirical
foundation for the linguistic markers associated with each Dark
Triad trait, supported by extensive prior research.

Machiavellianism:

Nazari et al. (2015) and Sumner et al. (2012) found that
Machiavellianism is associated with a higher use of swear
words and negative emotional words, as well as a lower use of
positive emotional words. Additionally, Muir et al. (2016)
demonstrated that Machiavellians may adjust their linguistic
style based on social dynamics, leading to shorter texts
(Bogolyubova et al. 2018). These linguistic tendencies align with
Machiavellians’ manipulative nature, as their language often
conveys cynicism, distrust, and strategic negativity aimed at
influencing others (Sumner et al. 2012). These linguistic traits
are combined to create our Machiavellianism index, using the
following formula:

Machiavellianism = Swear Words + Negative Emotions
1

1 + Positive Emotions
1

+
1 + log(WordCount)

Narcissism:

Holtzman et al. (2019), building on Carey et al. (2015), identi-
fied linguistic patterns such as the use of second-person pro-
nouns and swear words, as well as a tendency to avoid anxiety-
related, tentative, and perceptual process-related words. While
narcissism is traditionally linked to self-focus, linguistic studies
(Holtzman et al. 2019) suggest that narcissists often use second-
person pronouns to engage their audience directly (Bergman
et al. 2011), seeking admiration and reinforcing their domi-
nance in social interactions. Moreover, Bogolyubova et al.
(2018) found that narcissists tend to write longer texts. The
narcissism index is calculated as follows:

Narcissism = 2nd Person Pronouns + Swear Word

s + log(WordCount) + ;
1 + Anxiety
1 1

+ +
1+Tentative 1+Perceptual Processes

Psychopathy:

Hancock et al. (2018) demonstrated that individuals with high
levels of psychopathy are characterized by a focus on the past
and an increased use of discrepancy-related, anger, and swear
words. The authors found that individuals with psychopathic
tendencies demonstrate a high focus on past events with the

purpose of reflecting a detached, narrative style when recalling
past events for their (re)actions. This is consistent with research
showing that psychopaths tend to justify or rationalize past
behaviors rather than express concern for future consequences
due to their short-term focus nature (Harrison et al. 2018). They
tend to avoid using present tense and first-person singular
pronouns, contributing to the psychopathy index calculated as
follows:

Psychopathy = Past Focus + Swear Words + Discrepancy

1
1 + 1st Person Singular Pronouns

+ Anger +

1
1 + Present Focus

The three main independent variables are nonnegative contin-
uous variables. By leveraging these formulas devised by Yousaf
and Kim (2023), as well as foundational studies (e.g.,
Bogolyubova et al. 2018; Hancock et al. 2018; Holtzman
et al. 2019; Nazari et al. 2015; Sumner et al. 2012), we oper-
ationalize the Dark Triad traits through specific linguistic
markers in the text of reviews. It is important to note that the
indices for Machiavellianism, Narcissism, and Psychopathy are
derived using trait-specific formulas based on linguistic fea-
tures. These indices serve as relative measures of the presence
of linguistic patterns associated with each trait in the data set.
Because the formulas for each trait are composed of different
variables and scales, the scores are not directly comparable
across traits. Instead, they should be interpreted as reflecting
the relative levels of each trait within the context of the data set.

3.2.3 | Control Variables

Consistent with the existing literature examining fake reviews,
a variety of control variables are incorporated into the model to
account for potential confounding factors that could influence
the relationship between the Dark Triad traits and the likeli-
hood of a review being fake. These control variables ensure a
more robust and accurate analysis by controlling for factors
related to the review content, reviewer behavior, and product
characteristics.

To control for the influence of review length, we include the
number of words in each review (WordCount). Previous studies
(e.g., Birim et al. 2022; Hajek et al. 2023; Elmurngi and
Gherbi 2017) have indicated that the length of a review can
affect its perceived credibility and informativeness. By ac-
counting for the number of words, we mitigate any bias related
to the verbosity of the reviewer. The rating given by the
reviewer to the product is another control variable (Review
Rating), as it can affect the likelihood of a review being per-
ceived as fake (Elmurngi and Gherbi 2017). Reviews with ex-
treme ratings might be more likely to be questioned for
authenticity. Furthermore, we control for the sentiment of the
review text (Sentiment Score), which allows us to isolate the
effect of opinions and private states (such as feelings, specula-
tions and beliefs) of the review from other linguistic markers of
deception. In line with Birim et al. (2022), we perform senti-
ment analysis using the VADER tool which provides a senti-
ment score for each review, capturing its overall sentiment
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polarity. VADER, a lexicon-based sentiment classifier recog-
nized for its high accuracy in various domains including social
media (Hutto and Gilbert 2014), assigns a polarity score indi-
cating how positive, negative, or neutral a review is.

In addition to sentiment, we control for the emotional tone of the
review (Emotional Tone), measured using the LIWC tool (Moon
et al. 2021). Emotional tone captures the overall emotional style
of the review, with higher values indicating a positive, upbeat
style and lower values suggesting greater anxiety, sadness, or
hostility (Pennebaker et al. 2015). This measure is distinct from
the sentiment score as it reflects the general emotional expres-
siveness of the review, allowing us to account for variations in
emotional intensity. We also control for whether the review is
from a verified purchase on Amazon (Verified Purchase). Verified
purchase reviews are generally more credible, potentially affect-
ing their categorization as fake or genuine (Hajek et al. 2023).
Analytical thinking is controlled using scores from the LIWC tool
(Analytical Thinking), following the approach of Alsubari et al.
(2020). This score reflects the cognitive complexity of the review,
with higher values indicating more formal, logical, and hierar-
chical thinking, while lower values suggest more informal and
narrative thinking (Pennebaker et al. 2015). This control helps
isolate the impact of cognitive style on the review's authenticity.
In this regard, both the Emotional Tone and Analytical Thinking
summary variables have been scaled to a 100-point scale by
LIWC, ranging from 0 to 100, to improve their interpretability
(Pennebaker et al. 2015).

Finally, we control for product category by creating a series of
dummy variables representing the 30 product types included in
our data set (Hajek et al. 2023). This accounts for potential
variations in review characteristics across different product
categories, ensuring that the influence of Dark Triad traits on
deceptive behavior is not confounded by the type of product
being reviewed.

3.3 | Empirical Model

To empirically test our hypotheses, we employed a logistic regres-
sion model, appropriate given the binary nature of our dependent
variable: whether a review is fake or not (Wooldridge 2010). The
logistic model is particularly suited for this type of binary outcome
as it estimates the probability of an event occurring, in this case, the
likelihood of a review being fake.

The structure of our econometric model is specified as follows:

Fake Review = f, + 8, Machiavellianism + (3, Narcissism

+ f3,Psychopathy

+8,Log (WordCount) + f;Sentiment Score + S

Analytical Thinking + 3,Emotional Tone

+B;Review Rating + B, Verified Purchase
+ O'Product Category + €

where € represents the error term, capturing all unobserved
factors that may affect the probability of a review being fake. In
this model, the coefficients §; represent the change in the log-
odds of a review being fake associated with a one-unit change in
the corresponding independent variable, holding all other
variables constant. This model allows us to estimate the influ-
ence of the Dark Triad traits, along with other covariates, on the
likelihood of posting a fake review. The descriptive sample
statistics are included in Table 2. The average scores for
Machiavellianism, Narcissism, and Psychopathy, derived from
linguistic markers using the formulas outlined in our method-
ology, represent relative measures that are not directly compa-
rable across traits, as noted in Section 3. That said, reviews in
our sample exhibit a relatively high rating score (mean = 4.128)
and a generally positive and upbeat tone, reflected in the high
average Emotional Tone score (mean =74.438). Analytical
Thinking scores (mean = 52.397) highlight a balanced com-
plexity of cognition among reviewers in our data set. Addi-
tionally, a comprehensive correlation table is presented in
Table 3, illustrating the relationships among the dependent
variable, independent variables (including the Dark Triad
traits), and control variables. Upon examining the correlation
values, none of the coefficients exceeds 0.7 (absolute value),
based on Ratner (2009) threshold, indicating that multi-
collinearity is not a concern in this data set.

4 | Findings

Table 4 displays the empirical results of our analysis. To address
potential multicollinearity concerns, we assessed the variance
inflation factor values. These ranged from 1.02 to 2.79,
remaining comfortably below the commonly accepted threshold
of 10 (Hair et al. 1992), indicating that multicollinearity is not a
significant issue in our estimates.

Model 0 serves as the baseline model, incorporating only con-
trol variables. This initial model provides a foundation for un-
derstanding the influence of Machiavellianism, narcissism, and
psychopathy on fake review posting behaviors. Building on this,
Model 1 examines the effect of Machiavellianism. Consistent
with Hypothesis 1, we find a positive and significant relation-
ship (8 =0.0342, p < 0.01). Thus, individuals with higher
Machiavellian tendencies are more likely to engage in this
behavior.

Model 2 introduces narcissism as an independent variable.
Supporting Hypothesis 2, the analysis reveals a negative and
significant association between narcissism and fake review
posting (8 = —0.0192, p < 0.05), suggesting that narcissistic in-
dividuals are less inclined to participate in this activity.

Model 3 investigates the role of psychopathy. The coefficient
related to the association between psychopathy and fake reviews
shows a negative and significant value (8 = —0.0241, p < 0.001),
in line with Hypothesis 3.

Finally, following Furnham et al.'s (2013) prescription,
Model 4 provides a comprehensive perspective by examining
the simultaneous influence of all three Dark Triad
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TABLE 2 | Descriptive sample statistics.

Mean SD Min Max
Fake Review 0.500% 0.500 0 1
Machiavellianism 1.672 2.038 0.239 25.057
Narcissism 6.809 2.002 3.250 26.166
Psychopathy 6.183 4.416 0.091 35.330
Log (WordCount) 3.931 0.707 1.609 7.974
Sentiment Score 0.580 0.505 —1.000 0.999
Analytical Thinking 52.397 28.758 1.000 99.000
Emotional Tone 74.438 32.317 1.000 99.000
Review Rating 4.128 1.278 1 5
Verified Purchase 0.557% 0.497 0 1
Observations 21,000

*in percentage terms.

personality traits—Machiavellianism (8 = 0.0448, p < 0.001),
Narcissism (8 = —0.0235,p < 0.01), and Psychopathy
(B = —0.0262, p < 0.001)—on fake review posting behavior.
This simultaneous analysis allows us to consider the unique
contribution of each trait in the presence of the others.
Notably, Model 4 has the lowest AIC value among the
models tested, indicating its optimal fit for the data. The
results align with those of the individual models, reinforcing
the distinct contributions of each trait and confirming the
robustness of our findings (Miller et al. 2019).

In addition to these personality traits, our models control for
several key factors influencing fake review behavior. For
instance, the length of the review shows a significant negative
relationship across all models (p < 0.001), suggesting that more
detailed reviews are less likely to be fake (Birim et al. 2022).
Sentiment scores and emotional tone also play significant roles,
indicating that both the content and tone of reviews are critical
factors in detecting potential deceit (Hajek et al. 2023; Moon
et al. 2021). Moreover, “Verified Purchase” labels are strongly
associated with a lower likelihood of fake reviews (p < 0.001),
reinforcing the credibility these labels confer in the eyes of
consumers (Hajek et al. 2023).

To ensure the robustness of our findings, we conducted additional
analyses excluding log (WordCount) and Emotional Tone as
control variables, given their potential overlap with the linguistic
markers used to measure Dark Triad traits. The results of these
alternative specifications confirm that the effects of Machiavelli-
anism, narcissism, and psychopathy remain statistically significant
and directionally stable, reinforcing the validity of our main
model. Furthermore, Model 4 was selected as the final model
based on its superior fit, as indicated by the lowest AIC value
among all tested models. Additionally, as a further robustness
check, we tested all the models using the probit estimation tech-
nique, the results of which are included in Appendix S1. The
probit model results corroborate the findings from the logit
models, affirming the reliability and validity of our conclusions.

Overall, these findings provide substantial support for our three
hypotheses, highlighting the distinct influences of the Dark

Triad traits on fake review posting behavior. The consistent
significance levels and directional effects across models affirm
the robustness of our results, contributing valuable insights into
the personality antecedents of posting fake reviews.

5 | Discussion, Implications, and Further
Research

To date, research has highlighted the impact of Dark Triad
traits—Machiavellianism, narcissism, and psychopathy—on
various unethical behaviors (Harrison et al. 2018; Jones 2014;
Jones and Paulhus 2017; Miller et al. 2019). However, the dis-
tinct characteristics of these individual traits that may differ-
ently drive the actual behavior of posting fake reviews remained
underexplored. This study investigates how Dark Triad traits
independently and concurrently influence this behavior.
Grounded in IDT and informed by literature on the Dark Triad,
we hypothesise unique effects for Machiavellianism, narcissism,
and psychopathy. The findings confirm our hypotheses,
revealing the significant effects of these traits on the behavior of
posting fake reviews. The next section delves into these new
insights and their theoretical implications.

5.1 | Theoretical Implications

Our study makes several theoretical contributions to the liter-
ature at the intersection of psychology, consumer behavior, and
eWOM. First, while previous research (Kapoor et al. 2021)
utilized MDT (Bandura 1991, 1999) to explain how Dark Triad
traits influence consumers’ intentions to exaggerate in online
reviews, our study is the first to apply IDT (Buller and
Burgoon 1996) to examine the effects of these traits on re-
viewers' actual behavior of posting fake online reviews. As
highlighted by Birim et al. (2022), IDT focuses on deception in
interpersonal communication, which directly aligns with the
behavior of posting fake reviews. By shifting from MDT's focus
on cognitive engagement and moral justification to IDT's em-
phasis on strategic deceptive behaviors, our study extends prior
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Correlation table.

TABLE 3

(&)

®

(7

(6)

©)

@

3

(0]

@

Fake Review

(1)
2
3)
4)
(5
(6)
(7
®)
9

—0.00122
—0.0221**
—0.0447%**
—0.0760%**

Machiavellianism

0.0800***

Narcissism

—0.00955
0.308***

0.235%**

Psychopathy
Log (WordCount)

—0.0294%**
—0.200%**
—0.144%**
—0.214%**
—0.201%**
0.0261%**

0.00341
—0.495%+
—0.0169*
—0.647%%
—0.308***

—0.0326***

0.0156* 0.1777%**

0.0198**

Sentiment Score

0.0143*

0.147%+*

—0.00996
—0.0680%**

—0.151%**
0.0489%***

Analytical Thinking

—0.0430%**
0.0220**

0.686™**

—0.137%%*
—0.0226™*

Emotional Tone

0.447++*

0.534%+*
0.0211%**

—0.00205
—0.0483%**

—0.00980
—0.570%**

Review Rating

0.102%**

0.02727%#*

0.0547%***

—0.105%**

Verified Purchase

(10)

*p < 0.05; **p < 0.01; ***p < 0.001.

research by providing a more behaviorally grounded under-
standing of fake review posting. This approach contributes
novel insights into how Dark Triad traits manifest in enacted
deception, offering a complementary perspective to prior stud-
ies that have primarily examined deceptive intentions.

Second, through the lens of IDT, our study provides new
insights into the distinct effects of each Dark Triad trait, as
recommended by Miller et al. (2019). In doing so, we also
respond to the call for more research on the antecedents of
fake reviews (Sahut et al. 2024), particularly those linked to
psychological motives (Birim et al. 2022; Wu et al. 2020).
This study extends IDT and the notion of strategic
behaviors—rooted in the goal-oriented nature of inter-
personal communication—to the context of online com-
munication, specifically the act of posting fake reviews.
Adding to our existing knowledge about various manipula-
tive tactics of Machiavellian individuals (e.g., Furnham
et al. 2013; Harrison et al. 2018; Kapoor et al. 2021), our
findings suggest that writing fake online reviews, intended
to shape public perceptions, is a manipulative strategy
commonly employed by Machiavellians in digital contexts.
Consistent with the instrumental motives that drive inten-
tional acts of deception (Buller and Burgoon 1996), Ma-
chiavellians tend to consider posting fake reviews as a
deliberate means of maintaining influence over other con-
sumers' perceptions.

Moreover, the findings of a significant negative relationship
between narcissism among online reviewers and their propen-
sity to post fake reviews suggest that detection apprehension—
the concern about being caught (Buller and Burgoon 1996)—
motivates narcissists to control deceptive behavior online. This
is driven by their primary needs for genuine validation and self-
enhancement (Jones and Paulhus 2017). Although these find-
ings contrast with Kapoor et al. (2021), who identified narcis-
sism as a predictor of the intention to write exaggerated online
reviews, they complement the idea that deception serves
identity-related motivations, benefiting the principal beneficiary
of deceit (Buller and Burgoon 1996). Specifically, the desire for
external admiration and social approval (Besser et al. 2016) may
lead narcissists to view online reviews as a form of self-
presentation (Kapoor et al. 2021). However, the potential con-
sequences of being caught—such as platform bans—pose a
significant threat to their online presence, resulting in a loss of
attention and admiration from others. Therefore, our findings
demonstrate that the risk of losing credibility and authenticity
within online communities, which are crucial to their self-
image, effectively deters narcissists from posting fake reviews.

Challenging prior assumptions that psychopaths broadly engage
in unethical behavior (e.g., Harrison et al. 2018; Kapoor
et al. 2021), our study provides empirical evidence suggesting
that the impulsive and short-term focus characteristic of psy-
chopathy does not align with the calculated and strategic effort
required to post fake reviews. Supporting the idea that decep-
tion is a cognitively demanding task—requiring more effort to
craft plausible messages than to create truthful ones (Anestis
et al. 2009; Patrick et al. 2009)—we reveal a negative association
between psychopathy and fake review posting. This finding
offers new insights into the previously inconclusive results on
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TABLE 4 | Estimation results of logit models.

Model 0 Model 1 Model 2 Model 3 Model 4
Machiavellianism 0.0342%* 0.0448%**
(0.0108) (0.0111)
Narcissism —0.0192* —0.0235%*
(0.00892) (0.00897)
Psychopathy —0.0241%*%* —0.0262%**
(0.00387) (0.00390)
Log (WordCount) —0.520%** —0.513%** —0.503*** —0.525%%* —0.497***
(0.0288) (0.0289) (0.0298) (0.0289) (0.0300)
Sentiment Score 0.119* 0.128* 0.119* 0.114* 0.125*
(0.0517) (0.0518) (0.0517) (0.0518) (0.0518)
Analytical Thinking —0.0104*** —0.0104%** —0.0105%** —0.0110%** —0.0111%**
(0.000609) (0.000610) (0.000611) (0.000620) (0.000622)
Emotional Tone 0.00216** 0.00349*** 0.00213** 0.00166* 0.00332%%*
(0.000747) (0.000869) (0.000747) (0.000753) (0.000872)
Review Rating 0.0794*** 0.0794%** 0.0800*** 0.0693*** 0.06927%**
(0.0163) (0.0163) (0.0163) (0.0164) (0.0164)
Verified Purchase —2.992%** —2.992%** —2.994%** —2.987%** —2.988%**
(0.0401) (0.0401) (0.0401) (0.0401) (0.0402)
Product Category Dummies Included Included Included Included Included
Constant 4.000%** 3.8171%* 4.070%** 4.278%** 4.,139%**
(0.170) (0.181) (0.173) (0.176) (0.187)
Observations 21,000 21,000 21,000 21,000 21,000
Pseudo R* 0.292 0.292 0.292 0.293 0.294
AIC 20,679.2 20,672.0 20,676.7 20,646.2 20,629.8
Log Likelihood —10,303.6 —10,299.0 —10,301.4 —10,286.1 —10,275.9

Note: Standard errors are in parentheses.
*p <0.05; **p <0.01; ***p < 0.001.
p<0.1.

psychopathy's role in the online review context (e.g., Kapoor
et al. 2021). Specifically, our study demonstrates that psycho-
pathic individuals do not perceive others as relevant enough to
influence their behavior. As a result, their online deception is
unlikely to be motivated by relational goals, such as conforming
to the expectations of online communities. Instead, they are less
likely to pay attention to how the genuine reviews of others
were crafted. In combination with impulsivity, short-term
focus, and reduced ability to articulate thoughts (Patrick
et al. 2009; Bogolyubova et al. 2018), they are less likely to take
time to recognize and adhere to social norms that could help
successfully craft plausible fake reviews. This explanation
aligns, to some extent, with findings by Yousaf and Kim (2023),
who found a negative impact of psychopathy on review
helpfulness.

Lastly, building on the eWOM literature addressing online
content authenticity (e.g., Lie et al. 2024; Zhang et al. 2016), our
study expands the use of NLP techniques (e.g., Birim et al. 2022;
Hajek et al. 2023) to identify the linguistic markers of Dark
Triad traits in fake reviews on digital retail platforms like

Amazon. Extending the work of Yousaf and Kim (2023), who
linked the Dark Triad to review ratings and perceived helpful-
ness, our findings reveal its direct connection to fake review
posting, shedding light on a critical yet underexplored aspect of
online deception. While prior research has shown that review
authenticity positively impacts the helpfulness perceived by
consumers (Lie et al. 2024) and that Machiavellian reviewers
drive consumers’ perceptions of review helpfulness (Yousaf and
Kim 2023), our study offers a new implication. Our findings
suggest that Machiavellian reviewers may also craft fake re-
views that appear both authentic and helpful. This creates a
paradox where the same traits that foster perceptions of review
helpfulness can be used to deceive consumers, undermining
trust in eWOM systems. This underscores the critical need for
advanced detection mechanisms to safeguard the integrity of
digital marketplaces. By examining personality factors influen-
cing review authenticity—alongside valence and helpfulness,
which are key drivers of consumer decisions (Lie et al. 2024)—
our study significantly enhances understanding of deceptive
practices in eWOM and their implications for trust in digital
marketplaces.
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5.2 | Managerial Implications

This study provides several practical insights for managers and
platform developers, particularly those responsible for plat-
forms or businesses heavily dependent on online reviews. First,
our findings can enhance the effectiveness of fake review
detection systems. Specifically, online review platform manag-
ers should incorporate metrics that identify Dark Triad per-
sonality traits within their detection models. As our results
demonstrate, this approach could significantly improve the ex-
planatory power of these models, enabling businesses to iden-
tify fake reviews with greater accuracy. While textual analysis,
especially sentiment analysis (e.g., Birim et al. 2022; Hajek
et al. 2023), has proven essential in prior research, we advocate
for extending text analytics to also capture personality traits.
Businesses should invest in advanced technologies capable of
filtering out fake reviews, thereby promoting authentic
feedback.

Second, recognizing that individuals with Machiavellianism are
more likely to post fake reviews, platform managers should
tailor their strategies to identify and mitigate this behavior. This
could involve developing detailed user profiles based on lin-
guistic patterns indicative of Machiavellianism. Reviews flagged
for high Machiavellianism should undergo additional scrutiny,
focusing on users with multiple reviews exhibiting these traits.
A deeper investigation into such profiles could help distinguish
between strategic and nonstrategic deceptive behaviors, allow-
ing for a more comprehensive approach to combatting fake
reviews.

Third, the study reveals that individuals with narcissism are less
inclined to post fake reviews, likely due to their desire for
authentic recognition and concern over damaging their social
standing. Businesses could leverage this insight by promoting a
culture of genuine feedback, emphasizing how credible reviews
enhance the reviewer's reputation as a reliable source. How-
ever, it remains crucial to maintain a high level of deterrence
against fake reviews by reinforcing the consequences of such
behavior (e.g., banning the reviewer from the platform or
imposing fines).

Fourth, our findings indicate that the higher the review senti-
ment and review rating, the greater the likelihood of the review
being fake. This suggests that platform managers should be
cautious when interpreting high ratings and overly positive
sentiments, as they may not always reflect authentic customer
experiences. Monitoring sentiment trends (Hajek et al. 2023)
and applying skepticism to high-scoring reviews could enhance
the credibility of platforms and improve decision-making for
potential customers. Moreover, consistent with prior research
(e.g., Birim et al. 2022), our findings highlight the importance of
verified purchase reviews as a critical cue for identifying fake
reviews. Platforms should prioritize making this information
readily accessible to consumers to enhance trust and decision-
making.

Overall, by understanding the specific personality traits that
influence online behaviors, businesses can better tailor their
strategies for managing reviews and customer feedback. This
approach will help maintain a credible online presence and

foster more authentic and trustworthy relationships with
customers.

5.3 | Limitations and Future Research

This study is not without its limitations. Although we utilized a
widely recognized data set in the field of deception detection in
online reviews (Birim et al. 2022; Hajek et al. 2023; Kokkodis
et al. 2022; Kronrod et al. 2023), our data lack background
information about the reviewers, such as demographic details
and time stamps. These constraints limit our ability to fully
capture the dynamic aspects of online behavior and contextual
factors that may influence the posting of fake reviews. While
the formulas devised by Yousaf and Kim (2023) leverage em-
pirically tested metrics from previous studies (e.g., Bogolyubova
et al. 2018; Hancock et al. 2018; Holtzman et al. 2019; Nazari
et al. 2015; Sumner et al. 2012), further validation of our NLP
procedures would strengthen their methodological rigor. Future
research could enhance confidence in the generalizability and
accuracy of these NLP-based measures by conducting empirical
studies that test linguistic markers alongside objective measures
of Dark Triad traits, such as third-party assessments (Cragun
et al. 2020).

Future research could enhance our understanding of the Dark
Triad's impact on online behaviors. For example, longitudinal
studies could further validate our findings and examine
whether the influence of Dark Triad traits on online behavior
remains consistent or varies over time. Such studies would
provide valuable insights into the temporal stability of these
traits' effects on review behavior. Additionally, future research
could explore whether other reviewer characteristics (e.g.,
gender and age) moderate the relationship between Dark Triad
traits and fake review behavior, offering a more comprehensive
view of the mechanisms driving deceptive behaviors associated
with the Dark Triad. Moreover, while our study identifies sig-
nificant associations between Dark Triad traits and fake review
posting behaviors, it does not empirically investigate the psy-
chological mechanisms underlying these associations. Future
research could address this gap by conducting in-depth psy-
chological or experimental studies, particularly in interactive
online contexts such as social media platforms or discussion
forums. These settings could provide valuable insights into the
mechanisms driving these behaviors and how the differences
we observed are shaped by each Dark Triad trait.

Furthermore, our study focused solely on product reviews from
Amazon, limiting our understanding of how fake reviews may
differ across various contexts. Future research should consider
investigating the differences in fake review dynamics between
experiential and material goods and services. Understanding
these distinctions could provide critical insights into how fake
reviews are constructed and perceived, thereby informing more
tailored approaches to combatting fraudulent reviews across
different sectors.

Finally, based on our study results, more research is needed to
develop and test interventions aimed at reducing the prevalence
of fake reviews, particularly those targeting individuals with
high levels of Machiavellianism. In this way, future studies
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could contribute to more effective approaches in combating
unethical online behaviors.
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