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Abstract

Online media is a blessing and a curse for academic research on war. On the one hand, the
internet provides unprecedented access to information from conflict zones. On the other hand,
the prevalence of disinformation can make it difficult to use this information in a transparent way.
This article proposes digital forensic process tracing as a methodological innovation to tackle this
challenge and make case study research on the causes of war fit for the social media age. It argues
that two important features of process-tracing methodology — source criticism and Bayesian
updating — are well developed in theory but are rarely applied to the study of armed conflict.
Digital forensic process tracing applies these features to online media sources by drawing on the
journalistic practice of open source intelligence (OSINT) analysis. This article uses the case of the
war in eastern Ukraine’s Donbas region to illustrate the usefulness of the proposed methodology.
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Introduction

Finding out why war occurs is an important objective of social science research. However,
there is little agreement on how this can and should be done in practice. Reviews of the
conflict studies literature highlight a wide variety of approaches and findings (see, for
example, Cederman and Vogt, 2017; Dixon, 2009; Levy, 1998). Current research on the
role of mass media in armed conflicts suggests that modern information technology fur-
ther complicates this situation. The rise of the internet and the emergence of social media
have dramatically increased the volume of information that accompanies war. Conflict
parties and their supporters have tried to use this development to their advantage and
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turned the internet into a propaganda battleground (Bradshaw and Howard, 2017;
Hoskins and O’Loughlin, 2015; Koltsova and Pashakhin, 2020; Siapera et al., 2015).

Researching the use of modern information technology for propaganda purposes is
important for the understanding of modern warfare. However, a focus on disinformation
leads to an overly pessimistic picture of the internet’s role in the study of armed conflict.
It overlooks important research opportunities that come with the access to conflict zones
provided by the internet.

Modern information technology presents researchers of armed conflict with a choice.
One option is to abandon the search for causes of war and focus exclusively on a more
interpretivist research agenda that investigates how war is framed and perceived by vari-
ous actors. Alternatively, researchers can stay in a post-positivist lane and try to gain new
insights into the causes of war by exploiting the fact that the internet offers access to
conflict zones at an unprecedented scale. This article argues that the latter option is both
feasible and worth pursuing but requires a new qualitative research agenda that
approaches armed conflict in a more forensic way. The methodology of choice for this
research agenda is digital forensic process tracing.

This argument will be presented in five parts. The first part will introduce process
tracing. It will argue that existing theoretical work on the methodology proposes four
benchmarks that process tracing researchers should consider. The second part will dis-
cuss the state of empirical process tracing research on armed conflict. It will argue that
the current empirical literature neglects two of the four benchmarks — source criticism
and Bayesian updating. At the same time, the current literature does not pay sufficient
attention to the potential of online media as a data source. The third part will introduce
the case of the war in eastern Ukraine’s Donets Basin (Donbas). It will argue that, in
order to operate in the abundant but murky information environment surrounding this
conflict, online media, source criticism and Bayesian updating are precisely what pro-
cess tracing research needs to focus on. The fourth part will discuss how scholars can
draw on the use of open source intelligence (OSINT) analysis by journalists and activists
to shift process tracing in this direction. The result of this shift is digital forensic process
tracing. The fifth part will return to the case of the Donbas to demonstrate the usefulness
of this methodology. It will show that a digital forensic process tracing analysis of the
April 2014 occupation of Sloviansk and Kramatorsk — an important critical juncture in
the conflict — casts doubt on the way in which a sizeable part of the academic literature
currently looks at this war. Finally, this article will conclude that digital forensic process
tracing is relevant beyond the Ukrainian context and could play an important role in the
future of social science research on armed conflict.

Process tracing: Definitions and methodological
benchmarks

Process tracing is a social science methodology which tries to open the black box between
cause and effect. In contrast to frequentist approaches, which infer cause and effect from
the correlation of variables across multiple cases, process tracing takes a detailed look at
individual cases and tries to find evidence of how a cause brings about an outcome.
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Hence, defined in its broadest sense, process tracing includes any academic writing that
underpins a claim about cause and effect with a detailed case-based narrative. According
to this definition, the academic literature that uses process tracing for the study of armed
conflict is vast. However, some scholars have made attempts to formulate standards that
define process tracing in a narrower way. In general terms, this methodological literature
develops four benchmarks for methodologically rigorous process tracing research.

1. Process tracing researchers should separate their empirical evidence and their
theoretical causal mechanism. Beach and Pedersen (2013: 33) stress that process
tracing has to go beyond recounting a sequence of events. It has to compare the
empirical evidence of the particular case to the hypothetical evidence a researcher
would expect to see if a particular causal mechanism were at work.

2. Process tracing researchers should investigate alternatives to their proposed
explanation. Bennet and Checkel’s (2015) list of best practices places particular
emphasis on this point. They argue that ‘failing to consider a potentially viable
explanation that readily occurs to the readers and critics of a case study can make
the process tracing unconvincing’ (p. 23).

3. Process tracing researchers should be wary of taking their sources at face value.
Beach and Pedersen (2013: 125-129) argue that, in order to turn observations
into evidence, process tracing has to ‘assess the content’ and ‘evaluate the accu-
racy’ of observations. Fairfield and Charman (2017: 370) go a step further and
argue that ‘evidence E should typically take the form “source S stated X”.” Rather
than postulating evidence as a statement of fact that is referenced to a source,
process tracing analysts should evaluate the context and background of the source
and the evidence contained in it. In other words, they should follow the example
of historians by practising source criticism.

4. Process tracing researchers should address uncertainty through probabilistic rea-
soning. Many process tracing theorists advocate the use of Bayesian inference for
this purpose (Beach and Pedersen, 2013: 83; Bennett and Checkel, 2015: 16;
Fairfield and Charman, 2017). Bayes’ Theorem postulates that the probability of
a hypothesis being true increases or decreases as pieces of evidence for or against
it accumulate. In the words of Bennett (2009: 8), ‘the more unlikely a piece of
evidence [E] is in light of alternatives to explanation H, the more that evidence
[E] increases our confidence that H is true . . .” Although it remains controversial
whether it makes sense to assign specific numerical probabilities to qualitative
evidence (Beach, 2017: 15; Fairfield and Charman, 2017; Zaks, 2021), applying
the general principles of Bayesian inference can be considered another bench-
mark for process-tracing research.

It is primarily the last two benchmarks that make process tracing the methodology of
choice for research that aims to use online media to investigate the facts of a contempo-
rary war. The volume of information available online and the prevalence of disinforma-
tion make it absolutely essential to explicitly address the context of source material and
the probabilistic conclusions that a researcher draws from this assessment. At the same
time, the four benchmarks present an ideal type that few if any empirical studies are able
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to meet. Limits imposed by time, space or research design force researchers to prioritize
certain benchmarks while neglecting others. In the recent empirical process tracing lit-
erature on war, source criticism and Bayesian updating usually fall victim to this. In turn,
the de-prioritization of these two benchmarks may be a reason why the relevant literature
has not paid much attention to online media as a data source.

Process tracing and war: The neglect of online media

Recent process tracing research on armed conflict has largely focused on the first two
benchmarks — the creation of causal mechanisms and/or the testing of competing hypoth-
eses (Bateson, 2017; Bukkvoll, 2019; Ceccorulli and Coticchia, 2015; D’ Amato and Del
Panta, 2017; Dawson, 2021; Eisenman, 2019; Ghais, 2019; Goodman, 2020; Hafez,
2020; Holtermann, 2019a, 2019b; Idler, 2020; Jenne, 2018; Mosinger, 2019; Pedersen
and Reykers, 2020; Schenoni et al., 2020; Schwartz and Straus, 2018; Wolft, 2021). This
is not to say that these studies are careless in their treatment of sources and have not
considered potential limitations of their data. It simply means that source criticism and
Bayesian updating are not key components of their empirical analyses. This may not be
necessary within the specific research designs and source environments of these studies.
However, source criticism and Bayesian updating are crucial for process-tracing research
that aims to use primary information from a conflict zone which appears online to inves-
tigate politically contentious issues relating to the wars of the social media age.

At present, such research is rare. The examples of high-quality process tracing cited
above mainly draw on interview data gathered during fieldwork, archival material, state-
ments by government officials and secondary literature. Online media sources are used by
some authors but play a secondary, supplementary role. An exception is Ceccorulli and
Coticchia’s (2015) study that draws on a dataset of Italian newspaper reports as a key
source of data. However, their research focuses on the statements and decisions of Italy’s
political elite rather than on primary information from combatants or a conflict zone.
Another exception is Hafez’s (2020) work on the Algerian civil war, which cites three
YouTube videos. Two of these videos feature archival footage from the conflict, while the
third one features a radio interview with a former rebel leader. In cases of more recent wars,
however, the volume of important primary information from conflict zones available on
both traditional and social media is much larger. A prime example of this is the Donbas war.

The Donbas war: A murky information environment

The war in the Donbas has been subject to a high level of media scrutiny from news
outlets as well as local residents and freelance conflict analysts posting material on social
media. This means that a large volume of information on the conflict is available online.
At the same time, the political messaging surrounding the conflict is characterized by
fundamental disagreements about its causes (Hauter, 2019: 96). The Ukrainian authori-
ties have portrayed the war as a Russian act of aggression from its very beginning. The
Russian authorities, on the other hand, have consistently denied any involvement. These
two diametrically opposed narratives have shaped the way in which the conflict is dis-
cussed and analysed in politics and media. Supporters of either side try to give credence
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to their narrative and discredit the narrative of their opponents. The result is a large
amount of disinformation that is added to the information mix and makes it difficult to
separate facts from fiction. It is in the context of this abundant but murky information
environment that academic research on the war has to operate.

Although the academic debate on the Donbas conflict is more nuanced than the posi-
tions of Kyiv and Moscow, it shows a divide that is similar to the divide in the political
discourse (Hauter, 2019: 96-97, 2021a). One group of scholars argues that the conflict is
an internationalized civil war, in which local rebels receive some support from Russia.
Another group argues that the conflict is an invasion in disguise, in which agents of the
Russian state receive some support from locals. Each hypothesis has different implica-
tions, not only for conflict resolution efforts but also for the way the war is used for fur-
ther comparative research. Neither hypothesis, however, has been backed up by
methodologically rigorous process tracing, let alone by process tracing that focuses on
source criticism and Bayesian updating. These two dimensions, however, are indispen-
sable in the abundant but murky information environment surrounding the Donbas con-
flict. To make good use of this source environment, process tracing research has to
emphasize source criticism and Bayesian updating and move in a more forensic direc-
tion. It can do so by learning from the digital forensic work of civil society activists and
investigative journalists.

Introducing digital forensic process tracing

The vast amount of information that modern information technology has made available
to the general public through news websites, social media platforms, or other online tools
is often referred to as Open Source Intelligence (OSINT). The origins of this term lie in
the work of government intelligence agencies, where it is used to describe publicly avail-
able information (Gibson, 2013). OSINT analysis is the analytic technique that is used to
identify, structure and verify OSINT data. In recent years, OSINT analysis has become a
popular term to describe not only the work of government agencies but also investiga-
tions by activists and journalists based on openly available information. The investiga-
tive journalist group Bellingcat is the most prominent example. Long before an official
report came to the same conclusion, Bellingcat succeeded in confirming the Russian
origin of the missile launcher that downed Malaysian Airlines flight MH17 over the
Donbas in July 2014. The key source of their investigation was photo and video material
of the launcher that was published online around the time of the tragedy (Allen et al.,
2014). This success story of OSINT analysis did not go unnoticed in the academic litera-
ture (Clem, 2017; Sienkiewicz, 2015). However, even though OSINT analysis has been
the subject of academic work (see also Dyer and Ivens, 2020; Hayes and Cappa, 2018;
McDermott et al., 2021; Pastor-Galindo et al., 2020; Senekal and Kotz¢, 2019; Wheatley,
2018), its synergy effects with process tracing methodology have remained unnoticed.
Naturally, the use of OSINT analysis by journalists and advocacy groups does not focus
on academic debates and methodologies. At the same time, there is no academic work so
far that explicitly incorporates OSINT analysis into process tracing methodology to
answer research questions. The present article is trying to bridge this gap.
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The methodological approach of OSINT analysis mirrors the requirements of the
third and fourth process tracing benchmarks outlined in this article. Source criticism and
the principles behind Bayesian updating are an integral part of any qualitative evaluation
of OSINT data. The added value of OSINT analysis lies in its focus on the potential of
online sources. In many cases, all it takes to harness this potential is the skilful use of
online search engine algorithms to find primary sources of evidence followed by careful
contextual analysis and cross-checking of these sources (Myers, 2020; Toler, 2020). In
some cases, OSINT researchers may also use a number of tools to make source discovery
and verification more effective — Bellingcat’s (nd) Online Investigation Toolkit database
provides a good overview.

Whether it contents itself with careful online searches and content analysis or makes
use of more complex tools, the incorporation of OSINT analysis enhances process trac-
ing research on the causes of war in two important ways. Firstly, it shifts the methodo-
logical focus to source criticism and Bayesian updating. Secondly, it shifts the empirical
focus towards the abundance of primary information from conflict zones that is available
on the internet in general and on social media in particular.

Moreover, the origins of OSINT analysis in the intelligence community point to a
potential compromise in the debate on the use of numerical probabilities in the assess-
ment of qualitative evidence in process tracing (Beach, 2017: 15; Fairfield and Charman,
2017; Zaks, 2021). Instead of assigning specific numerical probabilities to hypotheses,
process-tracing researchers could adopt the terminology of the Professional Head of
Intelligence Analysis (PHIA) Probability Yardstick. This is a scale of probabilistic lan-
guage widely used by UK intelligence and law enforcement agencies (UK Government,
2019: 10). It defines specific terms to describe specific margins of probability. These
terms and margins are: remote chance (=5%), highly unlikely (=10-20%), unlikely
(=25-35%), realistic possibility (=40-50%), likely (=55-75%), highly likely (=80-
90%), and almost certain (=95%). Using this terminology adds a probabilistic dimen-
sion to process tracing and follows the general principles of Bayesian updating without
creating a false impression of mathematical accuracy. This article calls this approach
informal Bayesian analysis, in contrast to the formal Bayesian analysis discussed by
Fairfield and Charman (2017) and Zaks (2021).

Case study: The occupation of Sloviansk and Kramatorsk

The remainder of this article will demonstrate the usefulness of digital forensic process
tracing by investigating the causes of an important turning point in the Donbas war. On
12 April 2014, a group of armed men seized police stations in the towns of Sloviansk and
Kramatorsk in the north of Ukraine’s Donetsk region (YouTube, 2014c, 2014g). The fol-
lowing morning, some of these men attacked Security Service of Ukraine (SBU) opera-
tives just outside Sloviansk. One person died and several were injured. On the same day,
Ukraine’s interim President announced the launch of an ‘antiterrorist operation’ involv-
ing the Ukrainian Armed Forces (YouTube, 2014d). The killed SBU operative was the
Donbas conflict’s first battle-related casualty, which means that the armed clash of 13
April marks the dividing line between peace and armed conflict according to the Uppsala
Conflict Data Program’s coding rules (UCDP, nd). For this reason, the occupation of
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Sloviansk and Kramatorsk was an important critical juncture in the war’s formative esca-
lation sequence (Hauter, 2021b: 154, 158). This does not mean that an investigation of
this episode is sufficient to establish the causes of the entire war. However, the immedi-
ate causes of the events of 13 April 2014 are an important piece in the larger puzzle of
the war’s causes and a key point of contention in the academic debate on the topic.

An important actor and information source in the context of this critical juncture is
Igor Girkin (also known as Igor Strelkov or Strelok), the head of the armed group that
occupied Sloviansk and Kramatorsk. Girkin has made frequent media appearances both
during and after his time in the Donbas. He provided a particularly detailed account of
his activities in an interview with Ukrainian journalist Dmytro Hordon, which was pub-
lished in May 2020. As on previous occasions, Girkin confirmed in this interview that he
was a Russian citizen and worked for Russia’s internal FSB intelligence service until
2013 (YouTube, 2020: from 13:05). However, he challenged Hordon’s assertion that he
and his men were Russian agents. Girkin claimed that his group mainly consisted of
Ukrainian volunteers and that neither he nor any other group members were working for
the Russian state (YouTube, 2020: from 58:14).

This disagreement between Girkin and his interviewer has important implications for
the academic debate between scholars who stress the importance of local causes and
those who stress the importance of Russian intervention in the Donbas conflict. If Girkin
and his group were acting on behalf of the Russian state, the actions of Russian state
organs would be the immediate cause of an important critical juncture early in the Donbas
war. Even though there are limits to the role of a single critical juncture within the war’s
larger context, this finding would make it more difficult to argue that the Donbas war was
primarily a domestic phenomenon. Hence, it is not surprising that the divide between
proponents of domestic and foreign causes of the war is also visible in different scholars’
characterization of Igor Girkin. Some portray Girkin and his men as mavericks, who
were not acting on behalf of the Russian authorities (Katchanovski, 2016: 479-480;
Kudelia, 2016: 14-17; Robinson, 2016: 511). Others portray Girkin as an agent of the
Russian state (Kuromiya, 2019: 257-258; Mitrokhin, 2014: 167—-170; Wilson, 2016:
648).

This divide in the characterization of the key actors leads to two contradicting hypoth-
eses regarding the causes of the occupation of Sloviansk and Kramatorsk. Each of the
two hypotheses is associated with a specific causal mechanism (Figures 1 and 2).
Naturally, both causal mechanisms are simplifications. They are examples of ‘linear col-
ligation’, in which the ‘most disruptive or abnormal’ conditions were selected from a
large web of contributing factors (Roberts, 1996: 109—110). Neither mechanism presents
an exhaustive explanation. However, the two mechanisms represent the two primary
causal dynamics that dominate the political and academic debate on the events in
question.

HI: Igor Girkin and his men were non-state actors who participated in the conflict as
part of a domestic separatist movement.

H2: Igor Girkin and his group were agents of the Russian state and their participation
in the conflict was an act of external intervention.
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Separatist sentiment among Donbas population

Local activists protest and occupy buildings
in various Donbas towns

R 2

Igor Girkin gathers armed militia and occupies
buildings in Sloviansk and Kramatorsk

Deployment of Ukrainian Military to Donbas and
first battle-related casualties

Figure |. Sloviansk/Kramatorsk internal conflict escalation sequence. © Jakob Hauter.

Russian leadership support for Donbas separatism

Kremlin approves and supports intervention plan

L 2

Igor Girkin gathers armed militia and occupies
buildings in Sloviansk and Kramatorsk

Deployment of Ukrainian Military to Donbas and

first battle-related casualties

Figure 2. Sloviansk/Kramatorsk Russian intervention sequence. © Jakob Hauter.

These two contradicting hypotheses and the two associated causal mechanisms will now
be tested against the available online media evidence. As a starting point for informal
Bayesian analysis, it is appropriate to begin with the assumption that H1 is /ikely while
H2 is unlikely. This assumption is based on two philosophical principles that are widely
known as Occam’s razor and the Sagan standard. Occam’s razor calls for the rejection of
‘theoretical constructs that are “superfluous”, in the sense that they are not strictly
demanded by the evidence’ (Pigliucci and Boudry, 2014: 493). In the present case, the
hypothesis that a group of volunteers decided to seize Sloviansk and Kramatorsk does
not require the additional theoretical construct of Kremlin instruction or approval, unless
there is evidence that demands this addition. The Sagan standard, on the other hand,
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postulates that ‘extraordinary claims require extraordinary evidence’ (Pigliucci and
Boudry, 2014: 500). In the present case, an act of Russian aggression against its neigh-
bour is a more extraordinary claim than conflict escalation by a group of maverick vol-
unteers. This means that, in order to overcome the initial burden of proof, H2 requires
strong evidence in its support. Such evidence could come from eyewitness accounts,
intercepted communications, or circumstantial observations which point at a principal—
agent relationship between Girkin and the Russian state.

Updating Stage I: The militia’s Crimean origins

Even though H2 starts off as the weaker hypothesis, the available online media evidence
allows for three stages of informal Bayesian analysis which not only flip the balance of
probabilities but raise the probability of H2 to almost certain. The first stage is based on
evidence that Girkin’s group formed in Crimea and included many people who had been
involved in Russia’s takeover of the peninsula. Girkin himself never made a secret of this
and at least two journalists working for nationalist Russian websites confirmed his lead-
ing role. Sergey Shargunov said that he had met Girkin in Crimea in late February 2014
as an authority figure among the paramilitary groups which supported the Russian takeo-
ver (Svobodnaya Pressa, 2014). Oleg Kashin also wrote that he met Girkin in Crimea in
March as an influential figure (Sputnik i Pogrom, 2014a, 2014b, 2014c). In his interview
with Hordon, Girkin again confirmed his involvement in the events (YouTube, 2020:
from 30:00).

Numerous other members of Girkin’s group have either spoken about their involve-
ment in the Crimean takeover on social media or have been mentioned in the accounts of
their comrades-in-arms.

e Yevgeniy Skripnik appears with Girkin in the first seconds of a video taken in
Sloviansk on 12 April (YouTube, 2014g). Later, Skripnik confirmed in an inter-
view that he had come to Sloviansk from Russia via Crimea, where he took part
in the takeover of the peninsula (YouTube, 2014¢: from 06:48 and at 15:55). He
also confirmed that he had known Girkin since their involvement in the
Transnistrian conflict in 1992 (YouTube, 2014e: at 09:35).

e Vladimir Kollontay died near Sloviansk in June 2014. In an obituary on the
Russian social network VK, Andrey Afanasyev (2016), a well-connected sup-
porter of Donbas separatism from Novosibirsk, wrote that Kollontay had served
as a Russian intelligence operative in Chechnya and had taken part in the takeover
of Crimea. In a post in the forum of the Novorossiya Movement, which Girkin
founded after he returned to Russia, Girkin (2016) confirmed that Kollontay had
served with him in Transnistria and both Chechen wars.

o Ilya Khokhlov and Viktor Anosov talked about their involvement in the Sloviansk
operation on a Russian nationalist YouTube channel. Anosov posted his remarks
in response to Khokhlov and accused him of misrepresenting various details.
However, he confirmed that both of them were from Simferopol, took part in the
takeover of Crimea and went to Sloviansk as part of Girkin’s group (YouTube,
2019b, 2019c).
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e Igor Bezler was a member of Girkin’s group who, according to Anosov and
Khokhlov’s consistent testimonies, was sent from Crimea to the Donbas early on
a reconnaissance mission. In an interview with a Russian state news agency,
Bezler confirmed that he was a Russian citizen and army veteran who had taken
part in the takeover of Crimea (RIA Novosti, 2014).

e Aleksandr Mozhayev, a Russian citizen from the town of Belorechensk in Russia’s
Krasnodar District, identified himself by showing his passport to Vice News jour-
nalist Simon Ostrovsky in Kramatorsk (YouTube, 2014a). Speaking to another
journalist, Mozhayev also talked about his involvement in the occupation of
Crimea (7ime Magazine, 2014).

e Igor Georgiyevskiy, a resident of Simferopol, is visible in the background of
Ostrovsky’s video and was also photographed together with Mozhayev by photo-
journalist Maxim Dondyuk (Ukrainska Pravda, 2014). He was later identified by
Ukrainian activists through his social media profile, where he posted personal
information and pictures of himself among paramilitary forces in Crimea
(Garmata.org, 2014).

e Four other members of Girkin’s group, Andrey Savelyev, Vadim Ilovchenko, Igor
Druz and Dmitriy Zhukov, appeared together in Crimea’s Sevastopol at a promo-
tion event for a book written by Savelyev (YouTube, 2019a). At this event,
Savelyev, Druz and Zhukov described themselves as pro-Russian residents of
Kyiv who went to Crimea after the Euromaidan revolution and participated in the
Russian takeover under Girkin’s command before following him to Sloviansk.
Ilovchenko described himself as a Crimean Cossack leader. He said he met Igor
Girkin in early March, served with him in Crimea, and followed him to Sloviansk.
These basic facts of the four militiamen’s accounts are consistent with two inves-
tigative articles on their identity and background published by Ukrainian journal-
ists (Espreso TV, 2018; TSN, 2019).

According to Girkin, the group that he led from Crimea to Sloviansk comprised a total of
54 men (YouTube, 2020: 57:48). Background information on many group members
remains patchy or non-existent. Nevertheless, the described social media evidence on 11 of
them offers considerable insights into the group’s composition. It suggests that Girkin’s
men were recruited primarily from the paramilitary forces which supported the Russian
takeover of Crimea. These forces included Russian military and intelligence veterans as
well as residents of Crimea and some pro-Russian activists from Kyiv. However, as
Crimean Cossack leader Vadim Ilovchenko openly admitted, paramilitary groups in Crimea
coordinated their actions with Russia’s intelligence agencies from the very beginning of the
operation (YouTube, 2019a: at 33:15). There is no reason to doubt his words. In a March
2015 Russian TV documentary, Vladimir Putin himself admitted that the takeover of
Crimea was planned in the Kremlin and that Russia’s military and security apparatus was
in charge of its implementation (Rossiya 24, 2015: from 1:47, from 1:06:44 and at 1:13:32).
Hence, it is almost certain that any paramilitary group assisting the Russian takeover was
under the close supervision of Russian state structures.

Evidence that the men who occupied Sloviansk and Kramatorsk were the same people
who helped the Russian state annex Crimea shifts the burden of proof from H2 to HI.
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Against the backdrop of this evidence, the hypothesis that Girkin’s group continued to
act on behalf of the Russian state is both simpler and less extraordinary than the hypoth-
esis that they went rogue and acted on their own. In the absence of evidence to the con-
trary, it appears unlikely that a paramilitary group that collaborated with Russia’s security
services was able to travel from Crimea to the Donbas without their knowledge and
approval. This does not necessarily imply that Girkin and his group were following an
explicit command from the Russian state when they moved to the Donbas. However, this
is of secondary importance, as this article will discuss further below.

Updating Stage 2: The oligarch and the ‘Prime Minister’

The second stage of updating draws on a series of recordings that the SBU published on
14 April 2014. According to the SBU, the recordings were phone conversations of mili-
tiamen in Sloviansk that were intercepted the previous day. In one of the recordings, a
person addressed as ‘Strelok’ reports to a person addressed as ‘Konstantin Valeriyevich’
about an armed clash with Ukrainian security operatives (YouTube, 2014b: from 04:05).
Strelok says that his group fired at three cars. In response, Konstantin Valeriyevich asks
if Strelok has ‘briefed Aksyonov’. After Strelok says that he has not been able to get hold
of Aksyonov, Konstantin Valeriyevich tells him to keep trying but also mentions that
Aksyonov ‘will land here tonight’ and that he ‘will meet with him tomorrow’.

The voices in the recording almost certainly belong to Igor Girkin (call sign Strelok)
and Konstantin Valeriyevich Malofeyev, a Russian oligarch and campaigner for con-
servative Russian Orthodox values. The recording is almost certainly an authentic con-
versation between these two men for the following reasons:

1. Although Malofeyev denied collaborating with Girkin in Sloviansk and
Kramatorsk, he admitted in a newspaper interview that Girkin used to work for
him and had travelled with him to Kyiv as recently as January 2014 (Vedomosti,
2014). Girkin confirmed this and even admitted that Malofeyev had financed him
during the Crimean operation and that he had bought the combat gear for the
Sloviansk operation with Malofeyev’s money (YouTube, 2020: from 28:15 and
from 1:20:40).

2. Russian journalist Oleg Kashin wrote that he had met Girkin in Crimea in early
March as a senior member of Crimean ‘Prime Minister’ Sergey Aksyonov’s staff
(Sputnik i Pogrom, 2014a, 2014b, 2014c). Girkin himself confirmed that he
closely collaborated with Aksyonov in Crimea (YouTube, 2020: from 28:45) and
even admitted that he went to Sloviansk ‘with Aksyonov’s direct support’
(YouTube, 2020: at 52:52).

3. According to a Crimean news agency, Aksyonov participated in an event in
Crimea on the morning of 13 April (KrymInform, 2014). According to the
Kremlin’s official website, he met Vladimir Putin in Moscow the following day
(Kremlin.ru, 2014). This is in line with Malofeyev’s description of Aksyonov’s
travel plans, assuming that Malofeyev was in Moscow at the time of the
conversation.
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4. Girkin’s description of the armed clash near Sloviansk matches footage from the
scene that was shown on Russian TV channel LifeNews, which features three
damaged cars (YouTube, 2014f).

5. The SBU published its recordings on 14 April. Fabricating a recording with plau-
sible voice imitations and the observed degree of detail within a day does not
seem realistic, especially given that the SBU was facing a crisis situation at the
time.

The fact that Girkin reported back to Malofeyev and Aksyonov after the occupation of
Sloviansk further decreases the probability that Girkin’s group stopped acting as an agent
of the Russian state after moving from Crimea to the Donbas. The amicable, respectful
tone of the conversation between Girkin and Malofeyev, combined with Girkin’s claim
that Aksyonov supported his actions, make it sighly unlikely that Girkin was no longer
acting on behalf of the two men. In turn, there is only a remote chance that Malofeyev
and Aksyonov did not coordinate their actions with the Kremlin. Malofeyev’s links to the
Kremlin are corroborated by a set of leaked emails published by Ukrainian activists and
attributed to Kremlin officials. According to these emails, Malofeyev had met Kremlin
advisers Sergey Glazyev and Vladislav Surkov in late 2013 to discuss ways to prevent
Ukraine’s integration with the West (Hosaka, 2018: 361, 2019: 753-755). Hosaka (2018:
322-323) reports that he examined the context, content and metadata of sample emails
and is confident that the leak is authentic. Of course, there remains a chance that he is
mistaken and the emails are fabrications, but this can be considered unlikely. Hence,
combined with the general proximity between oligarchs and the state in modern Russia,
the emails are strong evidence that Malofeyev acted with Kremlin approval. Crimean
‘Prime Minister’ Sergey Aksyonov’s links to the Kremlin are even clearer. According to
Russian law, Aksyonov was heading a newly incorporated Russian Federation subject.
This means that a newly appointed Russian state official was directly involved in the
Sloviansk operation and met Vladimir Putin one day after the first armed clash.
Considering Aksyonov’s dependence on the Kremlin, it is hard to imagine that he risked
acting without Putin’s knowledge or against his wishes. For these reasons, Girkin’s con-
tinuing communication with Malofeyev and Aksyonov after the start of the Sloviansk
operation increases the probability of H2 to highly likely and make it highly unlikely that
HI is correct.

Updating Stage 3: Refuge in Russia

The third and final stage of updating draws on the absence of any actions by the Russian
authorities to restrict or sanction the activities of Girkin, Malofeyev, or Aksyonov. If
Girkin’s armed group and its backers acted without the knowledge and the support of the
Russian authorities, it could be expected that the Russian state take actions to either stop
their activities or punish them. Neither was the case. In the years that followed, Girkin
and Malofeyev lived in Moscow without ever facing an investigation. On the contrary,
Girkin was able to create his Novorossiya Movement within Russia’s strictly regulated
NGO environment. Andrey Savelyev was able to publish a book on how he fought for
Girkin’s group at the age of 16 and promote it in Russia and Crimea together with his
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former comrades-in-arms. Aksyonov is still leading Crimea at the time of writing. Added
to the previous two stages of updating, this inaction on the part of the Russian authorities
makes it almost certain that Girkin and his group acted as agents of the Russian state. It
leaves only a remote chance that they participated in the conflict as non-state actors who
were part of a domestic separatist movement.

Caveats: Informality and local support

Although the available online media evidence strongly supports H2, the explanatory
power of the causal mechanism associated with this hypothesis comes with two impor-
tant caveats. Firstly, the causal mechanism does not specify whether the Kremlin ordered
or merely approved Girkin’s Donbas operation. This question is left open deliberately
because conclusive evidence in relation to it is virtually impossible to find. Any official
order to intervene in the Donbas would al/most certainly be a top-secret matter that none
of those involved would consider disclosing. If any written documentation of such an
order exists, it is a/most certainly stored in Russian intelligence archives and remains
inaccessible for the foreseeable future. At the same time, several subject matter experts
argue that the informal practices of Russia’s security apparatus avoid explicit orders and
make it difficult to draw a dividing line between command and approval. According to
Russian journalist Oleg Kashin, Putin may have told Malofeyev to ‘do whatever’ rather
than giving precise instructions (Kashin et al., 2014). This is in line with the assessment
of former Kremlin consultant Gleb Pavlovsky (2016), who argues that the Putin regime’s
‘new governance style relies on indirection and interpretation rather than command and
control’. Pavlovsky highlights the importance of ‘ofmashka, which can be translated as
“go-ahead,” implying not so much an order as a license to act in a desired direction.’
Bellingcat’s lead Russia investigator Christo Grozev (2020) makes a similar point, argu-
ing that the Russian state outsources interference abroad to private actors, who offer
‘competing, but always deniable, solutions to the Kremlin, and enjoy significant free-
dom’. All these interpretations appear plausible, but, like the potential existence of an
explicit order, they are extremely difficult to prove. However, the question of who exactly
initiated the Sloviansk operation is of secondary importance. Following the historical
explanation paradigm of abnormalism (Roberts, 1996: 96-99), Kremlin knowledge and
approval of the operation is sufficient to establish Russian state responsibility as its pri-
mary cause. It is not surprising that there were some actors in Russia who were willing
to intervene in Ukraine for ideological reasons. Far more abnormal, and hence more
important as a cause, is the fact that the Russian state was prepared to approve and sup-
port their actions, de facto co-opting them to act on its behalf.

The second caveat that has to be addressed is the role of local residents supporting
Girkin’s intervention. Girkin claims that ‘about 300 activists were ready and waiting
when we arrived’ (Svobodnaya Pressa, 2014). This number may be exaggerated, but the
claim that a group of local separatists was ready to actively support Girkin is in line with
the available evidence. Video footage from Sloviansk from 12 April not only shows
cheering local bystanders but also a group of people in civilian clothing, who help the
armed men guard the occupied police station (YouTube, 2014g). However, it is undis-
puted that Girkin’s men not only initiated the Sloviansk operation, but also remained in
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charge of the separatist forces in the area until their forced withdrawal in early July.
Moreover, there is no evidence that local separatist activists in Sloviansk would have
been able and willing to organize an armed occupation on their own if Girkin’s group had
not come. Hence, even though Girkin’s group depended on local support, the abnormal-
ism paradigm points to Girkin’s intervention as the primary condition for the occupation
and the subsequent escalation of the conflict. In the context of the political situation in
eastern Ukraine in April 2014, it is not surprising that there were some activists in
Sloviansk and Kramatorsk, who were willing to support a Russian intervention. The
arrival of a group of heavily armed men from Russia is far more disruptive to the normal
course of events than the fact that a group of locals was willing to jump on this group’s
bandwagon.

Hence, despite these two caveats, an informal Bayesian analysis of the available
online media evidence strongly suggests that the crossing of the threshold between peace
and armed conflict in the Donbas was primarily the result of Russian intervention. A
more detailed account of the causal dynamics at play should mention the difficulty of
tracing decision-making processes within the Russian elite and the fact that the interven-
tion was supported by locals, while stressing the secondary nature of these factors. A
reductionist account aiming to single out the most significant factor should focus on the
intervention sequence.

Conclusion

This article has demonstrated how social scientists can use online media to gain a better
understanding of the causes of war. It has argued that the internet is a treasure trove of
information rather than just a propaganda dump. Online sources have provided conflict-
studies researchers with access to valuable primary data from conflict zones on an
unprecedented scale. This information has the potential to greatly improve case-study
research on the causes of war. Harnessing this potential, however, requires methodologi-
cal rigour and argumentative transparency. This means that process-tracing research on
armed conflict needs to pay additional attention to source criticism and Bayesian
updating.

For this purpose, this article has proposed a forensic approach to process tracing that
incorporates OSINT analysis into the methodology. This digital forensic process tracing
enables transparent and methodologically rigorous case-study research that can deliver
reliable findings even in murky information environments. It sheds light on causal pro-
cesses while making use of the internet’s full potential as an access route to primary
information from conflict zones.

This article has used the proposed methodology to analyse the occupation of Sloviansk
and Kramatorsk — an important critical juncture in the Donbas conflict. The analysis has
shown that, in the light of the available online media evidence, it is almost certain that
the primary cause of these events were the actions of an armed group that was an agent
of the Russian state. Local separatist activism played a secondary, auxiliary role.

This finding represents a serious obstacle for the hypothesis that the Donbas conflict
is primarily a domestic phenomenon that was caused by local separatist forces. The pre-
sent case study proves that Russian intervention was the primary cause for the conflict’s
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first armed clash and its first battle-related casualty. However, this is only one piece in a
much larger puzzle. The occupation of Sloviansk and Kramatorsk was followed by out-
breaks of violence in many other parts of the region (Hauter, 2021b: 154, 158—160). This
means that more research is required to assess the interplay of local factors and Russian
intervention throughout the conflict’s formative phase. Nevertheless, the findings of the
present case study are an important component of this bigger picture and the methodol-
ogy developed in this article offers a solid foundation for further investigations of other
episodes of the conflict.

Moreover, the forensic methodology proposed in this article has potential beyond the
case of the Donbas. It can be used to research causal processes in any conflict that has
been subject to extensive first-hand coverage on the internet. An obvious example is the
war in Syria, where digital forensic process tracing could be used for a variety of pur-
poses: to identify shifts in the composition and strategy of different rebel groups, to
evaluate the impact of foreign intervention on the course of the conflict, or to track the
use of chemical weapons. A large quantity of potentially useful OSINT has been gath-
ered and catalogued by the Syrian Archive project. Similarly, digital forensic process
tracing could yield valuable insights into the alleged intervention of Russian state-spon-
sored mercenaries in several African countries. Another topical case is the latest escala-
tion of violence in Nagorno-Karabakh in autumn 2020, which was subject to intense
media scrutiny while Armenia and Azerbaijan and their respective allies were pushing
contradicting accounts of events. This list of potential cases is by no means exhaustive.

Finally, the use of elements of digital forensic process tracing at the data-gathering
stage of a research project may also benefit scholars who use frequentist approaches. The
use of source criticism and informal Bayesian analysis could significantly improve the
quality of event data on war. Treating data points as mini case studies would enable more
precise coding and the inclusion of a wider range of sources in conflict datasets. Naturally,
this would also increase the workload involved in the creation of such datasets. However,
the combination of abundance and murkiness that characterizes information on armed
conflict in the social media age could make this effort worth the while. In any case, the
internet’s dominance over the information environment in which armed conflict takes
place is highly unlikely to disappear, which means that the importance of digital forensic
process tracing for research on war will only grow.
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