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ARTIFICIAL INTELLIGENCE AND THE ARTICLE 36 LEGAL 
REVIEW 

RUSSELL BUCHAN* 

ABSTRACT 
This article examines the application of the Article 36 legal review 

obligation to new weapons, means, or methods of warfare that make use of 
artificial intelligence. This article assesses: the customary international law 
status of Article 36; who must conduct legal reviews; what must be reviewed; 
when a legal review must occur; the legal standards against which reviews must 
take place; and the conduct and nature of legal reviews. This article argues that, 
properly interpreted, legal reviews under Article 36 should be seen as a dyadic 
process that can help inform commanders as to how complex and high-powered 
technologies such as artificial intelligence can be used lawfully on the 
battlefield. 
  

 
*Russell Buchan is Professor of International Law at the University of Reading (United Kingdom), 
Senior Fellow at the NATO Cooperative Cyber Defence Centre of Excellence (Estonia), and former 
Senior Fellow at the Lieber Institute at West Point Military Academy (USA). Contact: 
r.buchan@reading.ac.uk. 
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I.  INTRODUCTION 
Artificial Intelligence (“AI”) has been progressively woven into all aspects 

of daily life and is “revolutionizing” the way we live.1 States have recognized 
the benefits of AI and routinely leverage it in pursuit of their national security 
interests. This is particularly the case in the military sector and, as recent armed 
conflicts demonstrate (e.g., the 2022 Russia-Ukraine and 2023 Israel-Hamas 
wars), AI is becoming a central feature of modern warfare.2 This trend will only 
continue as States (as well as the private sector) invest enormous amounts of 
resources into the development of military AI.3 As Russian President Vladimir 
Putin has ominously observed, “[w]hoever becomes the leader in this sphere will 
become the ruler of the world.”4 

Although a rather crude distinction, military AI generally takes two forms. 
First, AI can be used as a decision-support system. The purpose of such systems 
is to help humans make better decisions, especially in complex and data-heavy 
environments where decisions need to be taken quickly.5 Typical examples in 
this regard include AI-enabled technologies that collect, analyze, and 
disseminate intelligence; identify and track targets for attack; diagnose problems 
within existing systems; predict outcomes; and propose courses of action while 
assessing their risks and benefits.6 

Second, AI can take the form of a decision-making system. Once deployed, 
these systems can make and execute decisions without the need for additional 
human input.7 A well-known example is so-called lethal autonomous weapons 
 
 1. Press Release, U.N. Secretary-General, Secretary-General Tells Security Council That 
‘AI’ Must Never Equal ‘Advancing Inequality’, Urging Safe, Secure, Inclusive Future for 
Technology, U.N. Press Release SG/SM/22500 (Dec. 19, 2024). 
 2. David Kirichenko, Artificial Intelligence’s Growing Role in Modern Warfare, WAR ROOM 
(Aug. 21, 2025), https://warroom.armywarcollege.edu/articles/ais-growing-role/ [https://perma.cc 
/4NVY-CBQ7]. 
 3. For an overview of the United States’ spending on military AI, see Anna Miskelley, 
Budget Trends and the Future of AI in U.S. Defense, DEF. AND SEC. MONITOR (Mar. 11, 2025), 
https://dsm.forecastinternational.com/2025/03/11/budget-trends-and-the-future-of-ai-in-u-s-de  
fense/ [https://perma.cc/PU85-SAZS]. On private sector investment in military AI, see NGOR 
LUONG, REBECCA GELLES & MELISSA FLAGG, CTR. FOR SEC. AND EMERGING TECH., MAPPING 
THE AI INVESTMENT ACTIVITIES OF TOP GLOBAL DEFENSE COMPANIES 7 (2021), https://cset. 
georgetown.edu/publication/mapping-the-ai-investment-activities-of-top-global-defense-com 
panies/ [https://perma.cc/R5YY-QCR9]. 
 4. Radina Gigova, Who Vladimir Putin Thinks Will Rule the World, CNN (Sep. 2, 2017), 
https://edition.cnn.com/2017/09/01/world/putin-artificial-intelligence-will-rule-world [https://per 
ma.cc/9T5S-7ZC7]. 
 5. EMELIA S. PROBASCO ET AL., CTR. FOR SEC. AND EMERGING TECH., AI FOR MILITARY 
DECISION-MAKING 1, 11, 14 (2025), https://cset.georgetown.edu/publication/ai-for-military-deci 
sion-making/ [https://perma.cc/9HRD-6NVE]. 
 6. Id. at 11. 
 7. Col. Jason N. Adler, Modernizing Military Decision-Making: Integrating AI into Army 
Planning, MIL. REV. 1, 5 (2025). 
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systems, which can select and engage targets without the need for further human 
intervention.8 There has also been a dramatic rise in AI-enabled computer 
software that can autonomously target an adversary’s computer networks, 
systems, and data.9 

Article 36 of Additional Protocol I 1977 to the Four Geneva Conventions 
1949 is one of the few rules of international humanitarian law that apply during 
peacetime as well as wartime. It provides: 

In the study, development, acquisition or adoption of a new weapon, means or 
method of warfare, a High Contracting Party is under an obligation to determine 
whether its employment would, in some or all circumstances, be prohibited by 
this Protocol or by any other rule of international law applicable to the High 
Contracting Party.10 

Article 36 imposes a binding obligation on States parties to carry out legal 
reviews to prevent new weapons, means, or methods of warfare from entering 
the battlefield that would breach international law in all circumstances, or to 
impose restrictions or conditions on their use that would breach international law 
in some circumstances.11 In this way, Article 36 performs an important 
gatekeeping role. Yet, the drafters of Additional Protocol I did not define key 
terms contained in Article 36 and this has led to considerable disagreement 
among States and scholars as to the nature, content, and scope of this provision.12 
With this in mind, this article seeks to shed light on the meaning of Article 36 
and, in particular, to explore its application to AI-enabled systems. 

 
 8. BONNIE DOCHERTY, HUM. RTS. WATCH, LOSING HUMANITY: THE CASE AGAINST 
KILLER ROBOTS 2–3 (2012), https://www.hrw.org/report/2012/11/19/losing-humanity/case-
against-killer-robots [https://perma.cc/E4XE-2B8R]. 
 9. As an early example, see Stuxnet; Jonathan Fildes, Stuxnet worm ‘targeted high-value 
Iranian assets’, BBC (Sep. 23, 2010), https://www.bbc.com/news/technology-11388018 [https:// 
perma.cc/8RB5-TRLS]. See also Jeff Sims, Introducing EyeSpy: A Cognitive Threat Agent, HYAS 
(Aug. 1, 2023), https://www.hyas.com/blog/eyespy-proof-of-concept [https://perma.cc/6FMQ-CE 
L4]. 
 10. Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the 
Protection of Victims of International Armed Conflicts (Protocol I) art. 36, June 8, 1977, 1125 
U.N.T.S. 3, 21 [hereinafter Additional Protocol I]. 
 11. KATHLEEN LAWAND, INT’L COMM. OF THE RED CROSS, A GUIDE TO THE LEGAL REVIEW 
OF NEW WEAPONS, MEANS AND METHODS OF WARFARE: MEASURES TO IMPLEMENT ARTICLE 36 
OF ADDITIONAL PROTOCOL I OF 1977, at 4 (2006), https://www.icrc.org/sites/default/files/external 
/doc/en/assets/files/other/icrc_002_0902.pdf [https://perma.cc/NDH7-8H7L]. 
 12. See, e.g., Justin McClelland, The Review of Weapons in Accordance with Article 36 of 
Additional Protocol I, 85 IRRC 397, 404 (2003). 
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II.  THE CUSTOMARY STATUS OF ARTICLE 36 
As a matter of treaty law, Article 36 is binding on States parties to Additional 

Protocol I. One argument is that Article 36 is reflective of customary 
international law because it is supported by a widespread, representative, and 
consistent State practice coupled with opinio juris.13 Whether the legal review 
obligation is established in customary law is a difficult question to answer 
because of the so-called “Baxter paradox”; namely, that where there are so many 
States parties to a treaty, there is little room for State practice and opinio juris to 
develop outside of it.14 

One way in which international courts and tribunals have sought to resolve 
this paradox is to determine that “very widespread and representative 
participation” in a treaty gives rise to a large body of State practice and signals 
the emergence of a communal opinio juris which, together, combine to create a 
parallel rule of customary law.15 Indeed, the argument that widely ratified 
treaties can be used to identify customary law is particularly compelling where 
the provision in question is contained in “successive treaties.”16 It is therefore 
significant that a legal review obligation was contained in the St. Petersburg 
Declaration in 186817 and again in Additional Protocol I in 1977, and that over 
170 States are party to Additional Protocol I.18 

Using this approach to determine that Article 36 has crystallized as custom 
raises two problems, however. First, “[f]ewer than 20 countries worldwide are 
known to conduct legal reviews of new weapons,”19 which means that many 
States parties to Additional Protocol I (probably) do not meet their Article 36 
obligation.20 This means that there is a disconnect between the number of States 
parties bound by Article 36 and those who actually comply with it. 

 
 13. Fausto Pocar, To What Extent is Protocol I Customary International Law?, 78 INT’L L. 
STUD. 337, 338 (2002). 
 14. Richard R. Baxter, Treaties and Custom, 129 RECUEIL DES COURS DE L’ACADÉMIE DE 
DROIT INT’L 25, 64 (1970). 
 15. North Sea Continental Shelf Cases, Judgment, 1969 I.C.J. 3, ¶ 73 (Feb. 20); Legality of 
the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 I.C.J. 226, ¶ 82 (July 8). 
 16. Int’l Law Comm’n, Draft Conclusions on Identification of Customary International Law, 
with Commentaries, at 143, U.N. Doc. A/73/10 (2018); COMM. ON FORMATION OF CUSTOMARY 
(GENERAL) INT’L L., INT’L L. ASS’N, FINAL REPORT OF THE COMMITTEE: STATEMENT OF 
PRINCIPLES APPLICABLE TO THE FORMATION OF GENERAL CUSTOMARY INTERNATIONAL LAW 
48–49 (2000). 
 17. Declaration Renouncing the Use, in Time of War, of Explosive Projectiles Under 400 
Grammes Weight, Dec. 11, 1868, 138 Consol. T.S. 297. 
 18. Additional Protocol I, supra note 10. 
 19. Patrick Griffiths, Keeping Up with Conflict: Weapons Reviews and The Laws of War, THE 
STRATEGIST (July 11, 2019), https://www.aspistrategist.org.au/keeping-up-with-conflict-weapons-
reviews-and-the-laws-of-war/ [https://perma.cc/4FSH-UTMU]. 
 20. “[T]he vast majority [of States] do not have a weapon review procedure (despite the fact 
that this is a requirement as a matter of law.” VINCENT BOULANIN, STOCKHOLM INT’L PEACE 
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Second, when relying on widely ratified and successive treaties to identify 
custom, the practice of non-State parties is very important and must be given 
particular weight. In short, the question is whether State practice and opinio juris 
external to the treaty confirms or undermines the customary nature of the rule.21 
With regard to non-State parties to Additional Protocol I, only Israel and the 
United States are known to carry out legal reviews. Even then, the United States 
performs legal reviews as a matter of “policy” rather than law,22 and has 
expressly stated that it “does not regard Article 36 as reflecting customary 
law.”23 Israel seems to adopt a similar approach. Even though Israel extols the 
benefits of legal reviews, it stops short of declaring that Article 36 is a customary 
obligation: 

Notwithstanding that Israel is not a party to the First Additional Protocol to the 
Geneva Conventions, and as such is not bound by Article 36 of that Protocol, 
Israel is of the view that applying legal reviews to new weapons is the best 
instrument for a State to ensure that it uses only lawful means of warfare during 
armed conflicts.24 

A different argument maintains that Common Article 1 to the Geneva 
Conventions – which is also established in customary international humanitarian 
law25 – requires a legal review because it obliges States parties “to respect and 
to ensure respect” for international humanitarian law. For example, in 2019 the 
International Committee of the Red Cross (“ICRC”) explained: “In the ICRC’s 
view, the requirement to carry out legal review of new weapons also flows from 

 
RSCH. INST., IMPLEMENTING ARTICLE 36 WEAPONS REVIEWS IN THE LIGHT OF INCREASING 
AUTONOMY IN WEAPON SYSTEMS 2 (2015), https://www.sipri.org/sites/default/files/files/insight/ 
SIPRIInsight1501.pdf [https://perma.cc/97VQ-B8RQ]. 
 21. Military and Paramilitary Activities in and against Nicaragua (Nicar. v. U.S.), Judgment, 
1986 I.C.J. 14, 531 (June 27) (Jennings, R., dissenting). 
 22. OFF. OF THE GEN. COUNS., U.S. DEP’T OF DEF., LAW OF WAR MANUAL § 16.6, at 1038 
(emphasis added) (“DoD policy requires the legal review of the acquisition of weapons or weapon 
systems.”). 
 23. Chairperson’s Summary 98 (United States position) (Grp. of Governmental Experts on 
Emerging Tech. in the Area of Lethal Autonomous Weapons Systems, U.N. Doc. 
CCW/GGE.1/2020/WP.7, 2021), https://docs.un.org/en/CCW/GGE.1/2020/WP.7 [https://perma.c 
c/MTX5-3CJN]. 
 24. Maya Yaron (Deputy Permanent Representative to the Conference on Disarmament), 
Statement on Lethal Autonomous Weapons Systems (LAWS) Weapons Legal Review, ISR. (Apr. 13, 
2016), https://docs-library.unoda.org/Convention_on_Certain_Conventional_Weapons__Informal 
_Meeting_of_Experts_(2016)/2016_LAWS_%2BMX_ChallengestoIHL_Statements_Israel.pdf 
[https://perma.cc/K3LN-WXUK]. 
 25. JEAN-MARIE HENCKAERTS & LOUISE DOSWALD-BECK, CUSTOMARY INTERNATIONAL 
HUMANITARIAN LAW STUDY VOLUME 1: RULES 139 (2009). 
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the obligation to ensure respect for IHL under Article 1 common to the Geneva 
Conventions.”26 

The obligation contained in Common Article 1 and customary law requires 
States to guarantee that all actors whose conduct is attributable to them under 
international law respect international humanitarian law and, moreover, that 
States do everything possible to ensure that everyone on their territory or under 
their jurisdiction complies with international humanitarian law.27 In my view, 
this obligation requires States to prevent their militaries from deploying 
weapons, means, or methods of warfare onto the battlefield that would breach 
international humanitarian law in all circumstances or to impose limitations or 
conditions on their use that would breach international humanitarian law in some 
circumstances. It therefore seems clear that this obligation requires States to 
conduct legal reviews before new weapons, means, or methods of warfare are 
fielded. That said, it is “fallacious” to suggest that the obligation to respect and 
ensure respect for international humanitarian law imposes a duty on States that 
is identical to the one contained in Article 36.28 As already indicated, Article 36 
imposes a far broader obligation on States to review new weapons, means, or 
methods of warfare while they are being studied, developed, or acquired (rather 
than just prior to their adoption), and that new weapons, means, or methods must 
be reviewed against any rule of international law applicable to the State (rather 
than just international humanitarian law). 

III.  WHO CONDUCTS LEGAL REVIEWS? 
The next question is who must conduct a legal review under Article 36. 

According to the ICRC’s commentary on Additional Protocol I, Article 36 
“implies the obligation to establish internal procedures for the purpose of 
elucidating the issue of legality.”29 While a number of States have reportedly 
established standing review committees, this is not required by Article 36.30 
Committees can therefore be established ad hoc, or reviews can be carried out 
by lone individuals (such as Ministry of Defense officials). In fact, even 

 
 26. INT’L COMM. OF THE RED CROSS, INTERNATIONAL HUMANITARIAN LAW AND THE 
CHALLENGES OF CONTEMPORARY ARMED CONFLICTS 28 (Oct. 2019), https://rcrcconference.org/ 
app/uploads/2019/10/33IC-IHL-Challenges-report_EN.pdf [https://perma.cc/2RFA-LCVQ]. 
 27. Frits Kalshoven, The Undertaking to Respect and Ensure Respect in All Circumstances: 
From Tiny Seed to Ripening Fruit, 2 Y.B. INT’L HUM. L. 3, 60 (1999). 
 28. Natalia Jevglevskaja, Weapons Review Obligation under Customary International Law, 
94 INT’L L. STUD. 186, 217 (2018). 
 29. CLAUDE PILLOUD ET AL., COMMENTARY ON THE ADDITIONAL PROTOCOLS OF 8 JUNE 
1977 TO THE GENEVA CONVENTIONS OF 12 AUGUST 1949 ¶ 1470, at 424 (Yves Sandoz, Christophe 
Swinarski & Bruno Zimmerman eds., 1987). 
 30. “Establishing and maintaining a weapon review programme is more important than the 
form it takes.” W. Hays Parks, Conventional Weapons and Weapons Reviews, 8 Y.B. INT’L HUM. 
L. 55, 107 (2005). 
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battlefield commanders can perform legal reviews, and would probably do so in 
conjunction with legal advisors who must be made available to them when 
necessary under Article 82 of Additional Protocol I.31 

The critical issue is that whoever conducts a legal review, whether a standing 
committee, a State official, or a commander, must have the necessary legal 
expertise to determine whether the new weapon, means, or method of warfare is 
compliant with international law. As will be explained below, international law 
expertise must extend beyond international humanitarian law and cover all 
relevant international legal rules and regimes binding on the State. 

Article 36 requires a legal review, which means that reviewers do not have 
to be healthcare, environmental, or technology experts. That said, they must 
have a sufficiently “good grasp” of the weapon, means, or method of warfare to 
enable them to conduct an effective legal review.32 In particular, they must be 
able to understand the training processes that have been carried out as well as 
the test results, computer modelling, laboratory studies, healthcare assessments, 
environmental implications, ballistics information, technical specification of a 
weapon, functionality of a weapon, likely effects of a weapon, and so forth.33 

The reality, then, is that reviewers have to work closely with the relevant 
experts when undertaking legal reviews, and such experts may form part of the 
review committee itself or be consulted on an ad hoc basis.34 Where new 
weapons, means, or methods of warfare have been developed by the private 
sector, reviewers may need to consult with industry representatives in order to 
determine international law compliance. Clearly, when it comes to AI-enabled 
technologies, this may mean that legal reviews by commanders on the battlefield 
(even in conjunction with their legal advisors) do not have the requisite technical 
knowledge—or, as a practical matter, cannot engage with the relevant technical 
experts—to determine whether the new weapon, means, or method of warfare is 
compliant with international law. Of course, much depends on the complexity 

 
 31. Nicholas Tsagourias & Giacomo Biggio, The Regulation of Cyber Weapons, in RESEARCH 
HANDBOOK ON INTERNATIONAL ARMS CONTROL LAW 441, 442–43 (Eric P.J. Meyer & Thilo 
Marauhn eds., 2022). The majority of the Tallinn Manual 2.0 experts concluded that “the advice of 
a legal advisor at the relevant level of command . . . [can] suffice in lieu of a formal legal review.” 
TALLINN MANUAL 2.0 ON THE INTERNATIONAL LAW APPLICABLE TO CYBER OPERATIONS 465 
(Michael N. Schmitt & Liis Vihul eds., 2017) [hereinafter Tallinn Manual 2.0]. 
 32. “They must have a good grasp of computer science, robotics, biotechnology and 
neuroscience.” VINCENT BOULANIN & MAAIKE VERBRUGGEN, STOCKHOLM INT’L PEACE RSCH. 
INST., ARTICLE 36 REVIEWS: DEALING WITH THE CHALLENGES POSED BY EMERGING 
TECHNOLOGIES 33 (2017), https://www.sipri.org/sites/default/files/2017-12/article_36_report_17 
12.pdf [https://perma.cc/EJX4-74CG]. 
 33. LAWAND, supra note 11, at 17–20. 
 34. “Whether it is conducted by a committee or by an individual, the review should draw on 
the views of the relevant sectors and departments, and a wide range of expertise . . . a 
multidisciplinary approach, including the relevant legal, military, health, arms technology and 
environmental experts, is essential.” Id. at 22. 
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of the weapon, means, or method under review, as well as on the knowledge and 
expertise of commanders (and their legal advisors). 

But even where reviewers establish effective relationships with technical 
experts, the legal review of complex technologies such as AI may nevertheless 
face a number of challenges. First, modern AI (and especially those systems 
making use of neural networks) is often described as a “black box” technology 
insofar as developers cannot always explain why these systems act in the way 
that they do.35 This creates difficulties because test results may demonstrate that 
a weapon has a very successful track record in accurately distinguishing between 
(say) combatants and civilians. However, without a sound technical explanation 
for this empirical phenomenon, such compliance may be more luck than 
judgement. 

Second, AI-enabled systems may be trained on incomplete, limited, 
synthetic, or biased data.36 This means that these systems may act in 
unpredictable ways when deployed into environments that they have not 
previously encountered or experienced,37 which may include conduct amounting 
to a breach of international law. 

Third, even comprehensive training and testing has its limitations where an 
AI-enabled system is capable of machine learning because it can acquire, update, 
accumulate, and exploit knowledge throughout its lifecycle and thus engage in 
what is called “emergent behaviour.”38 This has led some commentators to 
characterize these high-powered technologies as “unpredictable by design.”39 
Evidently, there is a risk that these systems may engage in emergent behaviour 
that breaches international law. 

 
 35. Matthew Kosinski, What is black box AI?, IBM (Oct. 29, 2024), https://www.ibm.com/ 
think/topics/black-box-ai [https://perma.cc/FS9G-TVV6]. 
 36. LAURA BRUUN & MARTA BO, STOCKHOLM INT’L PEACE RSCH. INST., BIAS IN MILITARY 
ARTIFICIAL INTELLIGENCE AND COMPLIANCE WITH INTERNATIONAL HUMANITARIAN LAW 5–8 
(2025), https://www.sipri.org/sites/default/files/2025-08/0825_ai_military_bias.pdf [https://perma. 
cc/9X7C-PB6E]. 
 37. ZACHARY ARNOLD & HELEN TONER, CTR. FOR SEC. AND EMERGING TECH., AI 
ACCIDENTS: AN EMERGING THREAT. WHAT COULD HAPPEN AND WHAT TO DO 7 (2021), 
https://cset.georgetown.edu/publication/ai-accidents-an-emerging-threat/ [https://perma.cc/8M48-
CRSV]. 
 38. Jakub Kraus, Overview of Emergent and Novel Behaviour in AI Systems, CTR. FOR AI 
POL’Y (Mar. 26, 2024), https://www.centeraipolicy.org/work/emergence-overview [https://perma. 
cc/D6BN-BLRT]. 
 39. VINCENT BOULANIN ET AL., STOCKHOLM INT’L PEACE RSCH. INST. & INT’L COMM. OF 
THE RED CROSS, LIMITS ON AUTONOMY IN WEAPONS SYSTEMS: IDENTIFYING PRACTICAL 
ELEMENTS OF HUMAN CONTROL 7 (2020), https://www.sipri.org/sites/default/files/2020-06/2006_ 
limits_of_autonomy.pdf [https://perma.cc/EX7H-BX8N]. 
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Fourth, AI-enabled systems are vulnerable to adversarial attacks from 
malicious actors.40 For instance, malicious actors can hack into these systems 
during development or deployment and re-programme them to engage in 
conduct that breaches international law,41 such as attacking civilians rather than 
combatants. Malicious actors can also interfere with the appearance of a person 
or object to make it look like a lawful target of attack when in fact it is not 
(known as “evasion attacks”), such as changing the appearance of a school bus 
to trick the system into thinking that it is a military transport vehicle.42 

All of this means that close consultation between reviewers and technical 
experts will not provide a silver bullet for the legal review of AI-enabled 
systems. The aforementioned challenges impose a significant burden on the 
technical experts to satisfy reviewers that AI-enabled systems are explainable, 
predictable, and secure. Unless they can discharge this burden, reviewers may 
have to impose strict conditions on the use of AI-enabled systems, such as 
restricting their use for exclusively defensive purposes, limiting their use to 
stable and predictable environments, or requiring that these systems are subject 
to direct human control at all times while deployed. If these measures are not 
technically possible, or if they are possible but prove inadequate, a reviewer may 
determine that the new weapon, means, or method cannot be used compatibly 
with international law and thus cannot be deployed onto the battlefield. 

It should also be mentioned that, due to legitimate national security 
concerns, Article 36 reviews tend to be conducted in secret, and legal reviews 
themselves are often classified or otherwise kept confidential.43 This can lead to 
 
 40. On adversarial attacks against AI-enabled systems, see MARCUS COMITER, BELFER CTR., 
ATTACKING ARTIFICIAL INTELLIGENCE: AI’S SECURITY VULNERABILITY AND WHAT 
POLICYMAKERS CAN DO ABOUT IT 13 (2019), https://live-hksbelfer.pantheonsite.io/sites/default/ 
files/2019-08/AttackingAI/AttackingAI.pdf [https://perma.cc/7LJM-FWBN]. 
 41. See id. 
 42. Justin Gilmer et al., Motivating the Rules of the Game for Adversarial Example Research, 
ARXIV, July 20, 2018, at 8, arXiv:1807.06732 [cs.LG], https://arxiv.org/pdf/1807.06732 [https:// 
perma.cc/LY2V-9YQA]. 
 43. McClelland, supra note 12, at 414. Although some States have recently been prepared to 
share insights into how they conduct legal reviews. NETTA GOUSSAC ET AL., U. OF QUEENSLAND, 
ENHANCING THE LEGAL REVIEW OF AUTONOMOUS WEAPON SYSTEMS: REPORT OF AN EXPERT 
MEETING 14–15 (Mar. 28–30, 2023), https://espace.library.uq.edu.au/data/UQ_2bbfd31/UQ2bbfd 
31_OA.pdf?dsi_version=ff287c57af78fc1c4d0e756478bd795e&Expires=1763357635&Key-Pair-
Id=APKAJKNBJ4MJBJNC6NLQ&Signature=ZtAIzWmgpLzQ1YkpHNOeaxkZL9pAitbxYcpG
qb02tGnsKfbgPyc-wXPCcsH6iUxRR4OiIoqTy3lLm8vPDxcBhpO2dqdZISkr~Hf3QtXSE7CdTc 
c~hMsiniD4dH78H4Uz19zX1ah8JSu-dbw7n5r7mB3Zvro5fns3-kdyPcklRySISm3A~hJrHDn-ja8 
IrDBtcwL3dwbXbFv7xrtqCLRHyiZEYxMGiRmd1cE4i6CLqN3VXiqA2gnczfPbTBx0ltfESpY6
HERZrji~QGLpRXxcrQngdAb7a7r8tiCsHCmRm7coS9tCKd3vsLT1mDsAU5WKNiiS8tr-VmQ 
i-GHa2EwNhg__ [https://perma.cc/VBD6-T3DL]. See also AUSTL. GOV’T DEP’T OF DEF., 
AUSTRALIA’S GUIDE TO THE LEGAL REVIEW OF NEW WEAPONS, MEANS OR METHODS OF 
WARFARE 8–9 (Apr. 10, 2024), https://legalreviewportal.org/files/au/2024-04-10-adf_guide_to_art 
_36_legal_review.pdf [https://perma.cc/Q6Y9-GKS2]. 
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inconsistency in the intensity of legal reviews and also scepticism as to whether 
States actually perform them or at least conduct them in a rigorous and effective 
manner.44 These concerns are particularly heightened when it comes to AI-
enabled technologies, and especially those that can be used to autonomously 
engage targets, and thus some States and non-governmental organizations have 
called for greater transparency as to how legal reviews are carried out and for 
best practices to be shared.45 For example, several States have identified “good 
practices” in conducting legal reviews.46 As a confidence building measure, 
France has recommended that States “exchange information on their national 
legal review procedures as well as to jointly define best practices.”47 

IV.  WHAT MUST BE REVIEWED? 
Article 36 explains that “new weapons, means, or methods of warfare” must 

be reviewed.48 This raises two questions: first, what is a “weapon,” “means,” or 
“method” of warfare, and second, when is it “new.” 

A. Weapons, Means, or Methods of Warfare 
While the concept of a “weapon” is not defined by international 

humanitarian law, it is widely accepted that a weapon refers to instruments that 
can be used to conduct “attacks.”49 The concept of “attack” is defined by 
international humanitarian law and covers “acts of violence against the 
adversary, whether in offence or in defence.”50 Violence includes acts that cause 
death or injury to people or which lead to the capture, destruction, or 
neutralization of objects.51 Clearly, instruments that inflict physical harm to 

 
 44. Chairperson’s Summary, supra note 23, at 30. 
 45. Id. 
 46. Grp. of Governmental Experts on Emerging Technologies in the Area of Lethal 
Autonomous Weapons Systems, Principles and Good Practices on Emerging Technologies in the 
Area of Lethal Autonomous Weapons Systems Proposed by Australia, Canada, Japan, the Republic 
of Korea, the United Kingdom and the United States, ¶ 30, at 6, U.N. Doc. CCW/GGE.1/2022/WP.2 
(Aug. 8, 2022). 
 47. Fr., Operationalization of the 11 guiding principles at national level—Comments by 
France (July 1, 2020), https://documents.unoda.org/wp-content/uploads/2020/07/20200610-France 
.pdf [https://perma.cc/KFX7-NV8P]. 
 48. Additional Protocol I, supra note 10, art. 36. 
 49. Legal Review of Cyber Weapons, Means and Methods of Warfare, CYBER L. TOOLKIT 
(May 20, 2024), https://cyberlaw.ccdcoe.org/wiki/Legal_review_of_cyber_weapons,_means_and_ 
methods_of_warfare#cite_ref-14 [https://perma.cc/9HSL-93KD] (“Although the precise definition 
of a ‘cyber weapon’ is unsettled as yet, at the very least, all cyber tools capable of conducting 
‘attacks’ as understood in IHL, that is, acts of violence against the adversary whether in offence or 
in defence, should be considered to qualify as cyber weapons.”). 
 50. Additional Protocol I, supra note 10, art. 49(1). 
 51. YORAM DINSTEIN, THE CONDUCT OF HOSTILITIES UNDER THE LAW OF INTERNATIONAL 
ARMED CONFLICT 83–84 (3rd ed. 2016). 
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people or property in their normal or expected use can be regarded as weapons.52 
For some States, attacks also include acts that can cause virtual harm, such as 
cyber-attacks affecting the functionality of computer networks or systems or 
which delete or modify data.53 This approach means that computer software that 
causes virtual harm can be regarded as a weapon and must be reviewed. 

Moreover, State practice demonstrates that a weapon is defined broadly to 
include “weapon systems.”54 The immediate question is what forms part of the 
weapon system. This may be a rather academic question because, even if the 
system does not form part of the weapon itself, it is nevertheless likely that it 
will need to be reviewed as a means of warfare. However, determining what 
qualifies as a weapon system is important for States such as the United States, 
which only conducts legal reviews of “weapons or weapons systems” (and does 
not therefore review the means or methods of warfare more generally).55 

The critical issue is whether the system under examination forms an 
“integral element” of the weapon.56 This means that radars, sensors, and other 

 
 52. “Weapons. Chemical weapons and all conventional arms, munitions, materiel, 
instruments, mechanisms, or devices which have an intended effect of injuring, destroying, or 
disabling enemy personnel, materiel, or property.” U.S. DEP’T OF THE ARMY, REVIEW OF 
LEGALITY OF WEAPONS UNDER INTERNATIONAL LAW § 3(a) (1979). 
 53. See, e.g., Austria, Position Paper of the Republic of Austria: Cyber Activities and 
International Law 17 (2024), https://docs-library.unoda.org/Open-Ended_Working_Group_on_ 
Information_and_Communication_Technologies_-_(2021)/Austrian_Position_Paper_-_Cyber_ 
Activities_and_International_Law_(Final_23.04.2024).pdf [https://perma.cc/UW93-PK4G]; Fr., 
International Law Applied to Operations in Cyberspace 11–12 (2019), https://documents. 
unoda.org/wp-content/uploads/2021/12/French-position-on-international-law-applied-to-cyber 
space.pdf [https://perma.cc/KCP2-487W]; Ger., On the Application of International Law in 
Cyberspace 8–9 (2021), https://documents.unoda.org/wp-content/uploads/2021/12/Germany-Posi 
tion-Paper-On-the-Application-of-International-Law-in-Cyberspace.pdf [https://perma.cc/M579-
5UTB]; Basic Position of the Government of Japan on International Law Applicable to Cyber 
Operations, MINISTRY OF FOREIGN AFF. OF JAPAN 7 (May 28, 2021), https://www.mofa. 
go.jp/files/100200935.pdf [https://perma.cc/S43J-VS4A]; N.Z., The Application of International 
Law to State Activity in Cyberspace ¶ 27 (2020), https://www.mfat.govt.nz/assets/Peace-Rights-
and-Security/International-security/New-Zealands-position-statement-on-The-Application-of-In 
ternational-Law-to-State-Activities-in-Cyberspace.pdf [https://perma.cc/7D8K-FD LA]. 
 54. Denmark, for example, explains that “all weapons, weapons systems and delivery 
systems” must be reviewed. DANISH MINISTRY OF DEF., DEF. COMMAND DEN., MILITARY 
MANUAL ON INTERNATIONAL LAW RELEVANT TO DANISH ARMED FORCES IN INTERNATIONAL 
OPERATIONS 380 (2016). The United States also reviews “weapons or weapons systems.” OFF. OF 
THE GEN. COUNS., supra note 22, § 6.2. Moreover, the Netherlands and Switzerland require 
“weapons systems” to be reviewed. Neth. & Switz., Weapons Review Mechanism ¶ 28 (Grp. of 
Governmental Experts on Lethal Autonomous Weapons Systems, U.N. Doc. CCW/GGE.1/2017/ 
WP.5, 2017), https://docs.un.org/en/ccw/gge.1/2017/WP.5 [https://perma.cc/9 XTV-A5AT]. 
 55. OFF. OF THE GEN. COUNS., supra note 22, § 6.2. 
 56. Neth. & Switz., supra note 54, ¶ 8. “Weapons systems. The weapon itself and those 
components required for its operation, but is limited to those components having a direct injuring 
or damaging effect on individuals or property (including all munitions such as projectiles, small 
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software form part of the weapon system where they are critical to enabling an 
attack. For example, the Netherlands and Switzerland explain that “a targeting 
sensor which is acquired and installed as part of, or perhaps as a critical 
component of the missile systems as a whole, does need to be considered when 
reviewing that missile system.”57 

To illustrate, let us consider Israel’s Iron Dome system. Iron Dome is an 
autonomous AI-enabled air defense system that can identify projectiles entering 
Israeli airspace as missiles or mortars; predict whether they will hit populated 
areas and should be therefore neutralized; gauge when it is safe to target them 
bearing in mind falling debris; make the final decision to engage the target; and 
adjust the speed or trajectory of intercept missiles mid-flight where the speed or 
trajectory of incoming missiles changes (e.g., because of adverse weather).58 For 
me, Iron Dome can be regarded as a weapon system in its entirety because there 
is one continuous uninterrupted chain between the first step of target 
identification and the final step of target engagement. In other words, the system 
and the weapon form an integral whole. 

“Means” of warfare must also be reviewed under Article 36.59 Historically, 
“means” of warfare were often equated with “weapons” of warfare.60 The 
contemporary approach, however, is to distinguish between them. In this 
context, a “means” of warfare is typically defined as “items of equipment which, 
whilst they do not constitute a weapon as such, nonetheless have a direct impact 
on the offensive capability of the force to which they belong.”61 Whether 
equipment amounts to a means of warfare therefore depends on how it works 
and what role it will perform on the battlefield.62 

Given the contemporary nature of armed conflict, an important question is 
whether AI-enabled decision-support systems can be regarded as means of 
warfare and thus subject to legal review. Consider, for example, the Lavender, 
Where’s Daddy?, and Gospel systems used by Israel during its 2023 armed 
conflict with Hamas.63 

Lavender scans, cross-references, and fuses data in order “to mark all 
suspected operatives in the military wings of Hamas and Palestinian Islamic 
 
arms, mines, explosives, and all other devices that are physically destructive or injury producing).” 
U.S. DEP’T OF THE ARMY, supra note 52, § 3(b). See also Klaudia Klonowska, Article 36: Review 
of AI Decision-Support Systems and Other Emerging Technologies of Warfare, 23 Y.B. INT’L HUM. 
L. 123, 130–31 (2020). 
 57. Neth. & Switz., supra note 54, ¶ 8. 
 58. Sam Meredith, What is Israel’s Iron Dome? Here’s How the Missile Defense System 
Works, CNBC (June 13, 2025, at 19:39 ET), https://www.cnbc.com/2025/06/13/israel-iron-dome. 
html [https://perma.cc/WG6A-YT8W]. 
 59. Additional Protocol I, supra note 10, art. 36. 
 60. PILLOUD ET AL., supra note 29, ¶ 1463–82. 
 61. McClelland, supra note 12, at 405. 
 62. BOULANIN & VERBRUGGEN, supra note 32, at 3. 
 63. See infra notes 64–72 and accompanying text. 
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Jihad (“PIJ”), including low-ranking ones, as potential bombing targets.”64 
Human analysts then examine whether these individuals are in fact lawful 
targets, and pass their recommendations to higher-level intelligence officers who 
make the final decision on who to target.65 Targets are subsequently transmitted 
to those responsible for planning and executing attacks, and they decide when 
and where the target will be attacked and by what means the attack will be 
carried out.66 

Israel often pairs Lavender with Where’s Daddy?, which is an AI-enabled 
system that can track targets to their residences.67 The rationale for Where’s 
Daddy? is that striking targets in their residences is more effective than targeting 
them in military structures, such as underground tunnels or bunkers.68 Human 
operators then decide whether and when to launch an attack and how the attack 
will be executed.69 

Gospel is similar to Lavender insofar as it scans, cross-references, and fuses 
data in order to identify military targets.70 Human analysts then vet the 
suggestions generated by Gospel and higher-level intelligence officers make the 
final targeting decisions.71 Whereas Lavender identifies individuals who may be 
members of organized armed groups, Gospel identifies military objectives such 
as buildings, installations, fortifications, and other structures.72 

Applying the above-quoted definition of a means of warfare, commentators 
conclude that “a surveillance system will be subject to a review if it can be 
established that it collects and processes information used in the targeting 
process.”73 This means that AI-enabled decision-support systems that map 
battlefield terrain, or which are used by military aircraft or vessels for 
navigational purposes, do not qualify as a means of warfare. By contrast, 

 
 64. Yuval Abraham, ‘Lavender’: The AI Machine Directing Israel’s Bombing Spree in Gaza, 
+972 MAG. (Apr. 3, 2024), https://www.972mag.com/lavender-ai-israeli-army-gaza/ [https://per 
ma.cc/R8X7-MJTU]. 
 65. Id. 
 66. Id. 
 67. Questions and Answers: Israel’s Military’s Use of Digital Tools in Gaza, HUM. RTS. 
WATCH (Sep. 10, 2024, at 00:01 ET), https://www.hrw.org/news/2024/09/10/questions-and-
answers-israeli-militarys-use-digital-tools-gaza [https://perma.cc/U4NJ-W72Q]. 
 68. Id. 
 69. Id. 
 70. Harry Davies, Bethan McKernan & Dan Sabbagh, ‘The Gospel’: how Israel uses AI to 
select bombing targets in Gaza, THE GUARDIAN (Dec. 1, 2023, at 05:03 ET), https://www.the 
guardian.com/world/2023/dec/01/the-gospel-how-israel-uses-ai-to-select-bombing-targets 
[https://perma.cc/H7DT-QMNL]. 
 71. Id. 
 72. Michael N. Schmitt, Israel—Hamas 2024 Symposium—The Gospel, Lavender, and the 
Law of Armed Conflict, ARTICLES OF WAR (June 28, 2024), https://lieber.westpoint.edu/gospel-
lavender-law-armed-conflict/ [https://perma.cc/PS96-437U]. 
 73. BOULANIN & VERBRUGGEN, supra note 32, at 3. 



BUCHAN (DO NOT DELETE) 5/5/2026  8:09 AM 

298 SAINT LOUIS UNIVERSITY LAW JOURNAL [Vol. 70:285 

Lavender, Where’s Daddy?, and Gospel are means of warfare because they 
inform the targeting process by helping human operators identify enemy forces 
and structures.74 In this way, these systems have a direct impact on the offensive 
capability of Israel. This assessment stands even though final targeting decisions 
lie with human operators. 

“Methods” of warfare refer to the way in which a weapon or means of 
warfare will be used on the battlefield.75 It is important to note that a method of 
warfare refers to the “structural” use of a weapon or means of warfare, rather 
than to the specific tactics, techniques, and procedures used by members of the 
armed forces on the battlefield.76 For example, high-altitude bombing or the use 
of Distributed Denial of Service cyber-attacks is a method of warfare. To give 
an AI example, deploying swarms of AI-enabled drones, or kamikaze drones, to 
attack targets is a method of warfare and must be reviewed for compliance with 
international law. 

B. “New” Weapons, Means, or Methods of Warfare 
Article 36 provides that all “new” weapons, means, or methods of warfare 

must undergo legal review.77 It is uncontroversial that entirely novel weapons, 
means, or methods of warfare must be reviewed. But in my view, an existing 
weapon, means, or method of warfare can be regarded as “new” for the purpose 
of Article 36 where it is subject to “significant changes,” that is, where there is 
a material change to the weapon, means, or method of warfare.78 The emphasis 
on material change means that AI-enabled weapons, means, or methods of 
warfare do not have to be continuously reviewed throughout their lifecycle as 
some States and scholars have suggested.79 

 
 74. Damian Copeland, Rain Liivoja & Lauren Sanders, The Utility of Weapons Reviews in 
Addressing Concerns Raised by Autonomous Weapons Systems, 28 J. OF CONFLICT AND SEC. L. 
286, 306 (2023). See also Klonowska, supra note 56, at 130–31 (implying that AI-enabled decision-
support systems can be seen as means of warfare, although ultimately concluding that, for the 
purpose of Article 36, what is important is that they at least amount to methods of warfare and 
therefore require legal review). 
 75. Neth. & Switz., supra note 54, ¶ 30. 
 76. Id.; see also Tsagourias & Biggio, supra note 31, at 443. 
 77. Additional Protocol I, supra note 10, art. 36. 
 78. Tallinn Manual 2.0, supra note 31, at 466. “[A]n existing weapon that is modified in a 
way that alters its function, or a weapon that has already passed a legal review but that is 
subsequently modified.” LAWAND, supra note 11, at 10. “Where there is any change in a systems’ 
use or capability, it will be subject to further review.” U.K. MINISTRY OF DEF., UK Weapon 
Reviews (Mar. 11, 2016), https://assets.publishing.service.gov.uk/government/uploads/system/up 
loads/attachment_data/file/507319/20160308-UK_weapon_reviews.pdf [https://perma.cc/TUG3-
KT3P]. See also U.S. DEP’T OF THE ARMY, supra note 52, § 6(a)(3). 
 79. AUSTL. GOV’T DEP’T OF DEF., supra note 43, at 30 (“Article 36 legal review of AWS 
[autonomous weapons systems] will be expanded to across the AWS lifecycle, from its inception, 
through acquisition and during its in-service use.”); Copeland et al., supra note 74, at 298–99. 
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Whether a change is material is fact-dependent and requires a case-by-case 
assessment. To illustrate, if AI-enabled computer software is deployed to 
undertake passive cyber defence within a State’s own networks but is then 
modified to hack-back and pursue and engage the enemy on its own networks 
(active cyber defence), a legal review is needed. By contrast, a reduction in the 
size and weight of an Al-enabled drone to improve its fuel consumption does 
not materially affect its functionality and thus does not require a new review. 

An interesting question is whether a weapon, means, or method of warfare 
must be reviewed when there are new normative developments, that is, when a 
State’s international legal commitments change. This is important in the context 
of AI given that the development of this technology may affect the evolution of 
customary law as well as how treaties are interpreted and applied. As readers 
will be aware, States are also actively considering whether a new treaty is needed 
to govern the use of lethal autonomous weapons systems.80 

Where a State’s international law obligations change, a new legal review 
must be carried out. In fact, some States look to future legal developments in 
international law when performing legal reviews.81 This is almost certainly done 
as a cost-saving exercise because it is not worth developing new weapons, 
means, or methods of warfare that may be prohibited or substantially restricted 
by international law in the near future. Reviewing new weapons, means, or 
methods of warfare against future developments in international law is therefore 
undertaken as a matter of policy (or perhaps national law) rather than because it 
is required by Article 36. 

 
 80. For a discussion, see Charlie Trumbull, Considering a Legally Binding Instrument on 
Autonomous Weapons, LAWFARE (Oct. 28, 2024, at 14:00 ET), https://www.lawfaremedia.org/ 
article/considering-a-legally-binding-instrument-on-autonomous-weapons [https://perma.cc/U46 
D-M EX5]. 
 81. U.K. MINISTRY OF DEF., JSP 383, THE JOINT SERVICE MANUAL OF THE LAW OF ARMED 
CONFLICT ¶ 6.20.1 (2004), https://assets.publishing.service.gov.uk/media/5a7952bfe5274a2acd18 
bda5/JSP3832004Edition.pdf [https://perma.cc/RT2X-CWPA]. 
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V.  WHEN SHOULD THE REVIEW OCCUR? 
The legal review obligation applies to the study, development, acquisition, 

or adoption of new weapons, means, or methods of warfare.82 

A. Study or Development 
That a legal review must occur as soon as a new weapon, means, or method 

of warfare is studied demonstrates the broad temporal scope of Article 36.83 
However, while Article 36 is activated as soon as a study commences, a legal 
review at the exploratory stage does not need to be particularly intensive (or at 
least as intensive as a review when a weapon, means, or method of warfare is 
developed, acquired, or adopted).84 

“Study” refers to examinations carried out by States or on behalf of States, 
such as where States contract private companies, or provide universities with 
funding, to research and develop new weapons, means, or methods of warfare.85 
If systems are being studied for law enforcement purposes, a legal review must 
be undertaken as soon as its military application is determined.86 For instance, 
States may decide that AI-enabled surveillance software that is being developed 
for domestic law enforcement will be useful during times of armed conflict and, 
at this point, a review must be undertaken. 

Article 36 applies where a State studies a new weapon, means, or method of 
warfare with a view to exporting it to other actors.87 What about the situation 
where a private actor is producing weapons for sale on the open market? The 
critical issue is whether the host State studies the weapon. For example, national 
law may require a State to grant export licenses to private actors. Equally, an 
international agreement (such as an arms control treaty) may require States to 
prevent private actors within their jurisdiction from developing particular 
weapons and/or supplying them to foreign actors. In fact, the customary 
obligation on States “to respect and to ensure respect” for international 
humanitarian law requires States to do everything possible to ensure that all 
actors on their territories or under their jurisdiction respect international 
humanitarian law, which requires States to prevent private actors from 
developing and/or supplying weapons, means, or methods of warfare that do not 
comply with international humanitarian law (e.g., indiscriminate computer 

 
 82. Additional Protocol I, supra note 10, art. 36. 
 83. LAWAND, supra note 11, at 23–24. 
 84. Tsagourias & Biggio, supra note 31, at 440. 
 85. Marcos Kotlik, Reviewing Legal Weapons Reviews: is it possible to verify compliance?, 
EJIL: TALK! (Mar. 19, 2020), https://www.ejiltalk.org/reviewing-legal-weapons-reviews-is-it-poss 
ible-to-verify-compliance/ [https://perma.cc/867K-YQWX]; see also Copeland et al., supra note 
74. 
 86. LAWAND, supra note 11, at 23–24. 
 87. Id. 
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software).88 The key issue is that a “study” occurs within the meaning of Article 
36 as soon as the State scrutinizes the weapon, means, or method of warfare in 
discharge of its national and/or international legal obligations.89 

New weapons, means, or methods of warfare must be reviewed where a 
State is considering acquiring them from a third party, regardless of whether that 
third-party is a State or private company.90 This is because, at this stage, the 
State can be said to study the new weapon, means, or method of warfare.91  

If new weapons, means, or methods of warefare progress from the study to 
development phase, a legal review must be carried out. At the development 
stage, a more intensive review is usually requried. 

B. Acquisition or Adoption 
Article 36 is clear that States must perform a legal review when new 

weapons, means, or methods of warfare are purchased or otherwise acquired 
from a third-party, such as a State or private company.92 Moreover, 
determinations of legality by another State (or indeed any actor) do not discharge 
the acquiring State from its obligation to conduct a legal review: “[i]t should be 
emphasized that the purchasing State is under an obligation to conduct its own 
review of the weapon it is considering to acquire, and cannot simply rely on the 
vendor or manufacturer’s position as to the legality of the weapon, nor on 
another State’s evaluation.”93 An independent review by the acquiring State is 
important because third parties “may well make impressive assertions 
concerning accuracy, effects, or even legality” that are not borne out in 
practice.94 Furthermore, an acquiring State may wish to use a weapon in 
conjunction with a means or method of warfare that was not considered by the 
third party (e.g., a weapons manufacturer) and which may raise novel questions 
as to its compliance with international law.  

Before their entry into service (“adoption”), new weapons, means, or 
methods of warfare must be reviewed. If they have been deemed compliant with 
international law during development or when acquired from a third party, a 
review at the adoption stage may be a more streamlined process. 

 

 
 88. HENCKAERTS & DOSWALD-BECK, supra note 25, at 495. 
 89. Copeland et al., supra note 74, at 307. 
 90. LAWAND, supra note 11, at 24. 
 91. “Where the UK seeks to acquire equipment that is already in service with the Armed 
Forces of another State, even though that State may have conducted its own weapon review, the 
UK still conducts a review.” U.K. MINISTRY OF DEF., supra note 78. 
 92. PILLOUD ET AL., supra note 29, ¶ 1473. See also Isabelle Daoust, Robin Coupland & Rikke 
Ishoey, New Wars, New Weapons? The Obligation of States to Assess the Legality of Means and 
Methods of Warfare, 84 INT’L REV. OF THE RED CROSS 345, 348 (2002). 
 93. LAWAND, supra note 11, at 24. 
 94. McClelland, supra note 12, at 411. 
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VI.  THE STANDARD OF LEGAL REVIEW 
Article 36 requires State parties to carry out a legal assessment of new 

weapons, means, or methods of warfare.95 Thus, Article 36 does not require a 
technical review examining the efficiency of the weapon, means, or method; an 
ethical review assessing whether it conforms with moral standards or the 
principles on the responsible use of military AI;96 a policy review of when it 
should be used;97 or an economic review performing a cost-benefit analysis of 
its development or use.98 

As noted, Article 36 requires that new weapons, means, or methods of 
warfare must be assessed against all rules of international law applicable to the 
State regardless of whether they are derived from treaty law, customary law, or 
general principles of international law.99 This means that reviews must assess 
whether a new weapon, means, or method of warfare complies with international 
humanitarian law, international human rights law, and international 
environmental law among other applicable international legal rules and 
regimes.100 

How international humanitarian law interacts with other rules and regimes 
of international law is a tricky and contested question, and this is especially the 
case when it comes to international human rights law. Consider the situation 
where parties to armed conflicts use AI-enabled systems to conduct surveillance 
operations in densely populated urban areas to identify threats to their security. 
While information collection operations are permitted by international 
humanitarian law,101 and even required in order to ensure compliance with the 
principles of distinction, proportionality, and precautions in attack,102 they can 

 
 95. BOULANIN, supra note 20, at 1. 
 96. Bureau of Arms Control and Non-proliferation, Political Declaration on Responsible 
Military Use of Artificial Intelligence and Autonomy, U.S. DEP’T OF STATE (Nov. 9, 2023), 
https://www.state.gov/bureau-of-arms-control-deterrence-and-stability/political-declaration-on-re 
sponsible-military-use-of-artificial-intelligence-and-autonomy [https://perma.cc/X54J-3T7B]. 
 97. BOULANIN, supra note 20, at 5–6. 
 98. Michael W. Meier, Responsible AI Symposium - Responsible AI and Legal Review of 
Weapons, ARTICLES OF WAR (Dec. 27, 2022), https://lieber.westpoint.edu/responsible-ai-legal-
review-weapons/ [https://perma.cc/DC46-3V59]; see also Jared M. Cochrane, Conducting Article 
36 Legal Reviews for Lethal Autonomous Weapons, 16 J. SCI. POL’Y & GOVERNANCE (2020), 
https://www.sciencepolicyjournal.org/article_1038126_jspg_16_01_02.html [https://perma.cc/2M 
RQ-RMU3]. 
 99. See Neth. & Switz., supra note 54, ¶¶ 33, 34. 
 100. Stuart Casey-Maslen, Neil Corney & Abi Dymond-Bass, The Review of Weapons under 
International Humanitarian Law and Human Rights Law, in WEAPONS UNDER INTERNATIONAL 
HUMAN RIGHTS LAW 411, 413 (Stuart Casey-Maslen ed., 2014). 
 101. Convention (IV) Respecting the Laws and Customs of War on Land art. 24, Oct. 18, 1907, 
36 Stat. 2227, 2302, T.S. No. 539. 
 102. OFF. OF THE PROSECUTOR, INT’L CRIM. TRIB. FOR THE FORMER YUGOSLAVIA, ICC-
02/05-02/09-HNE-2, FINAL REPORT TO THE PROSECUTOR BY THE COMMITTEE ESTABLISHED TO 
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raise difficult questions of compliance with international human rights law: does 
the right to privacy apply extraterritorially; do combatants as well as civilians 
enjoy the right to privacy during armed conflict; when can the right to privacy 
be lawfully restricted during the conduct of hostilities; and, where surveillance 
is carried out on a “mass” or “generalized” basis and at least for those States 
who are party to the European Convention on Human Rights, whether the 
European Court of Human Rights’ strict eight-part test to determine the legality 
of mass surveillance is complied with?103 The key point is that reviewers must 
have the requisite expertise in international human rights law to determine 
whether the system complies with its rules. 

Where the application of international law is complex, this may mean that 
battlefield commanders (even in conjunction with their legal advisors) do not 
have the requisite legal expertise to effectively review new weapons, means, or 
methods of warfare against the full range of obligations incumbent on the State. 
Put differently, back-room assessments by diverse teams of international law 
experts may be the only way to accurately determine whether the new weapon, 
means, or method of warfare is compliant with international law in toto. 

Another question is whether a legal review requires an assessment of the 
Martens Clause.104 The Martens Clause provides that in circumstances not 
covered by conventional international humanitarian law, individuals “remain 
under the protection and authority of the principles of international law derived 
from established custom, from the principles of humanity and from the dictates 
of public conscience.”105 One view maintains that the Martens Clause imposes 
a freestanding obligation on States as a matter of treaty and customary law to 
comply with the principles of humanity and dictates of public conscience, and 
thus new weapons, means, or methods of warfare must be reviewed against these 
standards.106 Clearly, this approach to the Martens Clause would have a 
powerful constraining effect on the use of AI-enabled weapons that can target 
individuals autonomously given the attenuation of human control over the use 
of lethal force. However, in my view, State practice does not support this 

 
REVIEW THE NATO BOMBING CAMPAIGN AGAINST THE FEDERAL REPUBLIC OF YUGOSLAVIA ¶ 
29 (2000), https://www.icc-cpi.int/sites/default/files/RelatedRecords/CR200907998.PDF [https:// 
perma.cc/4ML8-QQU5]. 
 103. See Big Brother Watch and Others v. United Kingdom, App. No. 58170/13, ¶ 361 (May 
25, 2021), https://hudoc.echr.coe.int/eng#{%22appno%22:[%2258170/13%22],%22itemid%22: 
[%22001-210077%22]} [https://perma.cc/6BR2-MCRM]; Centrum för Rättvisa v. Sweden, App. 
No. 35252/08, ¶ 275 (May 25, 2021), https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-
210078%22]} [https://perma.cc/3R76-CL4V]. 
 104. LAWAND, supra note 11, at 17. 
 105. Additional Protocol I, supra note 10, at art. 1(2). 
 106. Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, 1996 I.C.J. 226, 
405–11, 482–91 (July 8) (dissenting opinions of Judge Shahbuddeen and Judge Weeramantry). 
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interpretation of the Martens Clause.107 Rather than being a “gap filler,” the 
Martens Clause is better seen as an “interpretative device” that can be used to 
inform the interpretation of international humanitarian law.108 

VII.  CONDUCT AND NATURE OF REVIEW 
While Article 36 does not prescribe a particular methodology for legal 

reviews, the key steps seem self-evident. The first question, of course, is whether 
Article 36 applies. Second, reviewers must determine whether the new weapon, 
means, or method of warfare is specifically prohibited or restricted by 
international law applicable to the reviewing State. Third, if no specific 
prohibition or restriction applies, the next question is whether the new weapon, 
means, or method of warfare is prohibited or restricted by a general rule of 
international law applicable to the State.109 As already noted, it is the normal or 
expected use of the new weapon, means, or method of warfare that must be 
evaluated, rather than any possible misuse.110 

It is important to stress that Article 36 asks whether the use of a new weapon, 
means, or method of warfare would “in some or all circumstances” breach 
international law. Thus, if international law restricts the use of a new weapon, 
means, or method, the review must identify these restrictions and impose 
limitations on its use.111 For example, while there is no general prohibition on 

 
 107. U.S. Mission to the U.N. and Other Int’l Org. in Geneva, CCW Informal Meeting of 
Experts on Lethal Autonomous Weapons Systems (LAWS), U.S. Delegation Statement on 
Overarching Issues, U.S. DEP’T OF STATE (Apr. 16, 2015), https://geneva.usmission.gov/2015/04/ 
16/ccw-informal-meeting-of-experts-on-lethal-autonomous-weapons-systems-laws/ [https://perma 
.cc/26EW-4FME] (“As an initial matter, the Martens Clause is not a rule of international law that 
prohibits any particular weapon, much less a weapon that does not currently exist.”). See also Letter 
Dated 16 June 1995 from the Legal Adviser to the Foreign and Commonwealth Office of the United 
Kingdom of Great Britain and Northern Ireland, Together with Written Comments of the United 
Kingdom ¶ 3.58, at 47–48 (June 16, 1995), https://www.icj-cij.org/sites/default/files/case-
related/95/8802.pdf [https://perma.cc/4QNL-B3KE]. See also Prosecutor v. Kupreškić et al., IT-
95-16-T, Judgment, ¶¶ 525–26 (Int’l Crim. Trib. For the Former Yugoslavia Jan. 14, 2000). 
 108. Tsagourias & Biggio, supra note 31, at 447. 
 109. See LAWAND, supra note 11, at 10. See, e.g., PILLOUD ET AL., supra note 29, ¶ 1469. 
 110. PILLOUD ET AL., supra note 29, ¶ 1469. See also LAWAND, supra note 11, at 10. 
 111. “Both the expected use and the foreseeable effects may lead to the conclusion that they 
are prohibited or allowed only if accompanied by specific instructions or by construction changes 
that make certain uses impossible.” MARCO SASSÒLI, INTERNATIONAL HUMANITARIAN LAW: 
RULES, CONTROVERSIES, AND SOLUTIONS TO PROBLEMS ARISING IN WARFARE ¶¶ 8.375, 8.377, 
at 385, 386 (2019); “[T]he state conducting the review must take account of the environment in 
which the weapon is intended to be used. The use of a weapon may be lawful in one context but 
unlawful in another. Such an assessment might lead to the definition of conditions that can be 
integrated into the rules of engagement or operating procedures associated with the weapon.” 
BOULANIN, supra note 20, at 5; “The aim of Article 36 is to prevent the use of weapons that would 
violate international law in all circumstances and to impose restrictions on the use of weapons that 
would violate international law in some circumstances, by determining their lawfulness before they 
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the use of incendiary weapons under treaty or customary law,112 their use is 
subject to the general principle prohibiting the use of weapons that cause 
unnecessary suffering or superfluous injury.113 However, this prohibition only 
proscribes the use of these types of weapons against personnel.114 This means 
that the use of these weapons in an anti-material capacity is permitted because, 
here, the prohibition on unnecessary suffering and superfluous injury is not 
engaged.115 Accordingly, a reviewer should stipulate that autonomous 
incendiary weapons systems cannot be used against personnel but only against 
structures or vehicles where individuals are not present.116 

Certain rules of international law are context-dependent insofar as 
compliance with them is usually determined by commanders who have better 
situational awareness on the battlefield.117 Prime examples in this regard are the 
international humanitarian law principles of distinction, proportionality, and 
precautions in attack.118 

The principle of distinction prohibits indiscriminate attacks, that is, attacks 
that are not directed at a specific military objective.119 But whether an attack is 
indiscriminate depends on the context. For example, a soldier firing blindly into 
dense woodland because she hears rustling in the trees is likely to commit an 
indiscriminate attack.120 By contrast, a soldier firing into dense woodland 
because she hears movement in the trees while crossing enemy territory and after 
receiving intelligence reports indicating that the enemy is planning an attack 
from that woodland is unlikely to commit an indiscriminate attack.121 

The principle of proportionality prohibits attacks against military objectives 
where the harm to civilians or civilian objects is expected to be excessive when 
compared with the anticipated military advantage.122 What qualifies as excessive 
collateral damage is of course fact-dependent and requires a close assessment of 
the military value of the target as well as the nature and scale of the civilian harm 
that is expected to occur.123 

 
are developed, acquired or otherwise incorporated into a State’s arsenal.” LAWAND, supra note 11, 
at 4. 
 112. Although note the specific prohibitions contained in the Protocol on Prohibitions or 
Restriction on the Use of Incendiary Weapons (Protocol III), Oct. 10, 1980, 1342 U.N.T.S. 137. 
 113. Additional Protocol I, supra note 10, at art. 35(2). 
 114. U.K. MINISTRY OF DEF., supra note 81, ¶ 6.12.6. 
 115. Id. 
 116. Copeland et al., supra note 74, at 301. 
 117. U.K. MINISTRY OF DEF., supra note 81, ¶ 2.5.3. 
 118. Id. ¶ 2.1. 
 119. Additional Protocol I, supra note 10, art. 51(4)(a). 
 120. Dinstein, supra note 51, at 117. 
 121. Id. 
 122. Additional Protocol I, supra note 10, art. 51(5)(b). 
 123. U.K. MINISTRY OF DEF., supra note 81, ¶ 2.7.1. 
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Even if the collateral damage is not expected to be excessive, the principle 
of precautions in attack requires a commander to do everything feasible to 
minimize harm to civilians and civilian objects.124 Again, what is feasible or 
reasonable in the circumstances is context-specific and is often best judged by 
the commander in light of their knowledge of the battlespace at the time.125 

That said, reviewers must nevertheless pay close attention to whether the 
new weapon, means, or method of warfare being assessed makes compliance 
with these types of international humanitarian law principles more difficult. If it 
does, the “reviewing authority should attach conditions or comments to the 
approval [and they should be integrated] into the rules of engagement or 
operating procedures associated with the weapon” to help ensure that 
commanders comply with international law.126 Australia, for example, explains 
that reviewers can determine that “the employment of the weapon, means or 
method of warfare is generally lawful, but with the following employment 
considerations.”127 

Consider, for example, an unmanned autonomous vehicle with a mounted 
machine gun that can select and engage targets based on pre-programmed 
criteria. Imagine further that the reviewer’s test results demonstrate that the 
vehicle can accurately distinguish between combatants and civilians while 
travelling at low speeds across stable terrain in good weather but is far less 
accurate when travelling at high speeds on unstable terrain in bad weather. In 
this situation, the reviewer can provide commanders with a checklist of 

 
 124. Additional Protocol I, supra note 10, art. 57. 
 125. U.K. MINISTRY OF DEF., supra note 81, ¶ 2.5.3. 
 126. LAWAND, supra note 11, at 15. “The use of a weapon may be lawful in one context but 
unlawful in another. Such an assessment might lead to the definition of conditions that can be 
integrated into the rules of engagement or operating procedures associated with the weapon.” 
BOULANIN, supra note 20, at 5. “[I]n the case of a wide-area affect weapon (for example, an 
artillery piece or mortar), the review may recommend that the weapon not be used to target military 
objectives located within the civilian population or close to civilian objects unless the military 
advantage outweighs the risk of collateral damage.” Copeland et al., supra note 74, at 301. “Both 
the expected use and the foreseeable effects may lead to the conclusion that they are prohibited or 
allowed only if accompanied by specific instructions” SASSÒLI, supra note 111, ¶ 8.377. See also 
Damian Copeland, AWS Legal Review Series—A Functional Approach, ARTICLES OF WAR (Mar. 
4, 2024), https://lieber.westpoint.edu/aws-functional-approach/ [https://perma.cc/Q69F-RVGE]. 
 127. AUSTL. GOV’T DEP’T OF DEF., supra note 43, at 25. “A number of participants identified 
the need to ensure users of an AWS [autonomous weapons systems] and their supporting legal 
advisers understood the conditions for which the AWS had been reviewed, such as the particular 
operational conditions, command and control arrangements, or threat context, and the limitations 
or restrictions on the use provided by the reviewer when approving the weapon. Participants noted 
that this type of information would facilitate an understanding of when to conduct a further review 
of the AWS or if there was simply a requirement to provide operational legal advice about the use 
of the AWS.” GOUSSAC ET AL., supra note 43, at 11. 
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considerations to help ensure that the vehicle is only deployed in conditions in 
which it can comply with the principle of distinction.128 

Let us also consider the Where’s Daddy? system used by Israel. As said, 
Where’s Daddy? tracks targets to their residences because attacks are more 
likely to be successful when the target is not in a military structure.129 Here, the 
very purpose of the system creates a clear risk of collateral damage and, because 
low-level targets can be identified for targeting,130 there is a clear risk of 
excessive collateral damage. In fact, this risk may be raised further because the 
strike can take place in a built-up civilian area. In my view, the legal review must 
make commanders aware of the risk of excessive collateral damage from this 
means of warfare and require them to undertake a careful collateral damage 
assessment before an attack can be launched. Further, given the potential for 
civilian harm, a legal review must underscore the need for commanders to 
consider whether reasonable precautions can be taken before launching an 
attack, for example, by delaying the attack until a time when fewer civilians will 
be harmed and/or by using more precise or less destructive munitions. 

I have already explained that reviewers must assess the legality of new 
weapons, means, or methods of warfare against all international legal rules 
applicable to the State.131 For instance, if the normal or expected use of an AI-
enabled system is to carry out mass or generalized surveillance of individuals, 
the reviewer may recognize that civilians’ right to privacy under international 
human rights law may be interfered with and identify the factors that a 
commander should consider when determining whether the use of this 
technology is necessary to achieve the legitimate military purpose, for example, 
by requiring the commander to consider ways in which to limit the scope,  
duration, and intensity of the surveillance. 

VIII.  CONCLUSION 
This article has sought to clarify the content and scope of Article 36 and 

explore its application to AI-enabled systems. There are two key takeaways from 
this article. 

First, reviewers must have a sufficiently good understanding of the 
technology to determine whether the State’s legal obligations are met. 
Reviewers are (understandably) unlikely to have the requisite technical expertise 
when it comes to powerful and complex technologies such as modern AI. This 

 
 128. Copeland et al., supra note 74, at 313–14. For a discussion on the application of 
international humanitarian law to autonomous weapon systems, see AFONSO SEIXAS-NUNES, THE 
LEGALITY AND ACCOUNTABILITY OF AUTONOMOUS WEAPON SYSTEMS: A HUMANITARIAN LAW 
PERSPECTIVE (2022). 
 129. See supra Section IV.1. 
 130. Abraham, supra note 64. 
 131. See supra Part VI. 
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means that in many circumstances reviewers may need to be assisted by 
technical experts, and these experts may need to be drawn from the private sector 
if private companies have designed and developed the system. Without this 
technical input, it is difficult to see how reviewers can effectively carry out legal 
reviews of AI-enabled technologies (or at least modern AI-enabled 
technologies). Clearly, States should invest more resources into the legal review 
process to ensure that reviewers can leverage the necessary technical expertise 
to carry out effective legal reviews. However, as said, given the lack of 
explainability and predictability of modern AI, even close consultation with 
technical experts may not be sufficient to enable reviewers to determine that the 
new weapon, means, or method of warfare can comply with international law in 
some or all circumstances. This may lead to strict limitations being placed on 
their use, or even to them being prohibited entirely. 

Second, and assuming that these technical difficulties can be overcome, 
reviews should be seen as a dyadic process that can help inform commanders as 
to how complex technologies such as AI can be used lawfully on the battlefield. 
Substantive reviews setting out the legal limitations on new weapons, means, or 
methods of warfare, or providing commanders with guidance on how new 
weapons, means, or methods of warfare can be used compatibly with 
international law on the battlefield, will help ensure that Article 36 operates as 
an effective risk management tool for States (to avoid being held responsible for 
breaches of international humanitarian law) and for members of their armed 
forces (to avoid being held individually responsible for international crimes). 
Perhaps more importantly, this approach to Article 36 serves a wider 
humanitarian purpose because it “act[s] as a brake on the abuses resulting from 
the arms race or on the possibility of future abuses.”132 

 
 132. PILLOUD ET AL., supra note 29, ¶ 1475. 
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